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SDLC

SDLC

Software/ System Development

Life Cycle - SDLC
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SDLC

Unidad de Costo

Costo de solucion de Problemas 401000

E

Costo de un error por fase
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Requerimientos Disenio Desamollo Test en desarmollo Test de Aceptacion Operacion

Barry Bohem determiné el rango de costo por error generado por falsos
supuestos en la fase de requerimientos y no detectados hasta fases
posteriores (“Software Engineering Economics”). “Poor management can
increase software cost more rapidly than any other factor”.
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Continuous Continuous
Integration Delivery

Code Repository & Release Production

Version Control Automation Automation

Developer pushes Store any artifactory Promote

code and outcome from the deployment to

automatically build production (on-

triggers server build prem, public cloud,
hybrid cloud)

Build & Integration Delivery
Automation Automation
Cl server startthe Deploy

build and run test binariesto any

given environment




Pipeline

The Pipeline

2. Run unit tests
3. Build pip package
4. Build Ansible RPM

8. Deregister from ELB
9. Install RPM using YUM
10. Run Ansible

11. Verify semvice

12. Register with ELB

= Run pip install
- Modify config files
- Start service ANSIBLE




DevSecOps

Security + DevOps = DevSecOps

Software development lifecycle
delivery pipeline

release

customers

feedback loop

DevOps = Efficiencies that speed up this lifecycle
DevSecOps = Validate building blocks without slowing lifecycle




DevSecOps

Security Hooks

Security Testing!

Penetration Testing
Source Code Analysis
(Code Metrics and SAST)
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Tools
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