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 Les entreprises face aux malwares / APT

e Cuckoo sandbox, c'est quoi?

« Analyse manuelle vs. automatisée

 L'architecture de Cuckoo Sandbox et ses prérequis
 La configuration

« Points importants de la virtualisation et du sandboxing
« Demo et reporting

« Etendre et/ou intégrer Cuckoo Sandbox

« Conclusion

* (Bonus) un peu de visualisation

« (Bonus) Pour aller plus loin...

* Questions
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OUELQUES CHIFFRES (CONT’D)...
LA PERCEPTION
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LES STATISTIQUES
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En cas d'incident, on va naturellement se demander:

e Quels fichiers (locaux ou non) ont été accédés, créés,
supprimes?
e Y-a-t-il eu des communications réseaux, et si oui,

lesquelles (internes, externes, multiples, ponctuelles,
permanentes, etc.)?

« En cas de communications réseaux, quels sont leurs
buts / contenus (spamming, (D)DOS, exfiltration de
données, etc.) et leurs destinations?

 Est-ce une attaque ciblee ou opportuniste?
 Est-ce une attaque persistante ou non?
e Quel est le périmetre de compromission?
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In three words, Cuckoo Sandbox is a malware analysis system.

What does that mean? It simply means that you can throw any suspicious file at it
and in a matter of seconds Cuckoo will provide you back some detailed results
outlining what such file did when executed inside an isolated environment.

- http://www.cuckoosandbox.org

« Analyse automatique de fichiers suspects
« Géneération automatisée de rapports (detailles)

« Dans un environnement «sandboxé»
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RAPPORTS SOUS DIFFERENTS
FORMATS

EXECUTABLES WINDOWS
TRACES DES APPELS
WIN32

FICHIERS DLL
N\ FICHIERS CREES,
DOCUMENTS PDF

MODIFIES, EFFACES,
N TELECHARGES

DOCUMENTS MICROSOFT DUMP DU PROCESS ANALYSE
OFFICE
)
URLS ET FICHIERS N é TRACES RESEAU AU
HTML FORMAT PCAP

/ CAPTURES D’ECRAN
SCRIPTS PHP, VBS DURANT L’EXECUTION

FICHIERS CPL, ZIP, JAR ET DUMP MEMOIRE COMPLET

PRESQUE N’IMPORTE DE LA MACHINE, RESULTATS
QUOI D’AUTRE. .. | > VIRUSTOTAL, ETC. ..
ANALYSE
AUTOMATISEE
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L’ANALYSE MANUELLE
LES COMPETENCES REQUISES

DESASSEMBLAGE
DECOMPILATION
ASSEMBLEUR, C/C++, IDA PRO,
HOPPER, OLLYDBG, ETC.

SYSTENIES
D’EXPLOITATION
FONCTIONNEMENT BAS NIVEAU,

_ APPELS SYSTEMES, GESTION
MEMOIRE, SYSTEMES DE FICHIERS,
REGISTRE, APl WINDOWS, ETC.

RESEAU
CONNAISSANCES DES
PROTOCOLES STANDARDS,
FUZZING DE PROTOCOLES,
CONCEPTS TCP/IP, ETC.

CRYPTOGRAPHIE
CONNAISSANCES DES ALGOS
STANDARDS ET EXOTIQUES,
DE LEURS IMPLEMENTATIONS
ETC.

PACKERS
OBIFUSCATION
DETECTION DE PACKER,
UNPACKING,
DESOBFUSCATION, ETC.

ETC...
(ANTI-)DEBBUGING,
(ANTI-)FORENSIC,
HONEYPOTTING,
SANDBOXING, ETC.




[l s (=

; Attributes: bp-based frame
sub_4BAEFB8 proc near

var_24= dword ptr -24h
var_28= dword ptr -28h
var_1C= dword ptr —1Ch
arg_p= dword ptr 8

arg_4= dword ptr BCh

push ebp
mov ebp, esp
push edi
push esi
push ebx
mou ebx, ecx
sub esp, 2Ch
moy esi, [ebp+arg_8]
mov eax, [ecx]
mow [ebp+var_1C], ecx
moy edi, [ebp+arg_u]
call dword ptr [eax+37Ch]
cmp eax, esi
jz loc_4BAFBA4
nov ecx, ebx
add ecx, 2D8h
call sub_7Bu4DhB
cmp esi, eax
jnb loc_4BAFBY
Y
M
mou ecx, ebx
mow eax, [ebx+354h]
mov edx, [ebx+350nh]
moy ecx, [ecx+358h]
mow ebx, [ebx+35Ch]
mov [ebp+var_28], ecx
mov [ebp+var_24], ebx
mou ecx, ebhx
mow ebx, [ebp+var_ 28]
sub ecx, eax
sub ebx, eds
lea ecx, [ecx+ebx=8]
cmp esi, ecx
jnb short loc_40AFDA
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VS.

Category Started On Completed on Duration Cuckoo Version
FILE 2014-12-28 15:27:52 2014-12-28 15:30:19 147 seconds 1.1
File Details

File name zalando.exe
File size 32768@ bytes

File type PE32 executable (GUI) Intel 86386, for MS Windows

Screenshots

Dropped Files

VBoxTray.exe
husi.oka
zalando.exe
tmpac41165a.bat

Inbox.dbx
Network Analysis

Hosts Involved
DNS Requests
Domain IP Address

6aald6ce72ded%3e. com

Files
» PIPE\lsarpc
+ C:A\WINDOWS
o C:\WINDOWSY
+ C:

+ MountPointManager

+ C:\DOCUME~1\IEUser‘LOCALS~1\Temp\zalando.exe

« C:\Documents and Settings\IEUser‘\Application Data‘Inac‘upfoe.exe
» C:\Documents and Settings\IEUser\Application Data\Etbuyb\husi.oka




Analyse manuelle

approfondie
Acquisition Analyse Analyse Analyse Analyse Reporting
soumission statique dynamique meémoire réseau

|cuc 00
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VM cibles
- environnement a
infecter et a analyser

Hote Cuckoo

- Hyperviseur

- Démarre l'analyse

- Dump le trafic

- Génere les rapports

VM analysée N°1

Réseau virtuel () VM analysée N°2

~

—

VM analysée N°...

Internet /
Sinkhole / Aucune
connexion
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Cuckoo > Internet

Sinkhole / Simu.
Sandbox VM
O\ '’ O\
- D
E Cuckoo main server E Windows
& /
@ D
E'ﬁ‘ Cuckoo web server P Agent.py
17 C )
ZTSS
[‘é% Cuckoo web service (RESTDJ [ﬂ,ﬁ Applications tierces ]
A \ /
- —~_
Utilisateur Etendre Cuckoo: Intégrer Cuckoo dans l'infrastructure:
e Maltego e CuckooMX
e EllJefe e EllJefe
W CEtCT e SOC
e CERT, CSIRT
LS o
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Soumission
du sample

Exécution
du malware

Analyse
statique

Arrét du
monitoring
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Retour au
snapshot
clean

Suspension
de laVM

Démarrage
de laVM

Acquisition
du dump
mémoire

Transfert
du malware
alaVM

Analyse
du dump
réseau

Lancement
du
monitoring

Reporting
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Hardware :

» Les prérequis habituels pour de la virtualisation (CPU'’s, RAM et
HDD)

Software :
» Linux (Debian, Ubuntu, etc.), Windows et MacOsX possibles en
théorie.

« Un hyperviseur (Théoriguement ouvert a plusieurs systeme mais
VirtualBox reste fortement conseillé).

« Python (version 2.7 fortement conseillée).

» SQLAIchemy, Python BSON, Tcpdump, Volatility, DPKT, Jinja2, Magic,
Pydeep, MongoDB, Pymongo, Yara, Yara Python, Libvirt, Bottlepy,
Django, Pefile, MAEC Python bindings, Chardet.
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vHardware :

» Les prérequis habituels pour de la virtualisation (CPU'’s, RAM et
HDD).

Software :

 Windows XP SP3 (Windows 7, UAC désactivé).

« Logiciels tiers (Office, Adobe reader, navigateurs, etc.)
« Désactivation du firewall.

« Désactivation des mises a jour automatiques.

« Python 2.7 + PIL for Python.

« Cuckoo agent.py (agent.pyw).

« Paramétrer le réseau.

 Activer le login automatique.

« SNAPSHOT!
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6 fichiers de configuration principaux:

 cuckoo.conf : Configuration générale et options d'analyse.

 auxiliary.conf : Configuration des modules auxiliaires
(ex: capture réseau).

« <machinery>.conf : Configuration de la virtualisation.

« memory.conf : Configuration de I'analyse memoire
(Volatility framework).

e processing.conf : Activation / désactivation des etapes
d'analyse.

 reporting.conf : Configuration du reporting.




Un environnement isolé n'est que rarement stur a 100%:

« Cuckoo Sandbox (Evasion) : http://cuckoosandbox.org/2014-10-07-
cuckoo-sandbox-111.html

« Oracle VirtualBox : CVE-2014-4261, CVE-2014-4228, CVE-2014-2489,
@Lc. .

 Instructions CPU non virtualisables, offloading (interface réseau)

Lors de l'attribution de I'accés internet au malware, attention aux
infections sur le LAN:

 Solution (partielle) : Simulation de services réseau (ex : InetSim)

Un environnement sandboxé et/ou virtualisé peut étre détecté par
certains malwares:

« Test : Pafish https://github.com/a0rtega/pafish

 Solution (partielle) : ZerOmOn ou Markedoe + tweak(s) manuel(s)...
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M S ™ cuckool (Snapshot 1) [Running] - Oracle VM VirtualBox

ﬁ-’ ¢+ Command Prompt

pafich.exdC =~ Documents and Settings»IEUser~Dezktoprpafizh.exe

#* Pafizh (Paranoid fish> =

Some anti{debugger UM sandbox? tricks

u used by malware for the general public.

[]
pafish ol [ 7

[-1
[+]
dih [*]

[-1
[#=]
[#]
[#]
[#=]

hi_sandbo

[-1
hi_virtualf L1

[-1

Windows version: 5.1 build 26808
Running checks ...

Debuggers detection
Using IsDebuggerPresentd) ... QK
Uzing OutputDebugString<)> ... OK

Generic sandhbox detection

Uzsing mouse activity ... Eraced?
Checking username ... OK

Checking file path ... 0K

Checking if disk size <= GHGB ... OK

Hooks detection
Checking function DeleteFileW method 1 ... OK

Sandboxie detection
Uzing shiedll.d11 ... OK

lline detection
Using GetProcAddress(wine_get_unix_file_name) from kerneld2.dll ... OK

UirtualBox detection

Scsi port—2hus—>target id->logical wnit id-* B identifier ... Eraced®

Reg key (HELM~HARDWARE-Dezcription~Susztem "SystemBioszlerszion™> ... Craced®
Reg key (HELM~SOQOFTWARE“OracleUirtualBox Guest Additions) ... EFaced?

Reg key (HELM~HARDWARE“Description“System "UideoBiosVersion'> ... Eraced?
Looking for C:SWINDOWSssystem3d2sdrivers“UBoxMouse.syz ... Eraced?

UMware detection

Sczi port—2hus—>target id->logical wnit id-> A identifier ... OK
Reg key (HELM~ESOFTWARE“UMuware, Inc_.“UMware Tools> _._. OK

Looking for C:sWINDOWS“sysztem3d2:driversvmmouse.sys ... OK
Looking for GC:sWINDOWS“system32sdriverswmhgfs.sys ... 0K

Qemu detection
Sczi port—2hus—>target id->logical wnit id-> A identifier ... OK
Reg k CHELM~HARDWARE~Description~Syztem "SvuystemBiozUerszion'> ... OK

i Start Command Prompt
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cuckoo1 (Snapshot 1) [Running] - Oracle VM VirtualBox

#* Pafizh (Paranoid fish) =

Some antiddebugger UM zandbox> tricks
uzed by malware for the general public.

[#] Windows version: 5.1 build 26068
[#]1 Running checks ...

[-1 Debuggers detection
[#] Using IsDebuggerPresent(> ... OK
[#]1 Using OutputDebugStringt> ... 0K

[-1 Generic zandhox detection
[#] Using mouse activity ... Eraced¥
[#]1 Checking username ... OK
[#] Checking file path ... OK
Checking if disk size €= GHGB ... QK

Hooks detection
Checking function DeleteFileW method 1 ... Exaced®

Sandboxie detection
Using shiedll.d11 ... OK

Wine detection
Using GetProcAddressdwine_get_unix_file_name? from kerneld2_dll ... OK

[-]1 VirtualBox detection

[#]1 Sc=i port—rbus—>target id—->logical wnit id-> B identifier ... Eraced?

[#]1 Reg key (HELM~HARDWARE-Description“~Sustem "SystemBiosVersion'? ... traced?
[#]1 Reg key (HELM~SO0FTWARE-“OracleslVirtualBox Guest Additions>» ... Erdced?

[#]1 Reg key (HELM~HARDWARE-Description~System "UideoBioslUerszion''> ... Eraced®
[#] Looking for C:sWIMDOUS:szystem32xdriverz*UBoxMouse.=zys ... EFcced?

[-]1 UMware detection

[#] Scsi port—rbus—*target id->*logical wnit id-> B identifier ... OK

[#]1 Reg key (HELM~S5O0FTWARE-UMware. Inc.“UMware Tools> ... OK

[#] Looking for GC:sWIMDOWSs=zystem3Z2sdrivers wmmouse.syps ... 0K

[#] Looking for C:sWIMDOWS:szystem32sdriversz*wumhgfs.sys ... OK G

[-]1 Qemu detection
[#]1 Scsi port—rbus—*target id->*logical wnit id-> B identifier ... OK

[x] Reg key CHKLM\HARDUARE\Description\Sustem "SystemBiosUersion™ ... OK Recycle Bin

i/ start| @ C AE~ 14 IELseriL... MG 8 10049 aM
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M S ™ cuckool (Snapshot 1) [Running] - Oracle VM VirtualBox

#* Pafizh (Pavanoid fish>» =

Some anti{debugger-UM-zandbox) tricks
uzed by malware for the general public.

[#] Windows version: 5.1 huild 2608
[#]1 Running checks ...

[-1 Debuggers detection
[#] Uszing IsDebuggerPreszent(> ... QK
[#]1 Using OutputDebugString<> ... 0K

[-1 Generic sandhox detection
[#] Uzing mousze activity ... Eraced¥
[#]1 Checking username ... OK
[#] Checking file path ... 0K
Checking if disk si=e <= 58GB ... 0K

Hooks detection
Checking function DeleteFileW method 1 ... Exaced®

Sandboxie detection
Using shiedll.d11 ... OK

Wine detection
Uzing GetProcAddressdwine_get_unix_file_name? from kerneld2._dll ... OK

VirtualBox detection

Scsi port—>bus—>target id—->logical wnit id-> B jidentifier ... OK

Reg key CHELM~HARDWARE“DescriptionsSystem “"SystemBiozlersion) ... OK
Reg key (HELM~S0FTWARE“Oracle“UirtualBox Guest Additions) ... 0K

Reg key (HELM~HARDWARE-Dezcription*Sysztem "UideoBioszlerszion™> ... 0K
Looking for C:sWINDOWS“zystem32sdriversz UBoxMousze._.zys ... OK

UMuware detection

Scsi port—>bus—>target id->logical wnit id-> B jidentifier ... OK
Reg key (HELM~SO0FTWARE-UMuware., Inc.“UMware Tools>» ... OK

Looking for GC:sWINDOWS*zystem3Zsdpiversz wummouse.sys ... OK
Looking for C:»WINDOWS“sysztem3Zsdrivewrs umhgfz._.=zys ... 0K

Qemu detection
Scsi port—>bus—>target id->logical wnit id-> B jidentifier ... OK
Reg key {HELM~HARDWARE-Description“~Syztem “"SystemBioszsUersion''>

i start| o C ME~1YIEUseriL. ..
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La facture Zalando
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clusis demo

™ Home Deskbop clusis demo

Places
'3' Recent W
™ Home 20_11_2014_Zalando_
EDezktc-p Bestellung_.zip

[} Documents

+» Downloads

dd Music
[=] Pictures

i videos

1 Trash
Devices

EI Computer
Network

2 Browse Network

E Connect to Server
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20_11_2014_Zalando_Bestellung_zip

!'_ P’ Open v ~+ Add Files ﬂ Extract
Back Location: N/

Name 4 Sjze Type Modified

h 20_11_2014_Zalando_Bestellung_.rtf S| 688.9kB RTF document 20 November 2014, 17:22

1 object (688.9 kB)
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20_11_2014_Zalando_Bestellung_.rtF- Libre OFfice Writer

B @ ¢S & v P A »
AEEE -

é@ Default Style | v | | Times NewRoman | = | |12 v | 8 4

L E [ h
4 L L L 4 L 4

Um Bestellung zu sehen,
klicken Sie zwei Mal auf dem Bild.
Bestellung Zal
&
F
Page 1,1 11 words, 60 characters  Default Style | English (USA) m] O |
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guru@dell: ~

Cuc
WW
WWW .

Copyrig

eduler]
cheduler

cheduler]

1
1
)1
1

dump pa /home/guru/Desktop/cucko

g

memory m virtual ine wit L cuck bath /home/guru/Desktop/cuc

proce

® 0O
P g1

[ NN NNENNNE

@& O guru@dell: ~/Desktop
ru@dell:~/Desktop$
Success: File

guru@dell:~/Desk
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8 = guru@dell: ~/Desktop/cuckoo/storage fanalyses

guru@gdell:~/Desktop/cuckoo/storage/analysess tree 43
43
— analysis.log
— binary -> /homefgurufDesktopfcuckoo/storage/binaries/cO65e5325cTeeellBfbe5425b2b92008153eb6ec@dr185
c5d
— dump.pcap
— files

1429217182

L— ohbya.exe
214884399

L— tmpcae®9bba.bat
3486094655

L— Mpsi.tmp
4979675364

L— zalando.exe
6360346017

— lege. tmp
6469544114

L— lege.lia
TB55T760738

L— wbemprox.log
9669662366

L— Inbox.dbx
5

1232 .bson
1588.bson

1652 .bson

1784 .bson
1828.bson

1848 .bson
1886.bson
1916.bson
— memory.dmp

Q
[1s]

— report.json
— report.maec-4.0.1.xml

12 directories, 25 files
guru@dell:~/Desktop/cuckoo/storage/analysess
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File name zalando.exe
File size 327688 bytes

File type PE32 executable (GUI) Intel 88386, for M5 Windows

CRC32 B27B1858
MD5 6fd2adcSaec2ad7ddo99135f9ce2628¢C
SHA1 BE34fcabf3dSbasebdecdbf0e74a44c46049a44cd

SHA256 cB65e5325c7ecelatb65429b2b5260153ebbec@d?185at4a3eb28758+23bc5d

SHAS512 b2do4e847e34de6d196bd31c62bef24dac7Tedlcl3br4691528a142816295ace135dT539b1c099T42d3456ed22edcB3a3512a326d

Ssdeep 65144 :1/A7HooAHVIOVC 7RG/ kHtrlbbg6PY3oHsL : dATz@LIcRyQttbbIYY
PEID None matched
Yara None matched

VirusTotal Permalink
VirusTotal Scan Date: 2014-11-21 13:10:01
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—— Communications réseau

Executed a process and injected code into it, probably while unpacking
Collects information to fingerprint the system (MachineGuid, DigitalProductid, SystemBiosDate)
Detects VirtualBox through the presence of a file —» Sandboxing détecté !!!

Creates Zeus (Banking Trojan) mutexes Probablement un

Zeus P2P (Banking Trojan) dérivé de Zeus

Creates a slightly modified copy of itself

Installs itself for autorun at Windows startup — Persistance

Alain Sullam ¢ OWASP ¢ 2 mars 2015 CUCI@_Q‘_‘%{



Version Infos

ProductName\x5001x05cvfrdsdfve. , ‘x@lFileVersion

InternalName: vgybhy
FileVersion: 3.1
CompanyMName: cvgtresdfv
ProductVersion: 3.e1
OriginalFilename: vgybhy.exe

Quelques chaines de caracteres intéressantes .

e M\ACA\FA2\C7\YKYW.vbp
 vgybhy, fvgdcf, cvfdezcvg, uhuihiuh, cvfrdsdfvc

sBle
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Dropped Files

zalando.exe
lege.lia
ohbya.exe
File name ohbya.exe
File size 327688 bytes
File type PE32 executable (GUI) Intel 86386, for MS Windows
MD5 6a47dd44be2025b5644fad5724209583
SHA1 bc5539788dA2ae56307cfa2162a8dddsh71dfad21
SHA256 ba@5795c567b93133balsd266a1183eedf217b2295016F074F569349abat3f13
SHAS512 33722c2c599c7842487F22178123aece277d000819a2098e684hf0c5260ac7224764908c88ch4alecabsda71a37c47bdf1e2496c5614d8502419b47¢
Ssdeep 6144 :1/A7HooAHVIOVC 7RG/ kHtrIbbgePY3oHsL : dATzBL9cRyQtthbIYY
Yara None matched
VirusTotal Search for Analysis
Inbox.dbx
tmpcae09bba.bat
MP31.tmp
wbemprox.log
lege.tmp
zalando.exe
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s C:ADOCUME~1%\IEUser\LOCALS~1\Temp\zalando.exe

:\Documents and Settings‘\IEUser‘Application Data‘\Fados’\lege
:\Documents and Settings\IEUser‘Application Data\Cuir
:\Documents and Settings\IEUser\Application Dat
:\Documents and Settings\IEUseri\Applicati
:\Documents and Settings\IEUser‘\Appl#€ation Data\Fados
:‘\Documents and Settings\IEU WApplication Data\Cuir
D \DOCUME~ANIEUser\ LOCA Temptmpcaed9bba.bat

L]
(i T v R Y e TN v T i TR i TR i

:\autoexec.bat

.
[

» HKEY CURRENT_USER\Software\Microsoft\Windows\Currentversicn\Run
s HKEY_LOCAL_MACHINEM\Software\Microsoft\Windows\Currentversion‘Run

23:59:43,956 1328 NtOpenkey

235943 996 1328 NtOpenKey

:\Documents and Settings\IEUser\Application Data\Eglyno\ohbya.exe

thi.vea

Exécution d'operations
au démarrage et/ou
persistance

Persistance

Récupération du
nom de la machine

DesiredAccess == 131897/ SUCCESS
KeyHandle =>

gxepeealea

ObjectAttributes ==
“Registry\Machine\Sys
tem\CurrentControlSet
\Control\Computeriame

DesiredAccess => 131897 SUCCESS
KeyHandle ==

Bxe0eealed

ObjectAttributes ==
ActiveComputerName

cucl@gg?\/
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Network Analysis

Hosts Involved

Surprenant...

8.8.8.8

DNS Requests
Domain IP Address

taaldeca72dede3e. com

No. Time Source Destination Protocol | Lengtt Info
953 48.297701 192.168.1.22 8.8.8.8 DNS 80 Standard query 8x1fb3 A 6aald6cB72d0d93e.com
954 48.297718 192.168.1.22 8.8.8.8 DNS 80 Standard gquery 0x1fb3 A 6aald6c072dBd93e.com
955 48.298343 192.168.1.22 8.8.8.8 DNS 80 Standard query B8x26db A 6aald6cB72dBd93e.com
956 48.298353 192.168.1.22 8.8.8.8 DNS 80 Standard query 0x26db A 6aald6cB72dBd93e.com
960 48.322990 8.8.8.8 192.168.1.22 DNS 153 Standard query response @x1fb3 No such name
961 48.323845 B.8.8.8 192.168.1.22 DNS 153 Standard query response 8x1fb3 No such name
962 48.443439 8.8.8.8 192.168.1.22 DNS 153 Standard query response @x26db No such name
963 48.443489 8.8.8.8 192.168.1.22 DNS 153 Standard query response @x26db No such name

p Frame 960: 153 bytes on wire (1224 bits), 153 bytes captured (1224 bits)
B Ethernet II, Src: Avm 72:1f:2d (088:96:d7:72:1f:2d), Dst: HonHaiPr 7c:c9:4b (f@:7b:cb:7c:c9:4b)
p Internet Protocol Version 4, Src: 8.8.8.8 (8.8.8.8), Dst: 192.168.1.22 (192.168.1.22)
B User Datagram Protocol, Src Port: domain (53), Dst Port: mxxrlogin (1835)
w Domain Mame System (response)
[Request In: 954]
[Time: ©.825272000 seconds]
Transaction ID: Bx1fb3
B Flags: 0x8183 Standard query response, No such name
Questions: 1
Answer RRs: @ \ I |'
Authority RRs: 1 ga SeXp Ique...
Additional RRs: @
p Queries
b Authoritative nameservers
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ON VERIFIE L’HISTORIQUE...

Domain Available

6Aal1D6C0O72D0OD93E.com is for sale!

The domain you are researching 1s availlable for registration.

Buy 6Aal1D&C0O72D0D?3E.com

= Whois & Quick Stats

Domain Status MNever Registered Before

Whois Server whois.verisign-grs.com
= Website
Website Title MNone given. [

Encore plus surprenant...

v _.{,"‘& R




 Désinstallation des VirtualBox guest tools.

» Nettoyage du registre (reféerences a
VirtualBox).

« Nettoyage des fichiers residuels (réeférences
a VirtualBox).

« Modifications des drivers.

— Nouvelle analyse!




Executed a process and injected code into it, probably while unpacking

Collects information to fingerprint the system (MachineGuid, DigitalProductid, SystemBiosDate)
Creates Zeus (Banking Trojan) mutexes

Zeus P2P (Banking Trojan)

Creates a slightly modified copy of itself

Installs itself for autorun at Windows startup

— Ne détecte plus VirtualBox.
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Hosts Involved
IP Address
8.8.8.8
81.236.49.249

194.9.95.75

DNS Requests

Domain IP Address
gourmetfood. se B1.236.49.249
audiodirekt.se 194.9.95.75

1534 103. 433533 192.168.1.51 194.9.95.75 TCP 62 109180 [5YN] Seq=0 win=64240 Len=0 M55=1460 SACK_PERM=1
] 1 [ > [TCcP out-of ler] 109180 [S¥N] =0 Wi A0 Len=0 M
1092-+80 [SY¥N]
> [TCP Out
1093-80 [S‘r’N]
> [TCP O
1094-80 [SYN]
} [T"' out-of-
801091 [S‘r’N
5 92. 5 62 [TCP Out—(
1544 103.489035 192. sdlc 34,.9,95.7 60 109180 [R
1545 103.489045 192. sdlc 34,9, 95.7 60 109180 [RsT] S
1546 103.489109 19 1. ! 15. 7 60 109180 [RsT] q=1 wi r'|=D LEFI=U
7 103.489116 19 1. 34.9.85.7 60 109180 [R5T]
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"behavier™: {
"processes™: [
{
"parent_id": 2884,
"process_name”: “"zalando.exe™,
"process_id": 3124,
"first_seen™: "2014-12-28 15:28:25,897",
"calls™: [
{
"category”: "system”,
"status": true,
"return”: "@x00080808",
"timestamp”: "2014-12-28 15:28:25,912",
"thread_id": "3128",
"repeated”: @,
"api”: “"LdrGetDllHandle™,
"arguments™: [

“name”: “ModuleHandle™,
"wvalue™: "@x7coeea08”

"name": "FileName",
"value™: "ntdll.d11”

"category": "system",

"status": true,

"return”: "@x600000808",

"timestamp”: "2014-12-28 15:28:25,912",
"thread_id": "3128",

"repeated”: @,

"api”: "LdrGetProcedureAddress”,
"arguments™: [

“name™: "Ordinal”,
wralue™: "@"

"FunctionName”,
"MtCreateThread”

"FunctionAddress",
"@x7coed19e”

Alain Sullam ¢ OWASP ¢ 2 mars 2015

MAEC XML

< name="System Actions" id="
maec-6Td2adc5aecdad7dd989135f9ce2beBc-actc-1">
< >
< timestamp="2014-12-28T15:28:25.912"
action_status="Success"” ordinal_position="1" id="
maec-6Td2adc5aec9a47dd909135f9ce26e8c-act-1">
< >get dl1 handle</ >
< >
A idref="
maec-6fd2adc5aec9a47dd989135f9ce26e8c-obj-15">
< ®si:type="maecVocab
s:ActionObjectAssociationTypeVocab-1.8">
input</ >
< >
<f
<«f >
£ timestamp="2614-12-28T15:28:25.912"
action_status="Success” ordinal_position="2" id="
maec-6fd2adc5aec9a47dd989135f9ce26e8c-act-2">
< xsi:type="
maecVocabs: LibraryActionNameVocab-1.8" »get
function address</ >
< >
< id="
maec-6Td2adc5aecdad7dd969135f3ce26e8c-obj-16">
< xsirtype="WinExecutableFi
leObj:WindowsExecutableFileObjectType™>
< >
=)

<
*
NtCreateThread</




THREAT JoonsS

by: Alex Savchuk

-

SO... PIp YoU SOLVE OUR
APT PROBLEM AT BLACKHAT?
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Equipe sécurité

SOC,

intégration infra.

CERT /7 CSIRT

Equipe
forensique

Prestataires
externes

eoce -~
oo ¢
A

Autre...
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Appréciations complétement subjectives...

cucl@_g’i{

KGR



* Ne demande pas des connaissances aussi pointues que pour
'analyse manuelle.

« La qualité de l'analyse dépend fortement de la capacite
d’interprétation des résultats.

« L'environnement Cuckoo + VM peut étre detectable par
certains malwares.

 La globalité du code du malware ne sera tres probablement
pas totalement exéecutee.

« Comporte toujours un risque (débordement du sandboxing,
LAN, etc.)...

« Tres bonne documentation.
« Communaute tres active autour du produit.
« Automatisable et intégrable au sein d'une architecture.
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Un peu de visualisation
avec Maltego




_ Main View | Bubble View | Entity List : |

>

©] -
/home/guru/Desktop/zalando.exe
b g
z
\ 2
2
T (=]
40

cucl@_cﬁgg
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Main View Bubble View Entity List 3 m| (& }hr;g S8 2 (2
) : ";\!ﬂ &8
ol =1 =

O w
o /home/guru/Desktop/zalando.exe
O ®
® 00000000
s 40
©
B
e
| n
-
| &
Network Analysis Dropped Files
1
B =
6aald6c072d0d93e.com 8.8.8.8 MPS7.tmp tmp4cad3547 .bat wbemprox.log Inbox.dbx akun.lub ylum.exe zalando.exe
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’ Main View ‘Bubbleview Entity List : m R (RS ::':k-. ‘

LOE

0= @ [o]e[O]

® o0y

®e

e © %ee

/home/guru/Desktop/zalando.exe zalando.exe l |

akun.lub
tmp4cad43547 .bat
€]
*iieﬂ. " ‘
8.8.8.8 =
40 | &
=
N Dropped Files 3
Network Analysis wbemprox.log i
%E MPS7.trmp
6aaldbc072d0d93e.com Inbox.dbx

ylum.exe

Alain Sullam ¢ OWASP ¢ 2 mars 2015 CUCIQQ_‘%{



Main View | Bubble View Entity List

o]
©[@[O]
©

Process Analysis

S & & @8

zalando.exe ylum.exe emd.exe wacntfy.exe
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=

[home/gunu/Desktop/zalando. ex e

40

Network Analysis

¢ o 1
Q: - 5 L -

Explorer. EXE Gaald6c072d0d93e.com 8.8.8.8 whemprox.log

MPS7.tmp tmpdcad3547.bat

ctfmon.exe VBoxTray.exe

<

Mountain View, United States

Dropped Files

Inbax . dbx

akun.lub

=

Detail View

ylum.exe zslando. exe

e

6fd2adcSaec9ad 7dd909125fIce26e8c




Main View ‘ Bubble View

Entity List
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Malwr:

« Version online gratuite de Cuckoo Sandbox.

« Parfait pour des tests de malwares «communss».

- Attention a la confidentialité!!!

« Pas de possibilité de récupérer les dumps mémoire et réseau.

Cuckoo Android Extension:

« Support de I'émulateur Android ARM pour executer des APK's et des URL.

Community.py:

« Utilitaire pour télécharger et installer les modules développés par la
communauté.

El Jefe:

« Intégration avec l'outil El Jefe (détection, réponse et tracage des menaces).

Alain Sullam ¢ OWASP e 2 mars 2015 CUCI@_Q&?: 53




Alain Sullam ¢ OWASP ¢ 2 mars 2015




MERCI!

cuckeotz”

http://www.cuckoosandbox.org
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OWASP

Open Web Application
Security Project

Alain Sullam

alain.sullam [at] gmail.com
https://ch.linkedin.com/in/alainsullam
https://github.com/sysinsider

Quelques références utiles:

http://docs.cuckoosandbox.org/en/latest/

https://www.packtpub.com/networking-and-servers/cuckoo-

malware-analysis

https://github.com/a0rtega/pafish

https://github.com/conix-security/zerOmQOn

https://github.com/markedoe/cuckoo-sandbox

http://www.inetsim.org/

https://github.com/cuckoobox/community

https:.//www.paterva.com/web6/products/maltego.php
https://malwr.com/

https://eljefe.immunityinc.com/

https://github.com/idanr1986/cuckoo
https://github.com/xme/cuckoomx
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