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Building a security pipeline with free tools

OWASP Jeff Williams — @planetlevel
@INGAPORE CTO and Co-FOUNDER — Contrast
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26.7wrewiiiics | N€ Average
application is
extremely
vulnerable
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[T ] 2 Vulnera
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reflected-xss
_pathetraversal
;sql-injection
" method-tampering M B

cve-2017-5638 27.2% 4.9%

YO u a re cmd-injection 24.9% -24.3%
csrf 17.1% 14.7%

cve-2017-9791 16.7% -8.3%

U n d e r cve-2017-12616 12.8% 0.3%
cve-2016-4438 8.3% 0.0%

ognl-injection 8.2% -8.5%

cve-2013-2251 8.0% -4.5%

padding-oracle 4.3% 4.3%

VP: patch forJBoss Remote Exploit 4.1% 0.1%

cve-2016-3081 1.0% -3.2%

cve-2014-0112 0.0% -8.3%

DevSecCon Boston 2018: Building a Practical DevSecOps Pipeline for Free 3




Please, Don’t let anyone Blame

Velocity

covered parapet valk

pinnacle

corner tower A A
Trnpen

1
turret .‘i castle *,

bailey
flanking towe

curtain wall

corbel

oo N E ISP SECURING FAST-CHANGING
THINGS IS DIFFERENT

DevSecCon Boston 2018: Building a Practical DevSecOps Pipeline for Free 4
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Phoenix

Project -

Gene Kim, Kevin Behr, and George Spafford

https://itrevolution.com/the-three-ways-principles-underpinning-devops/

L’ o V J\—UV'\IJ 1J

promising.

DEVOPS

1.Establish work flow
(Business) (Customer)

Dev e —p Ops

2.Ensure instant feedback

iy Ops
3.Culture of experimentation

— » Ops

V 1|

DevSecCon Boston 2018: Building a Practical DevSecOps Pipeline for Free

DEVSECOPS

1.Establish security work flow
(Customer)

(Business)

Dev —p Ops

2.Ensure instant security feedback

3.Build a security culture

¢ CEEE) D

Dev — Ops

> Ops

5




Recommended resources

A -DZoe

JevOps

Security in the cloud

DevsecOps

WRITTEN BY JEFF WILLIAMS

CO-FOUNDER AND CTO'OFCONTRAST SECURITY

I. MANNING

https://www.manning.com/books/securing-devops https://dzone.com/refcardz/introduction-to-devsecops

DevSecCon Boston 2018: Building a Practical DevSecOps Pipeline for Free 6



Evolution of appsec Automation

Development (find vulnerabilities) Operations (Prevent Exploit)
SAST DAST WAF IDS/IPS
2002 (Static (Dynamic 2002 (Web Application él nttrus.lon
AppSec Testing) AppSec Testing) Firewall)* o r?tieocrflg;s/tem)
IAST ASP
2012  (nteractive 2015  (Runtime

Application Self-

AppSec Testing) Protemtion)

Tod Unified
SRV AST RASP, SCA

DevSecCon Boston 2018: Building a Practical DevSecOps Pipeline for Free
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How IAST and RASP WOrk

I ASTteraCtive Your Application or API
pplication

' ‘ Exploit
- Detects vU r‘?ér‘éE'.ﬁXel‘?ﬁtégﬁ » dg.i‘ P
custom code and libraries during = Prevented
normal use
Vulnerability
Confirmed

RAS sz:ii::\(teion -x Control

Se If' Prote Ction HTTP Code Data Flow Flow

Sensors Sensors Sensors

* Prevents vulnerabilities from Sensors
being exploited in both custom o I
. . ibrary onfig acken

code and libraries Sensors Sensors Sensors AGEN

DevSecCon Boston 2018: Building a Practical DevSecOps Pipeline for Free 8



I \ LY\ V  J e\ W MU TN NA

a " - .
Spring Pet Clinic

) GitHub

———

IAST/RASBSS

Retire.js

G chrome

/—eclipse
4

¥ slack

Development
by

pipeline

<

_ NI
*;"amazon
——
IAST/RASHEES IAST/RASESE
g Selenium _
## threat stack
JUnit  JACOCO .
splunk:
Maven
¥
L CI/CD/QAJ Vctmws OperationSJ

DevSecCon Boston 2018: Building a Practical DevSecOps Pipeline for Free
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Shift left, right, and everywhere!

w @ I . F

] -

N —
0

Seﬁrlty in

Security in integration Security in operations

EMPOWER ASSURE PROTECT

» Test my custom code and libraries « Don'’t slow down my builds » Tell me who is attacking and how
 Realtime feedback through my tools « Integrate with my testing tools » Stop vulns from being exploited
*Don’t slow me down » Real vulns break my build » Don’t create alert fatigue

DevSecCon Boston 2018: Building a Practical DevSecOps Pipeline for Free 10



Security In

Development

Test my custom code AND
libraries

* Must be extremely accurate

* Must work on modern apps with APls and OSS

Realtime feedback through my

tools | |
* Must integrate with tools I’'m already using — NO PDF!

Don’t slow me down

* Must not create bottleneck — NO SCANNING!

DevSecCon Boston 2018: Building a Practical DevSecOps Pipeline for Free 11



True Positive Rate

100%

90%

80%

70%

60%

50%

40%

30%

20%

10%

0%

Automation is all about speed,

accuracy, and ease-of-use

OWASP Benchmark v1.2 Results Comparison
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Worse than guessing

Non-Commercial

m A: FBwFindSecBugs v1.4.6 (39%)

m B: NoisyCricket v8.1 (9%)

n C: SonarQube Java Plugin v3.14 (33%)
Commercial

m D: Checkmarx CxSAST v8.2 (53%)

m E: Contrast v3.5.5.520 (99%)

n F: Fortify v18.10.0187-rp2018.2.0.0008 (38%)
n G: IBM AppScan Dynamic v9037 (18%)
n H: IBM AppScan Source v9.0.3.5 (22%)
m . Veracode SAST v20180531 (45%)

n J: Commercial Average (46%)

*)ownsp

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100
False Positive Rate

Jumpstarting Your DevSecOps Pipeline with IAST and RASP | contrastsecurity.com

OWASP
Benchmark

Free and open
application
benchmark

with thousands

of security test
cases

12



¥

= Download the Agent

L’ &/ VYV V I VNI \W UL

agent

Install On Your Server

Select A Language

Java
 Javal5
. NET
.NET Profiler
Node.js
Ruby

Select Your Container

Tomcat > @&

ramed
' Download Agent
JVM setting

-javaagent:/path/to/server/ agent .jar

Custom Agent Profile

1. Download 2. install

IUJLI I\ \JJI

Custom Code Score &
s it

vvvvvvv score il
OverallScore. &8

Average Time to Remediate
Days Days Days

NoChange NoChange Appiications
14 High sk
395 Vulnerabilities By Severity = 219 Attacks
[
@ Poiicyviolations
Vulnerability Trend New-Last7Das  ~ Attacks Seer

DevSecCon Boston 2018: Building a Practical DevSecOps Pipeline for Free



Empower
developers to
assess their
own security!

3

B

51 known vulnerabilities tacross 25 1i

braries)
46.62M lines of library code
L]
339 libraries (25 Vulnerable 122 Stale)

Al - Advanced £
Library Grade | Apps Using CVEs Version Latest Used/Total Classes
- -
Anertix
JSPWiki . 324 RELEASE T iR

spring-beans-3.2.4 release jar s e 506 release 186/358 -
-Jav.
Anertix
jackson-core-2.6.3jar i:mol.lf;, - 1 263 295 39/93 - O e n O rC e
-Jav S
Anertix p
spring-security-core-3.2 4 release jar B ISP 2 505 relea 105/298 =

WebGoat-Java
maven-plugin-api-2.0jar F spring-petclinic 0 20 353 0/ -

DevSecCon Boston 2018: Building a Practical DevSecOps Pipeline for Free 14



S A SR SAS N l\-y i1

= V \. | yuuy

environment

——eclipse
- P

Epersistence(ontext
private EntityManager entityManager;

80verride
public Collection<Owner> findBylastName(String lostName) {

String sqlQuery = "SELECT DISTINCT owner FROM Owner owner left join fetch owner.pet:

2 TypedQuery<Owner> query = this.entityManager. createQuery(sqlQuery, Owner.class);
25
2 Console = Progress [*) Problems < Search e Call Hierarchy % Git Staging [ Contrast 53 | m 5N
CINTRAST
19 Vulnerabilities Page: T Note Low Medium High Critieal
Valnerability

Application
5 ciinic

Cross-Site Request Forgery on 4 pages

HIGH ‘spring-petelinic
Path Traversal from URI on “favicon co® page

spring-petciinic
[ Path Traversal from URI on “fresourcesicssipetclinic.css™ page

spring-petelinic
Path Traversal from URI on *fwebjars/jguery/jauery.minjs” page

spring-petclinic

on page spting-petciinic

Stored Cross-Site Scripting from Tainted Database Value on “fawnersin}* page
MDS' hash aiaorithm used at NaminaHiperiava

IDE

spring-petelinic
sorina-petciinic

/—‘eclipse
-

pq Visual Studio

¥ slack

am A new Critical vulnerability was found in Spring PetClinic on ga.

Rule
Hibernate Injection

What Happened
We tracked the following data from "lastName" Parameter:

GET /owners?lastName=fffffffff
..which was accessed within the following code:
org.hibernate.jpa.spi.AbstractEntityManagerImpl#createQuery(), line 305
..and ended up in this database query:

SELECT DISTINCT owner FROM Owner owner left join fetch owner.pets WHERE
owner.lastName LIKE 'fffffifffx’

Chatops

o Jira

@ Jenkins

€ C @ localhost:8080/0w

JUnit

‘ Retire.js

bootstran 338 Foundin

Benanien

® chrome i e e 5

saing e

e et sreme - =

G Contrast
Discovered Vulnerabilities

Hibernate Injeetion

A HOME NOTE  Anti Caching Controls Missing

NOTE  Pages Without Anti Clickjacking Controls
NOTE  Forms Without Autocomplete Prevention

&) spring

Find Owners

Last name

Add Owner

€ sprind ...

Browser

splunk>

4 ¢ lienVault

Inast:B080 webjarsaue

2% 0080 0EY

g Visual Studio

{3:Bamboo

_ NoNp
firramazon
¥ webservices

14y min s

eratilty 01 chaseTent option iz

w2 L4 fuennemine
a
may exocuto CVE- 1 (2 11

JrrmaLi esseutes @

wery-uln 1 4fuery-dhamins

@unit
ggSelenium

é: webhooks

IndelliJ IDEA
shack
HipChat

ul Microsoft
WM Azure

Pivotal
pagerduty

OTHER

‘LogRhythm
ArcSight<t
¥ VictorOps

() GitHub
k> Bugzilla

S SERENA

Mmaven
(&> gradle
15



Don’t slow down my builds

* Fully automated security testing with every build

Sec U r|ty I N Integrate with my testing tools

* Plugins, integrations, webhooks, and FULL REST API

Integration

Break my build... but only for real
Issues

» Set criteria for when to break the build

DevSecCon Boston 2018: Building a Practical DevSecOps Pipeline for Free 16




Fail the build

Jenkins spring-petclinic

# Back to Dashboard : . -
Project spring-petclinic

Status i .
* Vulnerability Trends Across Builds
— A vulnerable version of the venerable Spring Petclinic Y
= Changes - ¢y
£
o g
Workspace o4
= ., N
£ Build Now . £,]
v
@ Delte Projec (i e .
0 4  Saseese—s  Wlaae.—.—- == a————— = S
it . 1 2 4 5 6
. Configure —_— .
; / Recent Changes Build Number
u GitHub Hook Log e W session-timeout W clickjacking-control-missing = cache-controls-missing
)\ i " MW autocomplete-missing ™ insecure-jsp-access
(§) GitHub Permalinks
« Last build (#90), 19 hr ago
Build History trend = « Last stable build (#90), 19 hr ago
« Last successful build (#90), 19 hr ago
find X « Last failed build (#87), 15 days ago
« Last unsuccessful build (#87), 15 days ago
o #91 Sep 7, 2018 2:43 PM « Last completed build (#90), 19 hr ago
W #90 Sep 6, 2018 6:31 PM

DevSecCon Boston 2018: Building a Practical DevSecOps Pipeline for Free 17



Automatic bugtracking

Integration

Order by Updated ¢ v

O sr-36

CONTRAST: Session Rewriting All...

B sp-35

CONTRAST: Regular Expression ...

0 sp-3a

CONTRAST: Stored Cross-Site S...

B sp-33

CONTRAST: Cross-Site Request ...

B sp-32

CONTRAST: Hibernate Injection f...

B sp-31

CONTRAST: Path Traversal from ...

B sp-30

CONTRAST: Path Traversal from ...

0 sp-29

CONTRAST: Path Traversal from ...

B sp-28
ANARAITRACT. IRINEC! haal alaaciil

K
=

Spring-Petclinic / SP-32

CONTRAST: Hibernate Injection from "lastName"
Parameter on "/owners" page

# Edit QComment Assign Backlog Selected for Development Worl

Type: 0 Bug

Status: BACKLOG (View workflow)
Priority: & Critical

Resolution: Unresolved

Labels: None

Description

Trace ID: C2BX-5SXK-K24Y-RJLB

Trace Link:
https://apptwo.contrastsecurity.com/Contrast/static/ng/index.h
tml#/d3b189b6-c17d-46e8-b56e-
4bad0794630e/applications/bc014c44-e92b-4bdf-9939-
a3b1300c57d8/vulns/C2BX-5SXK-K24Y-RJLB

DevSecCon Boston 2018: Building a Practical DevSecOps Pipeline for Free
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Measuring attack surface

- spring-petclinic

URL: / Language: Java Importance: Medium
Overview  Vulnerabilities  Attacks
32

24

‘ llll !

© Policy Violation

Libraries  Activity =~ Route Coverage Live  Policy

28 Routes
Sep 10,2018 15:00

M s Discovered

16

SEP 5

| 26 Exercised
22 Vulnerable

SEP 6 SEP 7 SEP 8 SEP 9 SEP110 SEP 11

LEevoreuLLUIl DUSWIILT £V 10. DUNUINNTY d rridulivdl LeVvoEeLUUS Irripelliie 1Vl rice



Proje

cts

Issues

Rules

= petclinic master
Overview Issues Measures Code Activity
Oeniew & ] petclinic
On new code
Coverage 41.7%
Lines to Cover 30
Uncovered Lines 17
Line Coverage 43.3%
Conditions to Cover 6
Uncovered Conditions 4
Condition Coverage 33.3%
Overall
Coverage 84.4%
Lines to Cover 267 :%a
Uncovered Lines 33 g
Line Coverage 87.6% “
Conditions to Cover 60
Uncovered Conditions 18
Condition Coverage 70.0%
Tests
Unit Tests 40
Errors 0
Failures 0
Skipped 1
Success 100%
Duration 4s

Quality Profiles

Quality Gates (208 Q. Search for projects, sub-projects and files...

Vieasurl n I

® 40 / 40 files
— security
o O |
A 4 .
20.0% t e St I n g
Coverage
60.0% [/\
80.0% o O
100% © O O @] @] O O @ O

Cyclomatic Complexity

See missing test coverage's long-term risks. Bubble size indicates the volume of uncovered lines, and each bubble's vertical position reflects the volume of
missing coverage. Small bubbles on the bottom edge are best.



Security In

operations

Tell me who is attacking and how

* | need actionable threat intelligence

Stop vulnerabilities from being

exploited
ust not overblock (FP) or underblock (FN)

Don’t create alert fatigue

* Don’t warn me about meaningless probes

DevSecCon Boston 2018: Building a Practical DevSecOps Pipeline for Free 21



PROTECT Applications and APIs WITH F

e PREVENTS Known
Vulnerabilities from exploit

Custom Code

* Prevents LATENT Ol STl

Libraries and

Vulnerabilities from exploit Frameworks

* Fast response to prevent Aot o ST
NOVEL vulnerabilities from

eX p | O It DevSecCon Boston 2018: Building a Practical DevSecOps Pipeline for Free 22




RASP deploys with your

application

e Ansible

all )
* Puppet 1
* Docker - 2+ amazon
* Kubernet % 5 Pivota
es _ @R 5uems
* Whateve

r DevSecCon Boston 2018: Building a Practical DevSecOps Pipeline for Free 23
o000



March 7
CVE-2017-5638
Disclosed, Apache
releases fixed
version

I UL WL UBUII IJUL UL T I L

vulnerabilities

Mid- July 29
May Equifax
Equifax learns of
breac breac
occur
il Noupdates |  Nodetection |

March 8

We observe

widespread

attacks

Sept 7
Equifax discloses,

Four more Struts2
CVEs disclosed

You must have

infrastructure to respond

[ ] [ ]
DeWIr:EhnIZm Beh'r%iﬁ Sv§ecOps Pipeline for Free
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RASP supports complex

protocols

Bad Guy Application

[ ava - Restavrants. java - Telipre Platfonm == | () G Retention preaictor -

| oI Calcutator SIS =]

| Edit View Help

Untrusted deserialization

Acmelnternal Type#cmd:
java.lang.Runtime

I T
SRER KR E Il J
Attacker sends malicious object [(we] [ ][ s ][ s ]l - ][ =
() ]I
[M*JIOH”H l[ l

e R e o

cmd exe’,/C’, ’calc

IE

Acmelnternal Type#mtd:
getRuntime().exec

POST / HTTP/1.1
User-Agenc: Java/l1.8.0_74

Host: localhost

Accept: text/html, image/gif, image/jpeg, *; g=.2, */*; g=.2
Content-type: application/x-www-form-urlencoded
Content-Length: 187¢

Connection: close

AcmelnternalType#args:
‘cmd.exe’,’/C’,’calc’

rODABXNYADJ zd¥W4ucnVmbGVidCShbnSvdGF0avSuLkFubmS0YXRphZ SJbnZvYZFOavsusSGFuZ
Gx1clXKSQaVy3 E1AgACTAAMDWVE TmVyVmFsdWVzdAAPTGphdmEvAXRphCOSNYXATTAAEdHIWZX
QAEUxYXZhLZ xhbmcvQZxhc3H7eHBz£QAAAAE ADVphdmEudXRpbCSNYXB4cgAXamFZYSSsYWS

DevSecCon Boston 2018: Building a Practical DevSecOps Pipeline for Free 25



RASP IS FAST

+5 ms

waf‘.

Contrast
Protect

o +50 ps 100x faster than wa

Free 26



Attack Dashboard

shboards v

Reports

Search

Help v

\ summary of attacks identified and defended by Contrast Protect

All time

Attacks Blocked

PROBED

EXPLOITED

Attacks by Type

A Hide Filters

Attacks by Applications

BLOCKED

]

Alerts Dashboards v

Reports v

Edit Export v

WebCoat

Help v

appsec Threat
intelligence

INTRAST

Attack Geographical Distribution

A geographical view of attack identified and defended by Contrast Protect

0 10 15 20 25 30 35 All time v
Attack Sources
\bout  Support  FileaBug  Documentation  Privacy Policy .
- Canada
Dashboards v Reports v Search Help v
@ ®
2w Search

type=“contrast_eventtype”

ants (7/24/17 12:00:00.000 AM to 8/23/17 1:14:32.000 PM).

86) Patterns
Timeline = Zoom Out
ields Il Fields

| Fields

etype 1
ng Fields.

ssion
yst_event_class 1
sst_event_name 3
1st_event_severity
ist_product 1

yst_vendor 1

1stversion |

nour &
nday &
minute

month 2
second 15

Statistics

United States
No Event Sampling v @
visualization
—————— .
Mexico Cuba
Listv  #Format 20 Per Page v
Guatemala
i Time Event
8AINT Aug 17 08:14:13 10.211.55.2 Aug 17 2017 (
814:13.190AM  r lastName had a value that successfully
vest=/owners requestMethod=GET app=petcli
=10211.852  source = Contrast  sourc
81617 Aug 16 10:13:31 10,211.55.2 Aug 16 2017 1
10:1331.100AM ter lastName had a value that successfull
equest=/owners requestMethod=GET app=petc  About Support File a Bug Documentation

B816NT
10:13:17.073 AM

8617
10:13:17.073 AM
86T

10:13:17.070 AM

ananz

host = 10.211.55.2 = = Contrast

sourcetype = contrast_events

Hide Filters

SECURITY

Edit Export v o

United Kingdom
Ireland Poland
Germany
Ukraine Kazakhstan
France
Romania
Italy
Spai Uzbekistan
n
Greece Turkey
Tunisia Afghanistan
[ "
Israel ks - .
- Pakistan
geria Libya Egypt 5.
st Mo et /S Vemen
Nigenia
Venezuela Ghana s Ethiopia
© 2005-2017 Splunk Inc, All rights reserved.

Privacy Policy

Aug 16 10:13:17 10,211.55.2 Aug 16 2017 10:13:17.073 172.20.10.2 CEF:0|Contrast Security|Contrast Agent|3.4.1.693|SECURITY|The

ter lastName had a value that successfully exploited sql-injection - D' OR *1%'='1[WARN|pri=sql-injection src=0:0

equest=/owners requestMethod=GET app=petclinic outcome=EXPLOITED

nost=10.211.562  source= Contrast  sourcetype = contrast_events

0:0:0:0:1 5

Aug 16 10:13:17 10.211.55.2 Aug 16 2017 10:13:17.073 172.20.10.2 CEF:0|Contrast Security|Contrast Agent|3.4.1.693|SECURITY|The
ter lastName had a value that successfully exploited sql-injection - D' OR *1%'='1|WARN|pri=sql-injection src=0:0:0:0:0:0:0:1 s

equest=/owners requestMethod=GET app=petclinic outcome=EXPLOITED

host = 10.211.55.2 = Contrast ~ sou

eiype = contrast_events

Aug 16 10:13:17 10.211.55.2 Aug 16 2017 10:13:17.070 172.20.10.2 CEF:0|Contrast Security|Contrast Agent|3.4.1.693|SECURITY|The
ter lastName had a value that successfully exploited sql-injection - D' OR '1%'='1|WARN|pri=sql-injection src=0:0:0:0:0:0:0:1 s

equest=/owners requestMethod=GET app=petclinic outcome=EXPLOITED

host = 10.211.55.2 rce = Contrast  sou

etype = contrast_events

DevSecCon Boston 2018: Building a Practical DevSecOps Pipeline for Free

Aue 1A 1013014 10 211 &5 3 Aue 1A 017 10:13:14 NS 172 20 10 2 CFE-NIfantrast SeruritulCantrast Asent|3 4 1 AARISFOURTTYIThe
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DevSecOps Pipeline

Security in integration Security in operations

EMPOWER ASSURE PROTECT

» Test my custom code and libraries « Don'’t slow down my builds » Tell me who is attacking and how
 Realtime feedback through my tools « Integrate with my testing tools » Stop vulns from being exploited
*Don’t slow me down » Real vulns break my build » Don’t create alert fatigue

DevSecCon Boston 2018: Building a Practical DevSecOps Pipeline for Free 28



SUIVIIVIARY: Scanners and Firewalls don't
Scale

Assurance
SERVICES
APls \
INTERNAL C LO U D
Process Fit
PROD )
DEV EXTERNAL \
Yat Awful
Results Coverage
Application Traditional AppSec
Portfolio Program

DevSecCon Boston 2018: Building a Practical DevSecOps Pipeline for Free
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Summary: devops + security Works at

scale

- | .
I . g\nces l + i g

APls i B '1 - ‘ > —
1 B == oup ® >

-1 FL - E process Fit
- g TesT_ L” >
r e *coﬂnew HH ; S
Enable application portfolio Continuous assessment

with IAST/RASP agents and protection in parallel

DevSecCon Boston 2018: Building a Practical DevSecOps Pipeline for Free 30



Free DevSecOps Tools

OWASP Dependency check

 Free SCA tool to scan for known vulnerabilities in libraries.

* https://lwww.owasp.org/index.php/OWASP Dependency
_Check

Retire.js

* Free SCAtool to scan for known vulnerabilities in javascript
libraries

* https:/iretirejs.github.io/retire.js

AN

®
|

N AA NV Y AKX Jdawd i o 7
et i - (Ontrast CE
‘ | '1 | § -+ Free and full-strength IAST, RASP, and SCA for Java
| applications and APls.

 http://contrastsecurity.com/ce

|

DevSecCon Boston 2018: Building a Practical DevSecOps Pipeline for Free | 31



OWASP
INGAPORE

THANK YOU'

Ask me anything

Jumpstarting Your DevSecOps Pipeline with IAST and RASP c I ) N T RAST

Jeff Williams ~ @planetlevel SECURITY



