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8 What is BLE?

O BLE security

QO BLE pairing

8O Discovering services
@ Cloning the device
@ BLE MitM

@ Available tools

@ What’s next?
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B Tech Lead @ AppSec Labs amdocs
Tal@AppSec-Labs.com

Gheok Point

@ Application Security Expert RSA|
@ Follow me @ appsec.it T
@ https://github.com/nullpQOinter
@ http://sl.owasp.org/talmelamed
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WHERE DO WE WANT IT ?

Industry vectors: amaocs * AVG
AppSec Labs provides its high end services to the following . '

industry vectors:
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O Banking and financing Hewlett Packard

O National security W Enterpnse
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@ AppSec Labs — Securing the loT
B8 Sounds like a buzz
8 PenTesting RF Operated Devices, OWASP 2016
@ Azure loT partner
@ https://appsec-labs.com/iot-security/

8 What we offer?
@ SDLC, Training, Penetration-testing, Consulting

@ This presentation is a result of a preliminary
research on BLE security and part of a wide
research for loT Security
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https://www.owasp.org/images/2/29/AppSecIL2016_HackingTheIoT-PenTestingRFDevices_ErezMetula.pdf
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https://appsec-labs.com/iot-security/

[What is BLE? . OAcesec

© Bluetooth Low Energy Bluetooth
9 a.k.a Bluetooth Smart, part of Bluetooth 4 4 9
@ Designed to be power-efficient Low Energy

D

Claimed to operate “month to years” on a single battery
Significantly smaller and cheaper.

Operates at 2.4 GHz (same as Bluetooth Classic)

Short range (<100m)

0 O

D

O Low cost and ease of implementation lead BLE to be
widely used among loT devices and applications

0 Used among medical, industrial and government
equipment

@ Wearables, sensors, lightbulbs, medical devices, and many other
smart-products.

0 48 billion loT devices expected by 2021, and Bluetooth—

predicted to be in nearly one-third of those device& oOwASP
Israel



@ BLE vs BT Classic

@ Different architecture (Master-Slave)
@ Different modulation parameters

@ Different channels

@ Different channel-hopping scheme
@ Different packet format

@ Different packet whitening

. OWASP
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TECHNOLOGY NEWS | Tue Oct 4, 2

J&J warns dlabetlc patlents- Insulin pump
vulnerable to hacking

AOQU

VERIFY
9:33AM
Mode 12Z2Hr

Month M:

Day I
Year 21 ’
ENGLISH

Battery=N§i

Confirm

The OneTouch Ping® insulin
pump and meter-remote

A brilliant insulin pump. A supersmart
meter-remote.

Working together to help you perform at
your best.

Q.

AppSec
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_ DAeR%Es |

8 OMG, your baby - | -
has 41° - THEHMDnﬁg—erSéa; L | = E
take himtothe
hospital! s

© Your blood sugar is
way up. You should
get your insulin...

OWwAsP
Israel



Smart Electronic
Padlock

€3 Bluetooth

. OJIUUJASP
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B Opens the Garage door

@ Possibly anything!

@ Are you drunk?

pp&ec
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a Apps
2@ Applications are built on top
O |nteracts with host layer only
@ Different API’'s depending on the application environment

OHost
@ Sits on top of the Radio
B Provides API to applications

L
@ Controller s

@Radio Control
B@Connection Linking
©Radio Testing

Host Controller Interface 1

OInterface to Host

[ Link Layer || Direct Test Mode |

| Physical Layer |

Controller

BHASP
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BLE Security - Security Manager O

@ Three phase process on connection
@ Pairing feature exchange

@ Short term key generation
@ Transport specific key distribution

(a]

o

Implements a number of cryptographic functions

Memory and processing requirements are lower for
responding (saves power)

Applications

Apps

Generic Access Profile
Generic Attribute Profile

Attribute Protocol

Logical Link Control and Adaptation Protocol

Host Controller Interface

Link Layer

Direct Test Mode

Physical Layer

Controller

AppSec
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B8 Uses AES-128 with CCM encryption engine

B Uses Key Distribution to share various keys

8 Identity Resolving Key is used for privacy

@ Signing Resolving Key provides fast authentication without
encryption

8 Long Term Key is used

@ Pairing encrypts the link using a Temporary Key (TK)

@ Derived from passkey
@ Then distribute keys

8 Asymmetric key model
@ Slave gives keys to master with a diversifier
@ Slave can then recover keys from the diversifier

owAaskP
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B Performed to establish keys in order to encrypt a link.

B The keys can be used to encrypt a link in future reconnections,
verify signed data, or perform random address resolution.

@ 3-phase for paring

[a]

Pairing Feature Exchange

[u]

Short Term Key (STK) Generation (legacy pairing)

[u]

Long Term Key (LTK) Generation (Secure Connections)

[a]

Transport Specific Key Distribution

I

Established LL connection

(Optional) Security_Request
Pairing_Reques!
Pairing |

i

Establishment of encrypted connection with key generated in phase 2

Key Di:
Key Distribution
Key Distribution

i

— = e = Y

(
[ —
(
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IBLE Security: Pairing

@ How to determine the temporary key (TK)?
O Just Works
O Legacy, most common
2 Devices without display cannot implement other
O Its actually a key of zero, that’s why it just works...
6-digit PIN
@ In case the device has a display
2@ 1m options (BFable)

Out of band (OOB)
O Does not share secret key over the 2.4 GHz band (used by protocol)
2@ Makes use of other mediums (e.g. NFC)

D

(]

2 Once secret keys are exchanged, encrypts the channel
@ Not common (understatement — haven’t seen one yet)

D

“None of the pairing methods provide protection against a

, ) OwAsSP
passive eavesdropper” -Bluetooth Core Spec L Israel



“ A future version of this specification will include
elliptic curve cryptography and Diffie-Hellman public
key exchanges...”

@ Well, that’s too bad, | already bought the device!

4THANKS
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B In practice, “80% of tested devices do not implement
BLE-layer encryption

B Mobile apps cannot control the pairing (OS level)

2 Why?

@ As always, security is left behind (cost, time, etc.)
@ Multiple users/apps using the same devices

@ Access sharing

@ Backups to the cloud

@ Public access devices (e.g. cash register)

© Hardware, software or even UX
compatibilities/requirements

. OJIUUJASP
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B Generic Attribute Profile (GATT) used by
BLE to communicate with each other

@ Client Server Architecture
@ Built on top of ATT (Attribute Protocol)
@ GATT Server stores data using ATT

O GATT Server accepts ATT requests to serve
and save attributes

[ Applications ] Apps

@ Organized in data objects S

8 Profiles
:
@ Services

Host Controller Interface
@ Characteristics (L Link Layer J L Direct Test Mode : Controller

| Physical Layer

OWwAskP
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@ Services & characteristic are identified by an associated UUID

@ A characteristic contains a single value (“attribute”)
O Can be read, written to or subscribed for notifications

SERVICE

Descriptor: string (e.g. “Battery level”)

Descriptor: subscoription status

Properties: read, write, notify (authenticated or not)

Characteristic
(...

SERVICE

- OWASP
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Start scanning for advertisements

Advertise

Specific advertisement received

Connect the advertising device (MAC)

Application security [HE=]1 =15

@App&ec J
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ow does that work? \ D aceses |

Cellcom IL Cellcom 3 4 42%%11:08

B e

Bluetooth LE Bluetooth BLE Scanner  Gatt-IP
can

Si er 4.0 Explorer

2 OwAsP
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BLE Scanner @ Q

History

Favorites

[TV] UN50J57000 CONNEGT
L
NOT BONDED RAW DATA
| power watch+ CONNECT
18:7A:93:51:83:8C
NOT BONDED RAW DATA
Scanner ‘ Peripheral

{ power watch+ DISCONNECT

Status: CONNECTED
NOT BONDED

DEVICE INFORMATION

~ Ox180A
PRIMARY SERVICE

GENERICACCESS

~  0x1800
PRIMARY SERVICE

GENERICATTRIBUTE

0x1801
PRIMARY SERVICE

CUSTOM SERVICE

0000FEBA-0000-1000-8000-00805F9B34FB
PRIMARY SERVICE

BATTERY SERVICE

~  0x180F
PRIMARY SERVICE

CUSTOM SERVICE

0000FEE7-0000-1000-8000-00805F9B34FB
PRIMARY SERVICE

CUSTOM SERVICE

“  0000FFF0-0000-1000-8000-00805F9B34FB
PRIMARY SERVICE

Application security (=] =1
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< power watch+ DISCONNECT

Status: CONNECTED
NOT BONDED
DEVICE NAME @

UUID: 00002A00-0000-1000-8000-00805F9B34FB
Properties: READ

Value:power watch+

Hex: 0x706F7765722077617463682B

APPEARANCE Q

UUID: 00002A01-0000-1000-8000-00805F9B34FB
Properties: READ

RECONNECTION ADDRESS @

UUID: 00002A03-0000-1000-8000-00805F9B34FB
Properties: WRITE
Write Type:WRITE REQUEST

PERIPHERAL PRIVACY FLAG 0
UUID: 00002A02-0000-1000-8000-00805F9B34FB

Properties: READ
Value:
Hex: 0x00

PERIPHERAL PREFERRED CONNECTION e
PARAMETERS

UUID: 00002A04-0000-1000-8000-00805F9B34FB
Properties: READ

Value:

Hex: 0x9001700300009800

OWwAsP
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IBLE cmd basics \ QAPPSec

D

nciconfig hciO up/down/reset
hcitool lescan

\n)
H T =

o]

ncidump -x -t hciO

:~# hciconfig
Type: BR/EDR Bus: USB
BD Address: 00:22:D0:B9:6D:B2 ACL MTU: 310:10 SCO MTU: 64:8

UP RUNNING
RX bytes:13854 acl:0 sco:0 events:389 errors:0
TX bytes:372]1 acl:0 sco:0 commands:150 errors:0

:~# hcitool lescan
Scan ...
:04:2E:87:47:B1 (unknown
:04:2E:87:47:B1 (unknown
:7A:93:51:B3:BC (unknown)
:7A:93:51:B3:BC power watch+
:04:2E:87:47:B1 (unknown)

2 owAaspP
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~# gatttool --device=18:7A:93:51:B3:BC --interactive

[18:7A:93:5]1:B3:BC][LE]= connect

Attempting to connect to 18:7A:93:51:B3:BC

Connection successful

A:93:51:B3:BC][LE]= characteristics

: Ox0ERZ, char properties: Ox0Z, char value handle: (0x0003, id: QOROZa00-0000-1000-8000-00805f9034fh
: Ox00R4, char properties: Gx0Z, char value handle: 0x000%, id: QOROZa0l-0000-1000-8000-00805f9034fh
: Ox0OR6, char properties: @Gx08, char value handle: Ox3BOY, id: QOREZa03-0000-1000-8000-00805f9034fh
: Ox00BE, char properties: Bx0Z2, char value handle: 0x3009, id: BREEZaRZ-0000-1000-8000-00805TSh34Th
: Ox008a, char properties: 0x0Z, char value handle: 0x000b, id: OR002a04-0000-1000-8000-008059034fb
: Ox008d, char properties: 0x2Z, char value handle: 0x000e, id: ORE02a05-0000-1000-8000-00805f9034fh
1 0x0011, char properties: 0x0Z, char value handle: 0x0012, id: QER0Za25-0000-1000-8000-00805f9b34fh
: Ox0014, char properties: Ox0Z, char value handle: 0x0015, id: QOROZa29-0000-1000-8000-00805f9034fh
: Ox0017, char properties: Gx0Z, char value handle: 0x0018, id: QOR0ZaZ3-0000-1000-8000-00805f9034fh

3:7A:93:51:B3:BC][LE]> char-read-uuid O000fff5-0000-1000-8000-00805f9b34fb
handle: Ox0048 value: 00 01 02 03 04 05 06 07 08 09 BGa Ob Oc Od Be Of 10 11 12
[18:7A:93:51:B3:BC][LE]=>
[18:fé.;;.51.5;..i][LE]> char-read-hnd 0x0047
Characteristic value/descriptor: 02 48 00 f5 ff
[18:7A:93:51:B3:BC] [LE]>
[18:7“'03'E1'E3"”][LE]> char-write-cmd OxQEQ7 0100
[18:7A:93:51:B3 J[LE]> char-write-req Ox0007 260900035800000100000059 -listen
Characterlstlc Write Request failed: Attribute value length is invalid
[18:7A:93:51:B3 “][LE]>
[18:7A:93:51:B3:BC][LE]> char-write-req Ox0007 0100 -listen
Characteristic value was written successfully
[18:7A:93:51:B3:BC][LE]> J}

2 owAasP
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B Scan devices

B Listen to advertisements
B Clone

B Advertise cloned services
@ Let client connect to your “fake device”.
8 MitM!

OWwAskP
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@App&ec

Start scanning for advertisements MitM

1. Needs to advertise

Specific advertisement received I ™o'c frequently

2. Needs to keep the
connection to the
original device

3. While connected -
does not advertise

Connect the advertising device (MAC)

Further communication

OWwAsP
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B CSR 4.0 dongle x2
B2 0ne will service as the client
©The other as the server
©S52.70 in aliexpres

OWwAskP
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Get serv

Advertise
(high freq)

_ Offer exact

services

services

Forward
req/resp

websockets

Data
interception
and
manipulation

Gather
advertisement
and services
data for
cloning

Keep
connection to
original device

forward
req/resp

@App&ec

Application security (=] =1

Advertise

Get serv

services

—
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AppSec

Application security [HE=]1 =15

' Advertise

FEEN  (high fre Advertise
(hig e Gather
- ! advertisement
and services
Get serv websockets Aata for Get serv
_ cloning
services Offer faxact Data services
services interception
and
manipulation
e Keep

connection to

original device
forward
req/resp

Forward
req/resp

OWwAsP
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Application security [ =1

@ADDS@C

| Target ] Proxoy l Spider ] Scanner Intruder ] Repeater ]
[ Intercept T HTTP history TWehSm:ketsmtuy T Options ]

Fiter: Showing all tems ?
# | URL | Direction | Edited ¥ | Length | .| S5L | Time Listen... |
Fir hitpo10.0.0.107 2846/ Incoming ] 150 (] 20:21:00 15 Jan 2017 2845 A
432 hitp:/M10.0.0.107. 2845/ Incoming + 150 [J  20:00:50 15 Jan 2017 2845 [
440 hitp./10.0.0.107 . 2845/ Incoming ] 150 O 19:55:44 15 Jan 2017 2246 -
437 hitp:/M10.0.0.107. 2845/ Incoming + 150 O 19:55:28 15 Jan 2017 2846

434 hitp./10.0.0.107 . 2845/ Incoming ] 150 U 19:55:35 15 Jan 2017 2346

43 hitp:/M10.0.0.107: 2845/ Incoming ) 150 O 19:55:26 15 Jan 2017 2346

374 hitp./10.0.0.107 . 2845/ Incoming ] 150 ] 19:57:.41 15 Jan 2017 2246

KTh hitp:/M10.0.0.107: 2845/ Incoming ) 150 O 19:57:24 15 Jan 2017 2846

362 hitp:/M10.0.0.107. 2845/ Incoming ] 150 ] 19572215 Jan 2017 2248

2580 hitp:/M10.0.0.107: 2845/ Incoming ) 150 O 19:55:45 15 Jan 2017 2846

248 hitp:/M10.0.0.107. 2845/ Incoming ] 150 ] 19:54:44 15 Jan 2017 2248

132 hitp:/M10.0.0.107: 2845/ Incoming ] 150 O 172001915 Jan 2017 2246 r
4T bHo- A0 0 0 A0 - 30400 Il meie o ] AN 1 AT AL lan AT st 1= [ ‘

_[ Original message T Edited me=szage ]
Raw | Hex

{"tvp e, "servicelTaid": "£££0" , "characteristiclluid" " i

il i R "data":"5TDBDQDDDDDDDDDDDDDDI:IEr, isNotification":true}

OWwAskP
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B@BLE (Bluetooth Low Energy) security assessment
using Man-in-the-Middle

https://github.com/securing/gattacker

ﬁGATTack.io

OUTSMART THE THINGS

. OWASP
Israel


https://github.com/securing/gattacker

B©Bluetooth Smart (LE) Man-in-the-Middle framework
https://github.com/DigitalSecurity/Btleluice
B©Web interface

&« C | O localhost:B080/# |
BtleJuice @ B o
Action Service Characteristic Data

S commetea
notification 1801 2al9 .G

18of 2ald .G
Th122568-6677-7fBc-fBed- Tb121991-6677-T18c-18ed- gl o5
aflesdb3beda afleedb3Be3a

read 7b122568-6677-7fBc-fBed- Tb121993-6677-Ti8c-fBe9- 00 DO 00 0O
afleadn3ceda afleedbibelda

read Th122568-6677-718c-1829- Tbl21998-6677-T18c-1820- 13
afleedblGelda afleedbiGelda

write 1803 2als o2

write h0ad1523-99p2-7Teld-1c0d- bladl525-99h2-Teld-fe0d- oo
6d399eledfn2 6cl39%eledi02

O Replay & on-the-fly data modification

OWwAsP
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https://github.com/DigitalSecurity/BtleJuice

Stawomir Jasek (gattacker, BH USA 2016)
Damien Cauquil (Btlejuice, Hack.lu 2016)
Zero_Chaos & Granolocks (DEF CON 24)
Mike Ryan (lacklustre.net)

D O b b

(0]

Sandeep Mistry (github.com/sandeepmistry)

© All rights reserved to AppSec Labs Ltd.



lWhat's next? \ QAPPSeC

O Bluetooth 5

8 Significantly increasing the range, speed and
broadcast messaging capacity of Bluetooth
applications

O 4x the range, 2x the speed and 8x the
broadcasting message capacity

8 “connectionless” 10T, advancing beacon and
location-based capabilities

8 Improved interoperability and coexistence
with other wireless technologies

8 Advance loT experience by enabling simple
and effortless interactions across the vast
range of connected devices

https://www.bluetooth.com/bluetooth5

© All rights reserved to AppSec Labs Ltd.


https://www.bluetooth.com/bluetooth5

@Stay tuned: https://appsec-labs.com/iot-security/

THANK YOU

© All rights reserved to AppSec Labs Ltd.
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