
Ataques DDoS 

cesar.farro@gmail.com 

@cesarfarro 

SANS Institute/GIAC Firewall Analyst y GIAC System Network Auditor 

Lima, Perú 2014 

 

* Fuente: Official CEH Certified Ethical Hacker for version  7.1

mailto:Cesar.farro@gmail.com


Características Red LAN, Ejemplo: 



I. Introducción de Conceptos 

• ¿ Qué es un Ataque DoS (Denial of Service)? 

– Es un ataque a un sistema de computadoras o red que 
causa que un servicio o recurso sea inaccesible a los 
usuarios legítimos. Provoca la perdida de: 

 
– Conectividad, por el consumo del ancho de banda. 

 
– Sobre Carga los recursos computacionales (CPU, Memoria, 

Firewall). 

 
• ¿ Qué es un Ataque DDoS (Distributed Denial of Service)? 

– Es un ataque Distribuido que usa diferentes fuentes de 
ataque : Nacional e Internacional para atacar un 
objetivo. 

 



Brute Force-DDoS: 
Direcciones origen hacia tú servicio web? 

1.168.128.18 1.168.133.232 1.171.106.21 1.226.84.109 2.229.114.95 24.172.71.54 31.193.199.11 41.41.157.67 42.96.186.119 42.96.188.254 46.166.179.121 46.191.253.31 60.8.151.41 61.129.79.156 61.177.119.232 
62.90.169.167 62.99.69.102 62.131.32.107 62.162.122.197 64.31.41.108 64.216.87.201 66.18.189.200 69.28.57.85 72.215.205.84 76.72.165.98 78.186.125.49 78.187.137.186 79.5.31.209 79.13.8.107 81.12.40.210 
82.127.123.186 83.110.242.198 85.105.87.79 85.111.29.6 85.173.221.29 87.102.63.186 87.106.9.136 87.110.46.24 87.240.199.89 88.163.52.153 89.97.101.81 91.183.60.216 93.174.94.79 94.37.34.122 94.43.71.137 
94.43.245.253 94.43.250.199 94.45.65.63 94.103.140.151 94.129.251.152 94.229.39.170 94.230.68.36 94.233.114.164 94.240.224.101 94.240.239.112 94.241.197.67 94.241.212.162 94.241.216.11 94.241.251.221 94.242.21.183 
94.242.190.126 94.243.14.87 94.243.130.99 94.245.163.189 94.249.60.238 95.70.31.230 95.97.235.138 95.243.93.141 96.228.20.131 103.10.222.2 108.171.193.112 108.176.117.45 109.105.4.43 110.143.40.163 111.74.239.61 
111.146.13.72 111.248.18.243 112.65.240.228 112.170.76.34 113.160.112.224 114.43.5.23 115.200.222.244 115.239.229.231 116.228.88.134 117.25.173.18 117.223.17.192 118.0.188.90 118.122.176.42 118.175.16.2 
118.175.16.4 121.15.255.50 122.16.163.82 122.228.242.85 123.63.3.34 124.232.137.184 128.73.243.47 151.49.58.76 151.240.54.42 173.54.24.3 174.141.36.41 175.139.187.57 177.99.172.63 178.91.252.106 180.211.213.4 
182.52.33.134 183.82.53.233 187.62.211.66 188.94.210.154 189.15.218.69 190.5.121.71 190.85.212.11 193.77.147.194 194.231.246.114 194.244.248.42 195.110.151.130 198.64.251.8 198.175.124.18 200.27.66.70 
200.212.47.72 201.27.46.239 201.77.5.78 202.9.104.183 202.112.31.17 203.39.158.1 203.220.78.66 209.205.72.199 211.138.127.214 211.158.255.9 212.106.59.98 213.96.144.92 213.126.23.106 213.139.19.30 216.107.155.37 
218.23.4.77 218.75.77.174 220.246.71.243 221.12.60.184 221.123.163.106 222.186.57.37 159.253.46.234 198.96.93.159 216.157.93.224 61.158.162.167 83.110.224.195 71.190.247.28 61.12.10.86 112.175.63.45 115.28.40.214 
139.228.138.90 74.86.194.8 82.221.99.231 85.214.41.33 91.183.225.194 85.214.148.36 2.229.114.95 85.214.45.152 200.204.155.97 115.28.40.211 200.20.1.8 108.21.72.98 218.29.134.138 125.212.36.116 78.93.43.58 
113.10.238.168 61.147.103.81 199.182.233.143 202.105.183.89 207.82.97.4 208.110.82.178 218.23.49.154 220.135.97.12 79.113.41.61 168.63.209.246 105.236.214.137 202.71.238.230 24.85.86.184 88.191.97.61 218.56.38.228 
62.38.217.240 109.230.244.207 98.126.49.98 115.28.40.226 115.239.229.231 65.111.165.108 77.68.236.114 67.199.160.150 92.55.23.24 71.177.42.136 58.241.40.74 38.96.153.52 216.197.160.38 109.230.217.21 131.107.86.236 
68.178.128.111 85.110.59.115 61.177.119.227 71.167.115.208 108.62.170.178 114.43.24.187 122.226.95.38 82.165.197.46 61.160.195.43 195.19.246.190 85.214.80.6 103.15.61.222 124.232.150.47 202.155.212.70 92.27.52.214 
124.207.235.2 142.4.109.199 182.237.2.90 188.138.24.230 198.96.93.141 211.95.79.53 64.216.87.201 87.106.1.184 61.146.235.118 94.233.114.164 222.186.59.231 174.142.34.249 79.113.36.119 125.210.185.133 188.40.244.53 
213.88.21.212 122.89.30.208 173.22.119.157 46.191.221.126 66.182.253.103 210.56.63.149 79.48.104.152 111.85.65.78 115.236.79.211 115.30.227.159 202.109.145.3 221.133.245.213 61.183.11.163 211.142.19.249 
111.68.96.83 183.46.184.247 202.30.46.96 41.160.216.82 79.181.178.150 94.127.53.48 188.231.1.3 115.28.41.123 116.52.250.210 122.10.131.215 123.161.157.11 163.43.48.5 190.5.216.7 190.85.212.11 202.104.137.173 
202.176.90.148 212.119.89.11 212.69.54.74 60.55.8.10 60.55.8.11 60.55.8.12 60.55.8.13 60.55.8.14 62.233.76.80 69.197.189.48 69.64.65.141 71.6.147.158 80.141.177.11 88.191.237.207 115.28.41.12 220.180.190.118 
113.105.185.130 200.232.176.75 208.115.38.125 42.96.194.20 42.96.197.80 88.191.237.207 95.133.2.14 113.105.185.130 200.232.176.75 208.115.38.125 42.96.194.20 42.96.197.80 88.191.237.207 95.133.2.14 115.28.41.124 
60.8.151.41 61.161.187.18 61.191.55.182 41.0.114.212 80.92.188.253 95.66.103.194 187.45.247.156 77.72.140.226 187.45.247.156 173.55.116.154 178.216.126.86 115.28.41.118 198.100.114.85 117.135.138.150 81.174.58.210 
64.143.229.76 75.149.199.153 103.30.43.57 115.28.41.128 118.32.247.83 122.224.9.198 163.20.242.75 221.12.60.184 62.103.69.67 64.247.170.12 95.211.58.234 109.230.222.219 112.65.240.228 115.28.41.13 115.28.41.132 
116.255.227.144 134.75.217.67 137.116.211.162 165.228.127.81 175.194.101.207 176.40.104.119 177.135.247.140 190.12.31.162 194.1.154.161 198.46.103.165 200.35.74.75 202.9.104.185 203.115.125.2 208.115.38.125 
210.209.72.66 211.75.195.128 212.55.161.59 213.8.110.249 218.50.191.165 218.60.25.130 221.120.19.29 41.41.233.172 61.177.119.232 61.177.119.233 63.131.77.78 66.76.242.28 68.62.200.2 70.62.237.233 72.77.202.79 
79.39.88.28 81.241.64.234 85.102.236.87 89.207.78.174 89.33.78.189 92.45.199.54 94.127.53.48 95.9.176.208 99.58.27.156 176.42.7.249 218.50.191.165 23.19.75.26 41.220.115.59 93.92.147.98 94.132.159.7 94.59.167.34 
95.31.213.156 50.78.218.163 41.131.50.234 1.234.89.223 111.74.238.32 119.92.180.165 173.201.18.225 176.109.227.66 192.74.238.106 199.21.69.95 201.217.32.8 217.11.189.242 68.16.111.201 71.188.25.51 184.75.36.69 
59.108.67.188 61.191.55.39 89.151.119.14 118.175.16.2 12.217.136.132 187.188.94.178 192.116.96.22 195.26.77.175 198.100.124.87 203.45.140.117 208.105.149.74 209.42.77.17 216.104.144.42 218.75.155.6 61.164.116.80 
68.124.228.238 77.87.132.21 78.93.242.82 83.170.96.6 84.22.180.243 88.26.180.66 90.176.237.145 91.123.18.112 112.134.198.154 119.2.3.88 187.216.131.243 187.216.131.254 192.198.94.98 42.96.140.141 94.177.148.67 
94.229.74.195 99.179.97.169 112.134.198.154 119.2.3.88 187.216.131.243 187.216.131.254 192.198.94.98 42.96.140.141 94.177.148.67 94.229.74.195 99.179.97.169 168.62.200.183 184.173.136.244 216.164.45.201 
218.28.172.7 84.235.5.222 85.105.48.251 218.65.30.26 175.139.158.77 189.115.193.76 190.44.249.126 193.93.122.60 2.50.185.145 221.131.92.21 222.186.25.148 37.105.222.199 41.32.28.23 60.13.231.10 64.166.137.83 
81.213.156.39 82.221.99.231 91.225.83.237 92.115.144.251 95.225.218.147 1.215.230.162 111.93.159.69 115.28.39.140 12.217.136.131 121.199.6.185 140.114.71.222 141.8.244.238 144.76.4.74 188.169.176.238 
189.41.217.139 189.76.69.148 190.191.55.199 202.77.177.186 203.223.93.43 218.17.158.115 219.235.1.74 222.134.50.106 222.186.30.244 31.210.68.34 42.96.196.209 61.129.79.130 61.177.119.228 62.219.133.45 
65.90.114.138 70.148.51.112 77.73.8.125 77.94.122.183 78.186.178.9 88.248.250.67 199.119.201.79 115.28.42.208 175.139.187.57 183.63.190.50 184.105.171.8 203.109.197.8 85.110.154.50 110.191.41.145 112.136.142.180 
115.91.92.222 116.247.97.134 12.199.11.146 120.105.97.72 125.88.8.30 142.46.18.34 168.63.101.188 168.63.42.113 175.102.0.8 184.82.53.204 187.40.69.54 188.138.89.100 190.120.237.4 192.34.65.165 193.227.46.18 
201.223.57.67 203.92.34.85 210.56.63.39 218.63.105.146 222.42.62.99 35.8.219.233 5.134.200.202 63.131.80.201 64.64.201.135 66.2.52.130 78.47.248.101 80.99.9.157 82.137.243.57 88.247.33.129 91.187.93.5 189.73.155.167 
93.108.250.117 95.229.237.153 115.28.33.136 121.234.31.190 185.12.45.55 218.75.153.138 58.248.185.20 131.107.86.236 61.147.103.81 108.62.206.86 114.100.213.253 115.28.42.178 119.254.22.2 186.3.54.50 196.221.147.45 
211.20.146.95 216.198.12.32 216.198.13.182 216.45.55.123 80.55.100.226 82.221.99.235 1.34.184.8 107.21.151.138 109.162.129.212 115.28.35.4 115.28.42.206 117.79.80.82 118.97.39.29 119.139.193.236 137.214.10.20 
142.54.188.249 180.186.16.142 184.82.179.148 187.95.188.145 202.142.23.162 211.142.154.94 218.27.198.244 221.203.138.9 24.37.2.218 31.13.163.110 50.73.201.241 60.166.5.152 62.105.48.78 62.219.142.191 67.32.61.230 
70.184.3.211 74.115.92.254 78.129.252.159 82.79.52.171 86.122.180.160 87.205.8.201 98.100.75.219 123.85.182.15 212.86.255.31 62.215.162.23 93.107.163.235 116.11.185.10 118.35.209.136 124.193.127.94 180.140.190.54 
187.60.224.2 192.80.188.204 203.199.32.242 58.240.163.98 61.183.129.254 62.33.136.220 66.155.5.4 182.18.21.11 180.150.249.19 220.123.31.85 188.254.155.134 115.28.39.63 116.55.226.206 117.3.173.146 118.70.197.53 
119.57.35.253 174.136.39.54 176.28.30.128 177.135.246.81 198.27.85.95 208.53.157.171 216.176.33.88 218.108.17.25 50.197.19.99 58.108.193.88 64.16.185.50 87.106.39.171 87.106.7.23 94.143.52.151 98.158.148.210 
116.55.226.206 117.3.173.146 118.70.197.53 119.57.35.253 174.136.39.54 176.28.30.128 177.135.246.81 198.27.85.95 208.53.157.171 216.176.33.88 218.108.17.25 50.197.19.99 58.108.193.88 64.16.185.50 87.106.39.171 
87.106.7.23 94.143.52.151 98.158.148.210 200.52.73.150 103.31.242.13 109.238.179.82 110.84.239.135 113.92.45.206 121.127.226.104 121.15.226.210 121.199.53.254 121.9.150.156 122.113.39.199 189.164.106.132 
189.187.127.15 189.203.101.217 192.69.219.228 201.229.251.178 211.138.108.115 212.77.221.180 217.45.134.65 218.23.4.77 5.135.204.25 61.189.48.158 61.191.114.33 62.63.152.10 77.240.95.35 78.167.111.6 79.116.138.192 
85.33.208.212 96.56.83.156 98.102.118.18 115.28.35.225 115.28.42.65 122.143.10.14 122.224.142.114 134.91.218.180 14.119.93.219 157.56.163.195 174.129.201.182 177.3.250.74 188.130.40.6 198.23.64.182 201.217.215.66 
218.29.188.230 222.240.176.131 59.48.44.154 78.189.222.27 85.214.148.126 91.183.59.228 110.76.47.89 113.118.190.96 123.30.211.166 173.203.49.42 183.14.54.110 183.15.56.22 183.203.34.203 183.49.82.49 203.158.166.3 
213.126.23.106 218.23.178.250 220.167.52.144 112.170.76.67 189.111.145.183 217.91.172.52 81.26.89.239 178.77.69.108 186.215.126.236 187.115.149.90 203.117.199.117 203.29.67.133 218.89.201.169 41.160.177.114 
54.250.152.198 60.190.190.8 67.50.227.26 72.167.49.159 113.242.114.227 



Fuente: Receita Fazenda, Sistema y Administración Tributaria de Brasil  

 

Ataque cuyo objetivo 

es saturar los 

recursos de un 

sistema, 

produciendo 

indisponibilidad de 

los  usuários. 

 



Escenario 
Herramientas para ataques DDoS 



Revisión de Estadísticas 

Fuente:  CERT.br é o Grupo de Resposta a Incidentes de Segurança para a Internet brasileira 

http://www.cert.br/stats/incidentes/2013-jan-mar/total.html 

http://www.cert.br/stats/incidentes/2013-jan-mar/total.html
http://www.cert.br/stats/incidentes/2013-jan-mar/total.html
http://www.cert.br/stats/incidentes/2013-jan-mar/total.html
http://www.cert.br/stats/incidentes/2013-jan-mar/total.html
http://www.cert.br/stats/incidentes/2013-jan-mar/total.html


Fuente: http://www.prolexic.com/plxpatrol/index.html 

Fuente:https://atlas.arbor.net/summary/dos#summary 





TCP: 



 

Fuente:http://bgp.he.net/AS15256#_graph4 

¿ Cómo salgo a Internet? 

http://bgp.he.net/AS15256#_graph4


 

Fuente:http://bgp.he.net/AS28102#_asinfo 

¿ Cómo salgo a Internet? 

http://bgp.he.net/AS28102#_asinfo


¿ Cómo se crea una botnet? 



Ejemplos de una botnet 

 Fuente: http://www.enigmasoftware.com/top-10-botnet-threats-in-the-united-states/ 
Top 10 Botnet Threats in the United States,  
http://user-agent-string.info/list-of-ua/bots 

http://www.enigmasoftware.com/top-10-botnet-threats-in-the-united-states/
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http://user-agent-string.info/list-of-ua/bots
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Fuente: https://zeustracker.abuse.ch/statistic.php 

https://zeustracker.abuse.ch/statistic.php


Índice: 

II. Servicio y costo de un Ataques DDoS  



• DDoS Service 
  

 
 

• Foros: shopworld.biz 
• Precio: $150 -$1000 

 
  

 
 

Fuente:  David Barroso T. Digital (España ), http://www.lostinsecurity.com/, https://twitter.com/lostinsecurity 

Fuente:  http://shopworld.biz/showthread.php?t=1908 

http://www.lostinsecurity.com/
https://twitter.com/lostinsecurity
http://shopworld.biz/showthread.php?t=1908
http://shopworld.biz/showthread.php?t=1908


Índice: 

III. Acontecimientos en LATAM 



En Junio, durante  #OPRio+20, 
Anonymous ataco diversos sites:   

•ONU.br,  
•Camara de Diputados,  
•Senado Federal.  

 

06/01 10/01 19/01 25/01 29/01 04/02 15/02 

#OPWeeksPayment 
Histórico, ataques DDoS 2012: 

Interrupción 
de sites 
Gobierno 

Cierra/MegaUpload 
USA 

30/01 Itaú 

31/01 Bradesco 

02/02 HSBC 

01/02 Banco de Brasil 

03/02 Citibank, 
Panamericano, 
BMG, Febraban, 
Cielo, Redecard 

Interrupción de los 
sites: TAM y GOL 

III. Acontecimientos en Brasil: 



 Existen muchas 
herramientas específicas 
para lanzar ataques DDoS. 
 Packet flooding tools 

 Specialized application 
ddos tools 

 DDos specialized botnets 

 DDoS comercial services 

 

 Ataques “multi-vector”: 
 Ataque volumétrico + 

ataque de aplicación 

Escenario 
Herramientas para ataques DDoS 



Índice: 

IV. Medidas de Protección 



 

Fuente: RSA Conference ASIA Pacifico 2013 – Congyu Li NS Focus, 

http://www.rsaconference.com/writable/presentations/file_upload/das-t01_final_copy1.pdf 

http://www.rsaconference.com/writable/presentations/file_upload/das-t01_final_copy1.pdf
http://www.rsaconference.com/writable/presentations/file_upload/das-t01_final_copy1.pdf
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http://www.rsaconference.com/writable/presentations/file_upload/das-t01_final_copy1.pdf


Fin 

cesar.farro@gmail.com 
@cesarfarro 

Lima, Perú Mayo 2014 
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Fuente: http://cert.societegenerale.com/resources/files/IRM-4-DDoS.pdf 

 
 
Documentación y reajusta 
el nuevo procedimiento de 
respuesta. 
 
 

 
Establecer los sistemas 
críticos, contactos, definir 
procedimientos. 
ISP, Inventario, Red.  
 

Detecta el Incidente, 
determina el objetivo y 
comunica las partes 
involucradas. 

Mitiga los efectos del 
ataque en el sistema 
afectado. 
 
 

1.-Preparación 2.-Identificación 3.- Contención 

Tomar acciones para parar el 
ataque DDoS. 
 
 

 
Retorna al estado original. 
 
 

4.- Remediación 5.- Retornar 6.- Documentar 

Fuente: http://www.publicsafety.gc.ca/prg/em/ccirc/2012/tr12-001-eng.aspx 

http://cert.societegenerale.com/resources/files/IRM-4-DDoS.pdf
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Fuente: RSA Conference ASIA Pacifico 2013 – Congyu Li NS Focus, 

http://www.rsaconference.com/writable/presentations/file_upload/das-t01_final_copy1.pdf 

http://www.rsaconference.com/writable/presentations/file_upload/das-t01_final_copy1.pdf
http://www.rsaconference.com/writable/presentations/file_upload/das-t01_final_copy1.pdf
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I. Introducción de Conceptos 
• ¿ Cuales son los tipos de ataques DDoS? 

1. Volumétrico: Saturar el Ancho de Banda de la Victima. 

2. Protocolo: Saturar el servidor, consuma recursos . 

3. Aplicación: Ej: Envía multiples Http-request a la victima 
para intentar bajar el servidor Web, afectandose 
IIS/Apache.  

Fuente: http://blog.infranetworking.com/los-ataques-ddos/ 

http://blog.infranetworking.com/los-ataques-ddos/
http://blog.infranetworking.com/los-ataques-ddos/
http://blog.infranetworking.com/los-ataques-ddos/
http://blog.infranetworking.com/los-ataques-ddos/
http://blog.infranetworking.com/los-ataques-ddos/


I. Introducción de Conceptos 
• Smurf Attack: 

– Utilizar mensajes ICMP echo request to the brodcast, con 
Spoofing para inundar (flood) un objetivo. 

 

Fuente: http://es.wikipedia.org/wiki/Ataque_smurf 

http://es.wikipedia.org/wiki/Ataque_smurf


I. Introducción de Conceptos 
• Teardrop 

– El ataque consistía en enviar dos tramas IP fragmentadas a ensamblar en 
el destino, en el cual en el segundo fragmento enviado se establece un 
valor en el campo de desplazamiento del fragmento que cae dentro del 
bloque anterior. 

 

 

 

 

Fuente:  http://www.ac.usc.es/docencia/ASRII/Tema_3html/node16.html 

http://www.ac.usc.es/docencia/ASRII/Tema_3html/node16.html


I. Introducción de Conceptos 
• SYN Flood: 

– La inundación SYN envía un flujo de paquetes TCP/SYN (varias peticiones 
con Flags SYN en la cabecera), muchas veces con la dirección de origen 
falsificada. Esperando el paquete de respuesta TCP/ACK (Parte del 
proceso de establecimiento de conexión TCP de 3 vías).  

 

Fuente: Unicorn College, DDoS Milan Petrasek  

Fuente:  http://www.ac.usc.es/docencia/ASRII/Tema_3html/node16.html 

http://www.ac.usc.es/docencia/ASRII/Tema_3html/node16.html

