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ID Name RE1 RE2 RE3 RE4 RE5 RE6 RE7 RE8 AE1 AE2 AE3 AE4 AE5 AE6 AE7 AE8 AE9 AE10 AE11 AE12 SE1 SE2 SE3 SE4 SE5 SE6 ACE1 ACE2 ACE3 ACE4 IE1 IE2 IE3 IE4 IE5 IE6 EE1 EE2 CIE1 CIE2 CIE3 CIE4 FIO1 FIO2 HT1 HT2 HT3 UT1 UT2 UT3 UT4 STE1 STE2 STE3 RP1 RP2 RP3 RP4

WASC-03 3 3 1 2 3 3 3 3
WASC-05 3 2 2 1 3 1 2 2 3 3 2 2
WASC-06 3 1 2 2 3 3
WASC-07 3 2 1 2 3 3
WASC-08 3 3 3 3 1 2 3 2 2 3 3 3
WASC-09 2 2 2 3 1 1 2 2 2 3 3 3 3 2 2
WASC-10 3 3 3 3 3 3 3 3 2 3 3 2 3 3 2 3 2 1 2 2 1 2 1
WASC-11 3 1 1 1 3 3 3 3 3 3 1 1 3 3 2 2 2 2 3 3 1 2 1 2 1
WASC-12 3 2 1 3 1
WASC-18 1 2 2 1 2 2 2 3 3 3 3
WASC-19 2 2 3 3 2 2 2 3 3 3 3 1 2 3 3
WASC-23 2 3 2 2 2 2 3 3 3 3 3 3 3
WASC-24 3
WASC-25 3 2 1 2 3 3 3 3
WASC-26 1 2 2 3 3 3
WASC-27 1 2 3
WASC-28 3 2 3 2 3 3 3 1
WASC-29 2 2 2 2 2 2 2 3 3 2 3 3
WASC-30 2 2 1 2 2 3 3 3 3
WASC-31 2 2 1 2 2 3 3 3 3 3 3
WASC-32 3
WASC-33 2 2 2 1 3 1 2 2 3 3 2 2 3
WASC-34 3 1 1 2
WASC-35 1 2 2 3 3
WASC-36 3 3 3 2 3 3 3 3 3 3
WASC-37 2 2 3 1 2 2 3 3 3 3
WASC-38 2 3 3 1 2 2
WASC-39 1 2 3 3 2 2 2 3 3 3 3 2 3 3
WASC-41 3 1 2 2 3 3 3
WASC-42 3 3 2 2 3 2 2 2 2 3 3 3 3 1 1 1 1 1 2 2 2 3 3 1 1 1 1 1 1 1
WASC-43 2 1 2 2 3 3 3 3 3 3
WASC-44 1 2 2 3 3 3
WASC-45 2 3 2 2 2 3 3 1 2 3
WASC-46 2 2 3 3 2 2 2 3 3 3 3 3 2 3 3

WASC-15 3 3 3 3 3 3 3 3
WASC-16 1 2 2 3
WASC-17 3 3 3 1 2 3 3 3
WASC-20 3 3 3 3 3 3 3 2 2 2 2 3 1 2 1 3 3 2 2 2 3 3 3 3 3 3 3
WASC-22 2 2 3 2 1 2 3 3 3
WASC-13 3 3 3 2 2 2 3 3 3 3 3
WASC-48 3 2 3 3 3
WASC-21 1 2 1 1 3 2
WASC-01 3 3 1 1 3
WASC-02 2 2 1 2 3 3
WASC-49 3 3 3
WASC-40 3 3 3 3 3 3 2 2 2 2 2 3 1 2 3 3 2 3
WASC-47 3 2 3 2 3
WASC-04 3
WASC-14 3 3 3 3 3 3 3 3

A1 2 2 3 3 2 2 2 3 3 3 3 2 3 3 3 3 3
A2 3 2 1 2 3 2 2 3 3 3
A3 3 3 3 3 3 2 3 3 3 3 3 3 3 3 3 1 2 2 1 3 3 3 3 3 3 3 3 3 3 3
A4 1 1 2 2 3
A5 2 2 2 3 1 1 2 2 2 3 3 3 3 2 2
A6 3 3 3 3 3 3 3 3
A7 3 3 3 3
A8 3 3 3 3 2 2 1 2 3 3 3 3
A9 3
A10 3 3 3 2 2 2 3 3 3 3 3

Key

Color Coverage of attack/weakness/risk
3 Strong 
2 Partial
1 Slight relevance

WASC Threat Classification – Attacks

Integer Overflows
Remote File Inclusion
Format String
Buffer Overflow
Cross-site Scripting
Cross-site Request Forgery
Denial of Service
Brute Force
Content Spoofing
Credential/Session Prediction
SQL Injection
XML Injection
HTTP Request Splitting
HTTP Response Splitting
HTTP Request Smuggling
HTTP Response Smuggling
Null Byte Injection
LDAP Injection
Mail Command Injection
OS Commanding
Routing Detour
Path Traversal
Predictable Resource Location
SOAP Array Abuse
SSI Injection
Session Fixation
URL Redirector Abuse
XPath Injection
XML Attribute Blowup
Abuse of Functionality
XML External Entities
XML Entity Expansion
Fingerprinting
XQuery Injection

WASC Threat Classification – Weaknesses

Application Misconfiguration
Directory Indexing
Improper Filesystem Permissions
Improper Input Handling
Improper Output Handling
Information Leakage
Insecure Indexing
Insufficient Anti-Automation
Insufficient Authentication
Insufficient Authorization
Insufficient Password Recovery
Insufficient Process Validation
Insufficient Session Expiration
Insufficient Transport Layer Protection
Server Misconfiguration

OWASP Top Ten 2010

Injection
Cross-Site Scripting (XSS)
Broken Authentication & Session Mgmnt
Insecure Direct Object References
Cross-Site Request Forgery (CSRF)
Security Misconfiguration
Insecure Cryptographic Storage
Failure to Restrict URL Access
Insufficient Transport Layer Protection
Unvalidated Redirects and Forwards

http://projects.webappsec.org/Threat-Classification-Enumeration-View
http://projects.webappsec.org/Integer-Overflows
http://projects.webappsec.org/Remote-File-Inclusion
http://projects.webappsec.org/Format-String
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http://projects.webappsec.org/Cross-Site-Scripting
http://projects.webappsec.org/Cross-Site-Request-Forgery
http://projects.webappsec.org/Denial-of-Service
http://projects.webappsec.org/Brute-Force
http://projects.webappsec.org/Content-Spoofing
http://projects.webappsec.org/Credential-and-Session-Prediction
http://projects.webappsec.org/SQL-Injection
http://projects.webappsec.org/XML-Injection
http://projects.webappsec.org/HTTP-Request-Splitting
http://projects.webappsec.org/HTTP-Response-Splitting
http://projects.webappsec.org/HTTP-Request-Smuggling
http://projects.webappsec.org/HTTP-Response-Smuggling
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http://projects.webappsec.org/XML-Entity-Expansion
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http://projects.webappsec.org/XQuery-Injection
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