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* OWASP Forgot Password Cheat Sheet
* OWASP Session Management Cheat Sheet

* OWASP Development Guide: Chapter on
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* OWASP XSS Prevention Cheat Sheet

* OWASP DOM based XSS Prevention Cheat Sheet

* OWASP Cross-Site Scripting Article

« ESAPI Encoder API

» ASVS: Output Encoding/Escaping Requirements (V6)

* OWASP AntiSamy: Sanitization Library

» Testing Guide: 1st 3 Chapters on Data Validation Testing
* OWASP Code Review Guide: Chapter on XSS Review

* OWASP XSS Filter Evasion Cheat Sheet
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* OWASP Top 10-2007 on Insecure Dir Object
References

* ESAPI Access Reference Map API

* ESAPI Access Control API (See isAuthorizedForData(),
isAuthorizedForFile(), isAuthorizedForFunction() )

For additional access control requirements, see the
ASVS requirements area for Access Control (V4).

G ESIPY
* CWE Entry 639 on Insecure Direct Object References

* CWE Entry 22 on Path Traversal (an example of a Direct
Object Reference attack)
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String query = "SELECT * FROM accts WHERE account = ?";

PreparedStatement pstmt =
connection.prepareStatement(query , ... );

pstmt.setString( 1, request.getParameter("acct"));

ResultSet results = pstmt.executeQuery( );
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* OWASP Development Guide: Chapter on Configuration
* OWASP Code Review Guide: Chapter on Error Handling

* OWASP Testing Guide: Configuration Management
« OWASP Testing Guide: Testing for Error Codes
* OWASP Top 10 2004 -

Insecure Configuration Management

For additional requirements in this area, see the ASVS
requirements area for Security Configuration (V12).
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* PC Magazine Article on Web Server Hardening

« CWE Entry 2 on Environmental Security Flaws

» CIS Security Configuration Guides/Benchmarks

. );iw\u\)uécl.@l)awuﬁ&u\u&.d\

5 _aall oagd La e U JA
§ Guhil) i (e 6 3a (sl o8 i) Gadill @l Galall sadaill 28 Ja
b b dading
[ sl ada s (Jundil alas Jady 138 5 ¢ Eiana e ol e sl o 11

GliCa S gﬁw\} ¢ U'_IL!L:\.\M e g8 3l ?L'x'u ség.}lnﬂ\

. (A9 Lkil) pa sl
JEal s o) &y pall e palbiadll o ol cudi ol dali) oy da .2

¢ ( e 5 ¢ liluall g ¢ cladiall g ¢ calaadldl 5 ¢ ddlall «
dalie Lo Aualall g pall clalS g deal @Y clleall I 5 Y Ja 3

§ s Oshs
il clags "error handling” sWaa¥) Clallee aiSida 4

L e JS8 (5 AY) dtlesheall Uasll Jilu, i “Stack trace”

¢ pperaidl
Qi Jas o ) ey dalall okl jhi 8 ol i) Ja 5

fadl) (alil Ladlac) oy o} i€l 5 (Struts, Spring, ASP.NET
Ol eclipdatll AaY) culalae DU ) <l AL 5 ddalada 20T D) (50 (e
el sha o i Ay
AY) i 4]
Y st LS gl ) oty Yy Gaadaill adls EJ‘J}_}(‘;S;_J\ Bas 5 il LAY o 1 oY) Juiall
53 g2 gall dpial Y15 oY) Ciladin aaleall Cali€yy Al @Y liluall et o5
& OsSys Al 81 )5 pe GlalSy Jsaall daaay a sy g ¢ Gy alad) adlaldl e
oSl
& palall il Jedirectory listing” dalall 46l Judasd 21 Y 5 S JUal)
Pwosﬂus cale of e sfiall AT 3 by 43S0 431 anlgall Cadi€y
& delwais"compiled Java Classes" dxeaall Blall il apen e ) fall
ua;mﬂ‘eug‘cd;mﬂwcm‘bmé‘ouhﬁwﬂ«&ﬁueﬁ
saldll Bl 8 J pa gl oSl 4 i yalad e o jiay elld aayy diaiaddll
&l
"stack oeSall e e & b Gulaill adlA Glilae) mend (BN JUalf
Sy copeadivaitraces”
L) Aallae il ) ped Lt 3l Ldlal) e slaall ) genlgall cany
O Lgdia a0y g sae Lsal) Cilipdatl (may Baaill i Canliay 1aal ) Jlial)
USAJDJ)«_AAA‘LU.A‘ u\)suwe.\cl.u.d| c_ils.uk.\n %'y @t’qﬁﬁ C\_u‘)” 4_\.\.\?.\\};
L_L ual;ﬂ ?.\M\ d\)n\y \.@_l.A aA\AA.u‘}” um\.g_.«“



http://www.owasp.org/index.php/Command_Injection
https://www.owasp.org/index.php/Configuration
https://www.owasp.org/index.php/Error_Handling
https://www.owasp.org/index.php/Testing_for_configuration_management
https://www.owasp.org/index.php/Testing_for_Error_Code_(OWASP-IG-006)
https://www.owasp.org/index.php/A10_2004_Insecure_Configuration_Management
https://www.owasp.org/index.php/A10_2004_Insecure_Configuration_Management
https://www.owasp.org/index.php/A10_2004_Insecure_Configuration_Management
https://www.owasp.org/index.php/A10_2004_Insecure_Configuration_Management
https://www.owasp.org/index.php/A10_2004_Insecure_Configuration_Management
https://www.owasp.org/index.php/ASVS
https://www.owasp.org/index.php/ASVS
https://www.owasp.org/index.php/ASVS
https://www.owasp.org/index.php/ASVS
http://www.owasp.org/index.php/Command_Injection
http://www.pcmag.com/article2/0,2817,11525,00.asp
http://cwe.mitre.org/data/definitions/2.html
http://cwe.mitre.org/data/definitions/2.html
http://cwe.mitre.org/data/definitions/2.html
http://benchmarks.cisecurity.org/downloads/benchmarks/

dusdual) iy

[Sensitive Data Exposure]

& il
danll e

aibad

Jardl/ (aadail)

3oledll e y) ‘55 KEQ
A aall/Aleal) Aol
)&U\} eajss.d\ u\.v\.uﬂ
Lo Jeal) s e
Aé.z_,_\m\ L_\b_.u!\ ‘SA\A
G Jla 8 A giall
Az J).sbi\) L_|L|1:u5\
Al e 45 iall Jaall

S s Lty padll
el JS cais
Jodiy Lilen kil
Jie dabiaall clilall &l
bl dosaall colalal)
C\L\\:\.\j\ se.\iﬁ.uud‘
el Auad il
& Ay

e X

Clnal) lds <l pdisa
ssssnmnn@ 2 o R QOuunrnnl @ _ [ 1]
4y psadd APS
— S
HIRA( {BA i) Lil<a
sy =) i) i) ) s
Aleall Cll) a5 s Tl sy Jia Ade;u\JuML‘j el {ﬁ)—.ﬂn?\gﬁé
13l s | | S Al glaan () saaleall plall xSy yad
PR i i ) elasid e s | T Sl J yem sl

La.ay.a;} FEUREGIA A_ILMJ\));.“ Camin ‘C_\JM\
4,_1&1;\ dbﬂ @)MJ\ G AN] ule.n))\}; [ERTIO>

& 4eY) JSliall Password Hashing slasy!
O caliiSy) Al S S5 5 piliie Ciladiaiall
sy e.u\j éu:.:‘_;c JSLE) oda JOlain) Craay
‘—“)’-“J\-“‘-‘S\@M}MCJM‘UAU}‘AL&A\
sy Aladlall 450 sana s 23l A0 i

Gl S daalear a5k
4.§‘).md.w ¢ )ASA&A-".:N“\AXAQ“’
p3md ¢l milia
L) Gl el

a s 5l "MITM"

(e Bidia ).vd‘ bl
Lyt Al = e:l;ﬂ
by ds

Geil) (o (51 f Al
Lo TalR) Akl
Lé ub\.ul\ iKY d.q.uu

o Ly $u.\‘);ﬁ\ s

giale (A S
Jhlad) d,u\ M\
adand T Sl

JM\‘” Aa &_I\Ja_\“ oda U}SJ ;\SN\

eMl CAM

£5_350 oda adal LS

bl Jaaliidl) 288 ddass (5531 5 pad) -l 5l) £ g el (Sar ¥

UL Ales 5 «SSL J S 535 ¢l bl Al lasin B 4 jial)

biall Gl dlead JU Jee cang J8Y) e 081

asnedl 1) ULl o3a Lol A jaall Gilangdll HlieY) A3 1
Aulaal) ULl 038 paan ki (ga 3B oo Al pasiual) (3
gl 038 (e Legea A8y Hlay LYl 5 Gadll Alls 4

g oml (8 et paliilly B Ay ghhae pal) Auoal) bl poab B Y2
Ly (S Y SLa Y Al il i

BIY) A i milie sy Al Cla )l i) e Xl 3
FIPS 140 validated cryptographic ahaiul i€a Ll 32l
modules.

OaATl danatie dua ) sa aladiuly 4 pull LS (585 e Sl 4
.scrypt st ,berypt, PBKDF2 Jis ¢y uall cilalSl)

Judad g dbuall ikl dums 2ie (Satl) IS dpala Jlasty A 5
Lr\S\ “caching” Cilagall = c_uul\ d)m)ﬂ FEn .L‘lm;\j\ duald

&

ASVS req’'ts on Cryptography (V7), Data Protection (V9) :h.“-ﬂU‘

Communications Security (V10)

* OWASP Cryptographic Storage Cheat Sheet

* OWASP Password Storage Cheat Sheet

* OWASP Transport Layer Protection Cheat Sheet

* OWASP Testing Guide: Chapter on SSL/TLS Testing
14 A byl g

* CWE Entry 310 on Cryptographic Issues

* CWE Entry 312 on Cleartext Storage of Sensitive Information

* CWE Entry 319 on Cleartext Transmission of Sensitive Information

* CWE Entry 326 on Weak Encryption
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https://www.owasp.org/index.php/Testing_for_SSL-TLS
https://www.owasp.org/index.php/Testing_for_SSL-TLS
http://www.owasp.org/index.php/Command_Injection
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http://cwe.mitre.org/data/definitions/319.html
http://cwe.mitre.org/data/definitions/319.html
http://cwe.mitre.org/data/definitions/326.html
http://cwe.mitre.org/data/definitions/326.html
http://cwe.mitre.org/data/definitions/326.html
http://cwe.mitre.org/data/definitions/326.html
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm
http://en.wikipedia.org/wiki/PBKDF2
http://en.wikipedia.org/wiki/PBKDF2
http://en.wikipedia.org/wiki/Bcrypt
http://en.wikipedia.org/wiki/Scrypt

A7

3 91 J gea gy aSal) JLar)

[Missing Function Level Access Control]
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* OWASP Top 10-2007 on Failure to Restrict URL
Access

* ESAPI Access Control API

* OWASP Development Guide: Chapter on Authorization
* OWASP Testing Guide: Testing for Path Traversal

* OWASP Article on Forced Browsing

For additional access control requirements, see the
ASVS requirements area for Access Control (V4).
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« CWE Entry 285 on Improper Access Control
(Authorization)
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http://www.owasp.org/index.php/Command_Injection
https://www.owasp.org/index.php/Top_10_2007-Failure_to_Restrict_URL_Access
https://www.owasp.org/index.php/Top_10_2007-Failure_to_Restrict_URL_Access
https://www.owasp.org/index.php/Top_10_2007-Failure_to_Restrict_URL_Access
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https://www.owasp.org/index.php/Guide_to_Authorization
https://www.owasp.org/index.php/Testing_for_Path_Traversal
https://www.owasp.org/index.php/Forced_browsing
https://www.owasp.org/index.php/ASVS
https://www.owasp.org/index.php/ASVS
https://www.owasp.org/index.php/ASVS
http://www.owasp.org/index.php/Command_Injection
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[Cross-Site Request Forgery — CSRF]
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* OWASP CSREF Prevention Cheat Sheet

* OWASP CSRFGuard - CSRF Defense Tool

* ESAPI Project Home Page

* ESAPI HTTPUltilities Class with AntiCSRF Tokens
* OWASP Testing Guide: Chapter on CSRF Testing
* OWASP CSRFTester - CSRF Testing Tool

http://fexample.com/app/transferFunds?amount=1500
&destinationAccount=4673243243
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https://www.owasp.org/index.php/CSRFTester
http://www.owasp.org/index.php/Command_Injection
https://www.owasp.org/index.php/CSRFGuard
https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/CSRFGuard
https://www.owasp.org/index.php/CSRFGuard
https://www.owasp.org/index.php/CSRFGuard
https://www.owasp.org/index.php/CSRFGuard
https://www.owasp.org/index.php/ESAPI
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/esapi/HTTPUtilities.html
https://www.owasp.org/index.php/Testing_for_CSRF_(OWASP-SM-005)
https://www.owasp.org/index.php/CSRFTester
https://www.owasp.org/index.php/CSRFTester
https://www.owasp.org/index.php/CSRFTester
https://www.owasp.org/index.php/CSRFTester
http://www.owasp.org/index.php/Command_Injection
http://cwe.mitre.org/data/definitions/352.html
http://cwe.mitre.org/data/definitions/352.html
http://cwe.mitre.org/data/definitions/352.html
https://www.owasp.org/index.php/CSRFGuard
https://www.owasp.org/index.php/ESAPI
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[Using Components with Known Vulnerabilities]
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* OWASP Dependency Check (for Java libraries)

« OWASP SafeNuGet (for .NET libraries thru NuGet)

* Good Component Practices Project

Lajid by,

* The Unfortunate Reality of Insecure Libraries

* Open Source Software Security

« Addressing Security Concerns in Open Source

Components

* MITRE Common Vulnerabilities and Exposures

* Example Mass Assignment Vulnerability that was fixed

in ActiveRecord, a Ruby on Rails GEM
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-3451
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-3451
http://www.infosecurity-magazine.com/view/30282/remote-code-vulnerability-in-spring-framework-for-java/
http://www.infosecurity-magazine.com/view/30282/remote-code-vulnerability-in-spring-framework-for-java/
http://cve.mitre.org/
http://nvd.nist.gov/home.cfm
http://www.owasp.org/index.php/Command_Injection
https://www.owasp.org/index.php/OWASP_Dependency_Check
https://github.com/OWASP/SafeNuGet
https://github.com/OWASP/SafeNuGet
https://github.com/OWASP/SafeNuGet
https://github.com/OWASP/SafeNuGet
https://github.com/OWASP/SafeNuGet
https://github.com/OWASP/SafeNuGet
https://www.owasp.org/index.php/OWASP_Good_Component_Practices_Project
http://www.owasp.org/index.php/Command_Injection
https://www.aspectsecurity.com/uploads/downloads/2012/03/Aspect-Security-The-Unfortunate-Reality-of-Insecure-Libraries.pdf
http://en.wikipedia.org/wiki/Open_source_software_security
http://www.sonatype.com/content/download/1025/10060/file/sonatype_executive_security_brief_final.pdf
http://www.sonatype.com/content/download/1025/10060/file/sonatype_executive_security_brief_final.pdf
http://cve.mitre.org/
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2013-0277
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2013-0277
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2013-0277
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2013-0277
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2013-0277
http://mojo.codehaus.org/versions-maven-plugin/
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* Clickjacking

+ Concurrency Flaws

* Denial of Service (Was 2004 Top 10 — Entry 2004-A9)

» Expression Language Injection (CWE-917)

« Information Leakage and Improper Error Handling (Was part of 2007 Top 10 — Entry 2007-A6)
» Insufficient Anti-automation (CWE-799)

* Insufficient Logging and Accountability (Related to 2007 Top 10 — Entry 2007-A6)

» Lack of Intrusion Detection and Response

* Malicious File Execution (Was 2007 Top 10 — Entry 2007-A3)

» Mass Assignment (CWE-915)

* User Privacy
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@ OWASP

The Open Web Application Security Project

The Open Web Application Security Project (OWASP) is a worldwide free and open community focused
on improving the secunty of application software. Our mission is to make application securnty "visible,”

so that people and organizations can make informed decisions about application security nisks. Every-
one is free to participate in OWASP and all of our materials are available under a free and open software
license. The OWASP Foundation is a 501¢3 not-for-profit charitable organization that ensures the ongoing
availability and support for our work.




