KPMG

cutting through complexity

-Hvert er
oroskastig
netoryggismala a
slandi?

OWASP Iceland — april 2014
Svavar Ingi Hermannsson
KPMG, Radgjafarsvid



Dagskra

Kynning
Tilgangur
Heildarmynd

— Almennar forsendur
Netid skodad

— Adferair

— Nidurstodur
Varnarpeettir

— Eftirlitspeettir
Yfirlit

© 2014 KPMG International Cooperative (‘KPMG International”), a Swiss entity. Member firms of the KPMG network of independent firms are affiliated with KPMG International. KPMG International 1
provides no client services. No member firm has any authority to obligate or bind KPMG International or any other member firm third parties, nor does KPMG International have any such authority to
obligate or bind any member firm. All rights reserved.



Kynning

Hver er eg?

Svavar Ingi Hermannsson hefur serheeft sig i
t6lvuoryggi sidustu 15 ar og hefur gengt ymsum storfum
tengt forritun og radgjof i télvudryggi (innbrotsprofanir,
veikleikagreiningar, kddaryni, stjornun
upplysingadryggis (par a medal ISO/IEC 27001 og PCI
DSS)).

Svavar hefur kennt vid Haskola islands og Haskélann i
Reykjavik, auk pess ad hafa haldid namskeid fyrir
vidskiptavini KPMG.

Svavar var formadur faghops um 6ryggismal hja
Skyrsluteeknifélaginu fra 2007 til 2012.

Svavar er med ymsar gradur, medal annars: CISSP,
CISA, CISM.

iated with KPMG International. KPMG International
does KPMG International have any such authority to



Tilgangur rannsdknarinnar?

KPMG hafdi ahuga a ad vita proskastig upplysinga og netéryggismala & islandi.

Spurning; Hvernig er netéryggi & islandi hattad?

Vid fundum engar rannsoknir sem gafu heildaryfirlit yfir ndverandi st6du mala.

Takmarkad af upplysingum til stadar.

Margar spurningar, f4 svor
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Puslum radad saman




Rannsdkn — Almennar forsendur — Menntun / Vitund

Ymsir peettir sem hafa ahrif & netéryggi: Menntun / Vitund

Hvernig stydur naverandi menntakerfi vid
Vitundarvakningu i upplysingadryggi?

¥ A grunnskola/ gagnfreediskdlastigi?
pemmzbente T e - bad eru taekifeeri til ad byrja par
' - Oryggisvitund snemma

A héaskola stigi:

-Ef bodid hefur verid upp a kudrsa i télvuéryggi pa hafa
beir verid valkarsar.

-Margir télvuéryggiskursar i gegnum tidina hafa lagt
aherslu & dulkodun.

pattaka )/ Simenntun / \§
stjérnenda / {  Upplysinga- §
Fjarhagslegir d oryggisvottanir §
baettir :
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Rannsokn — Almennar forsendur — Upplysingadryggisgraour

Ymsir peettir sem hafa ahrif & netéryggi: Upplysingadryggisgradur

What security certifications is the industry using?

15 16 6 4
Menntakerfid

CISA CISSP CISM

)/ Simenntun / \§

d Upplysinga-
| Oryggisvottanir g

pattaka
stjornenda /

Fjarhagslegir
peettir

Source: (https://www.isaca.org/)
Source: (https://www.eccouncil.org)
Source: (https://www.isc2.org)
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Rannsokn — Almennar forsendur — Adgengilegar upplysingar

Fjoldi ISO/IEC 27001 vottadra fyrirtaekja & Islandi

Fjoldi tilkynntra afskreemdra vefsiona a islenskum lénum fyrir
arido 2013, dagsetning 10.09.2013 (zone-h.orQ)

#fjoldi skradra .is 1éna 45.201
# tilkynntar afskreemingar e @ ® ® ® 823

pad er tilhneiging ad gera litid ur afhausunum vefsidna

pPad sem pau halda ad pad sé!
Pad sem viod vitum ad paod er!

© 2014 KPMG International Cooperative (‘KPMG International”), a Swiss entity. Member firms of the KPMG network of independent firms are affiliated with KPMG International. KPMG International
provides no client services. No member firm has any authority to obligate or bind KPMG International or any other member firm third parties, nor does KPMG International have any such authority to
obligate or bind any member firm. All rights reserved.



Netid skodad




Netid skodad — Allir vinir i skoginum

Vid vildum proéfa allt... hinsvegar

Vio framkvaeemdum ekki
veikleikagreiningu a netunum
sem vio skonnudum.

Aheaettan var talin of mikil!
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Hvad var skodad?

Tvelr steerstu peettir rannsdknarinnar

. Netupplysingar
Island (port skGnnun) adgengilegar almenningi
(570 adilar)

Vefmidlarar

. -

- = - =

Keyrandi pjonustur
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Aodoferdir?

Allar IPv4 Gthlutadar til islands skannadar, 770.000 IP tdlur i heildina

Rannsdknin spannadi juni — agust 2013.

Notast vid

*ADSL tengingu

*Port skanna

*Sérsnidin skdnnunar og greiningar tol
sLandid skannad: 100 port

»

Reykjavik Internet Exchange — RIX

This is a list of Autonomous System Numbers that are, to
the best of our knowledge, registered to Icelandic entities
and are in use in Iceland. From the networks originated
by these AS numbers we derive a list of IP networks in
use in Iceland.

Please note that this is not a geo-location service, as
there are always networks in use in Iceland that are
originated by external AS numbers or by AS numbers
registered to foreign or international service providers.
Some networks, registered to Icelandic entities, are in
use abroad, partially or totally. When we refer to Icelandic
AS-numbers or networks, please bear this in mind.

Source: (http://www.rix.is/english/is-as-nets-en.html)
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Rannsokn — Skonnun & IP toélum islands

Skonnun & 6llum IPv4 sem tilheyra islandi, | heildina 770.000 IP t6lur

Open ports

37.970 13.924 1949 1383 9670 6021 2026 735

Honey pots =2
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Lénin skoouo




Rannsokn — Lénin

Uppbygging rannsoknarinnar og umfang fyrir islensku lénin.

Steerstu 300 fyrirtaekin
byggt a veltu fyrir arig

Atvinnu- Flokkad i 37

greinar atvinnugreinar

SerV_ald” [ heildina var notast vid 570
adilar lén i rannsékninni

A pessari kynningu munum
vid einbeita okkur ad
heildinni auk pess sem

Ymsir adilar Gr fjarmala eftirfarandi prjar
0og opinbera atvinnugreinar eru skodadar:
atvinnugeiranum Public — Financial -
Healthcare
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Nidurstoour — Vefmidlarar

« Rannsoknin skodadi vefmidlarana sem Heildar nidurstodur
hystu 570 l[énin

) 34,5% 36%
» Aheetta er skilgreind sem mikil eda litil

Webserver nidurstodur eftir atvinnugeirum 'YX X X 'YX XXX )
00000000 00000000
Heilsugeesla _- YXXXXXx 0000000
00000O0OCS 00000000

Low Risk High Risk

é Matveelaidnadur _— 29 y 5%
Fjarmalafyrirteeki
Almennur 18nadur _-

Opinberir Adilar

0‘% 26% 46% 66% 86% 106% 0000000

mLow Risk mHigh Risk = Not known : : : : : : : :

Information not available
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Nidurst6odur — Web Content Management Systems (WCMS)

e Rannsoéknin skodadi WCMS i notkun
hja 570 Iénunum. Heildar nidurstodur

i o .
» Aheetta er skilgreind sem mikil eda 8% 12%

l4g.

WebCMS nidurstddur eftir atvinnugeirum
Heilsugeesla [ X )
00000000 00000000

Fiskvinnsla og Utgerd
Low Risk High Risk

Heildverslun

= Ymis bjénusta
g 80%
£ Matveelaidnadur
g
Fjarmalafyrirtaeki 00000000
00000000
Almennur I8nadur 00000000
00000000
Opinberir Adilar o0000OCGOO
‘ ‘ ‘ ‘ ‘ ‘ 00000000
0% 20% 40% 60% 80% 100% o000O0OGCOO
00000000

mLow Risk mHigh Risk = Not known
Information not available
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Nidurst6our — Web Content Management Systems (WCMS) - framhald

* Hversu morg opekkt WCMS voru
Islensk af pessum 570?

Islensk WCMS: 40,7%

Dreifing WCMS

Hlutfall islenskra vefja eftir atvinnugeirum Dreifing

15,9 %

Heilsugeesla

Fiskvinnsla og Utgerd

Heildverslun

Ymis bjénusta

Atvinnugeiri

Matveelaidonadur
Fjarmalafyrirteeki
Almennur I&nadur

Opinberir Adilar

0% 20% 40% 60% 80%

Hlutfall
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Nidurstoour — DNS

» Hvernig er dreifingin a DNS skraningu?
* Fjoldi DNS midlara fyrir 570 |énin: 309

Steerstu DNS midlararnir DNS atgafur

Dreifing l1éna Hlutdeild

o+ B s

Bind sem lekur upplysingum um styrikerfi: 46
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Nidurstoour — TLS/SSL

* Hversu margar einstakar IP tolur voru fyrir 570 |énin? 342 IP tolur
 Hversu margar af pessum 342 IP t6lum bjéda upp a TLS/SSL? 188 (55%)

Veikleikar skodadir: AOrir peettir:

Veikleikar sem fundust Veikleikar sem fundust

Weak Cipher 96’3 % Self signed 16,5 %
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Nidurstoour — FTP

 Hversu margar af 342 IP t6lunum bjéda upp a FTP? 152
 Hversu margar af pessum 152 auglysa TLS/SSL studning? 21 (13,8%)

Dreifing milli tegunda
Hlutdeild

Microsoft 26’3 %

Proftpd 14 , 5 %
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Nidurstodur — Dreifing a IP tolur

* Hvernig er dreifingunni hattad fyrir pessar 342 IP t6lur med tilliti til 570 |?

e Hversu stor hluti Iéna er a umfangsmestu IP télurnar?

Fisldi sidna & hverja IP tslu Dreifing l[éna a P tolur

aaa.aaa.aaa
bbb.bbb.bbb
cce.cce.cee
ddd.ddd.ddd
eee.eee.eee
fff.ffF.fff

999.999.999
hhh.hhh.hhh

Teknar eru fyrir 34 steerstu af 342

34

umfangsmestu
IP tolur

JIIR)IBT]
kkk.kkk.kkk

LA
mmm.mmm.mmm
nnn.nnn.nnn
000.000.000
PPP-PPP-PPP

999.999.999
TIEIrrree

IP tolur

40

Lén
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Nidurstb6our — Dreifing milli pjonustuadila

* Hvernig var dreifingin milli pjonustuadila fyrir pessi 570 1én?

Dreifing par sem bjonustuadilar eru pekktir:

Dreifing Djénustu adila Dreifing & lénum milli pjénustuadila

Hlutdeild Pj. 1
9%

bj 2
9%

SPA 7 3 %
) Adrir
37% .
bj. 3
A >

pj. 4
7%
0 bj. 5
SPC )
b) j. .
6% bj. 8 . pj. 6
. pj. 7 6%
6% 5%
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Nidurst6our — Umfang og fravik nafnamidlara

e Huverjir eru steerstu nafnamidlararnir?

* Hversu mikid fravik eru a milli steerstu og minnstu nafnamidlara hja hverjum
bjonustuadila?

Umfang nafnamidlara hja pjénustuadila Fravik & nafnamidlurum pjonustuadila

Nafnamidlari 8 88%
Nafnamidlari 17
Nafnamidlari 4
Nafnamidlari 16
Nafnamidlari 3
Nafnamidlari 6

Nafnamidlari 12

Nafnamidlari 1
Nafnamidlari 2
Nafnamidlari 3
Nafnamidlari 4
Nafnamidlari 5
Nafnamidlari 6

— Nafnamidlari 7 % i i
©  Nafnamidlari 8 g “a;nam!g:al’! 12
g Nafnamidlari 9 2 Satoan i h i
2 vl > Nafnamidlari 1
a Nafnam!alar! 12 _~§ Nafnamidlari 2 | 0%
:S afnamidlari A4 Nafnamidlari5 | 0%
T ma:nam!g:ar! ig Nafnamidlari 7 | 0%
anam!alar! Nafnamidlari 9 | 0%
Nafnamidlari 14 Nafnamidlari 10 | 0%
Nafnamfélar! 15 Nafnamidlari 11 | 0%
Nafnam!élar! 16 Nafnamidlari 14 | 0%
Nafnam!alar! 17 Nafnamidlari 15 | 0%
l’:lla:nam!g:ar! 13 Nafnamidlari 19 | 0%
afnamidlari ‘ ‘ | )
. 2 0 6 00 160 1‘20 0% 20% 40% 60% 80% 100%
Lén Fravik (munur & steersta og leegsta nafnamidlara)
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Varnarpeettir
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Hvada fyrirbyggjandi styringar og eftirlitspaettir eru i bodi?

Australian Government — Department of Defense

“ At least 85% of the targeted cyber intrusions that Defense Signals Directorate

(DSD) responds to in 2011 could be prevented by following the Top 4 mitigation

strategies listed in our Strategies to Mitigate Targeted Cyber Intrusions”

Helstu 35 eftirlitspeettirnir og styringarnar

U Designed Helps Helps Helps

e e pfront to ps . .t

Mitigation Overall Cost (Staff, | Maintenance | Prevent M]t]ge!te Mltlgﬂ_te Miti gate

EffStr?tegy Mitigation Strategy Security R l_.ls;a r Equipment, | Cost (Mainly or I,;'ttms'?f‘ l;'tt; usul}r.'u Ig',::r us1g|.1
ECHVENESS Effectiveness | oo o€ | Technical Staff) Detect age I: ge & age -
Ranking p Code Metwork Data

Complexity) an Ex . . .
Intrusion ecution | Propagation | Exfiltration
o —
http://www.dsd.gov.au/infosec/top35mitigationstrategies.htm
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Helstu 35 eftirlitspeettirnir og styringarnar

Mitigation Upfront .
Strategy o . Gverf?l.l User Cnﬂ_: (Staff, M.amte-na_nce
Effectiveness Mitigation Strategy Security Resistance Equipment, Cost (Mainly
Rankin Effectiveness Technical Staff)
8 Complexity)
Application
whitelisting of
permitted/trusted
1 programs, to prevent Essential Medium High Medium
execution of malicious
or unapproved
programs
Patch applications
e.g. PDF viewer, Flash
Player, Microsoft
2 Cffice and Jawva. Patch

or mitigate high risk
wvulnerabilities within
two days. Avoid Adobe
Reader prior to .

Patch operating
system vulnerabilities.
Patch or mitigate high
3 risk vulnerabilities Essential
within two days. Avoid
running VWindows XP or
earlier.

Minimise the number

of users with domain

or local

administrative

4 privileges. Such users Essential Medium Medium Low
should use a separate

unprivileged account

for email and web

browsing.
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Stora spurningin / Yfirlit

Hvert er proskastig netdryggismala a islandi?




KPMG'

cutting through complexity

Spurningar?

shermannsson@kpmg.is

kpmg.com/socialmedia

v]in 2] £
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The information contained herein is of a general nature and is not intended to address the
circumstances of any particular individual or entity. Although we Endeavour to provide accurate and
timely information, there can be no guarantee that such information is accurate as of the date it is
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