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Why	  the	  research	  was	  carried	  out	  	  
and	  how	  

Marcus	  Ranum:	  	  
"Crypto	  code,	  as	  an	  underlying	  rou4ne	  that's	  
linked	  all	  over	  the	  place,	  has	  to	  be	  pre:y	  much	  
perfect."	  



Why	  the	  research	  was	  carried	  out	  	  
and	  how	  

•  ForPfy	  SCA,	  a	  staPc	  analyzer	  
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How...	  

ForPfy	  Audit	  Workbench	  

•  A	  quick	  live	  demo	  



How...	  

•  CompilaPon	  Ξ	  TranslaPon	  

$ ls!
README_Reference.txt!
md6_mode.c!
inttypes.h ! !!
md6_nist.c!
md6.h ! ! !!
md6_nist.h!
md6_compress.c! !!
stdint.h!
$!



How...	  

•  CompilaPon	  Ξ	  TranslaPon	  

$ gcc -c *.c!
$!



How...	  

•  CompilaPon	  Ξ	  TranslaPon	  
•  Create	  a	  model	  called	  “md6”	  

$ sourceanlayzer -b md6 \!
  gcc –c *.c!
$!



How...	  

•  Analyze	  the	  model	  with	  SCA	  analyzers	  
•  Print	  the	  results	  in	  a	  file	  

$ sourceanlayzer -b md6 !\!
   !-scan ! ! ! ! ! !\!
 ! !-f md6.fpr!
$!



How...	  

•  Open	  the	  file	  in	  the	  graphical	  AWB	  

$ auditworkbench md6.fpr!
$!



How...	  

•  Open	  the	  file	  in	  the	  graphical	  AWB	  



How...	  

•  Issues	  list	  
•  Filtering,	  grouping	  



How...	  

•  Evidence	  from	  the	  analyzer	  
•  Step	  through	  dangerous	  sequence	  
	  



How...	  

•  Contextual	  view	  of	  the	  source	  code	  
	  



How...	  

•  Vulnerability	  descripPon	  
•  Suitable	  for	  a	  developer,	  new	  to	  security	  
	  



How...	  

•  Vulnerability	  recommendaPons	  
•  Suitable	  for	  auditor,	  architect...	  



2.	  Scope	  of	  the	  research	  
Joy	  Forsythe:	  	  
"We're	  not	  hard-‐core	  cryptographers,	  so	  we	  
decided	  to	  take	  a	  look	  at	  the	  reference	  
implementa4ons.”	  

	  
Brian	  Chess:	  	  
"The	  purpose	  here	  is	  not	  to	  judge	  the	  algorithm	  
based	  on	  some	  implementa4on	  errors,	  it's	  to	  get	  
the	  implementa4on	  errors	  fixed	  so	  that	  the	  best	  
algorithm	  is	  selected	  and	  so	  that	  mistakes	  aren't	  
propagated	  into	  produc4on	  code"	  
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3.	  The	  responsible	  disclosure	  process	  

	  
Ron	  Rivest:	  	  
"We	  greatly	  appreciate	  your	  careful	  review	  of	  
our	  submi:ed	  code,	  and	  your	  repor4ng	  your	  
concerns	  to	  us.	  	  I'd	  like	  to	  have	  them	  reviewed	  
quickly,	  and	  have	  any	  necessary	  fixes	  issued	  
promptly."	  



Dear	  Professor...	  



4.	  Observed	  fix	  

•  MD6	  was	  updated	  before	  the	  cutoff,	  with	  a	  
doubling	  of	  the	  buffer	  size.	  



4.	  Observed	  fix	  



5.	  Surprise	  

•  Brian	  Chess	  noPced	  on	  someone’s	  blog	  that	  
the	  Conficker	  worm	  was	  now	  updated	  with	  
the	  patch.	  



5.	  Surprise	  

•  I	  guess	  the	  bad	  guys	  read	  the	  news,	  too.	  
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5.	  Surprise	  

•  I	  guess	  the	  bad	  guys	  read	  the	  news,	  too.	  

•  Kind	  of	  have	  to	  wonder	  whether	  I	  played	  this	  
right...?	  

•  Whose	  side	  are	  we	  on??	  



The	  Public	  Disclosure	  

•  ForPfy	  Security	  Research	  blog	  
– hbp://blog.forPfy.com	  

•  Slashdot	  arPcle	  submission	  













6.	  Community	  response	  



6.	  And	  more	  community	  response	  
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only	  a	  reference	  implementaPon	  



The	  last	  word	  on:	  
“It’s	  only	  a	  reference	  implementaPon”	  



It’s	  only	  a	  compePPon	  













9.	  Conclusions	  

•  Humans	  sPll	  don't	  get	  it	  right.	  	  
– CivilizaPon	  is	  not	  ready	  to	  move	  on	  from	  C.	  	  
– PoinPng	  fingers	  is	  unlikely	  to	  help.	  	  
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•  Set	  good	  examples	  for:	  	  
–  responsible	  disclosure	  
– helping	  to	  fix	  problems	  
–  improving	  processes	  



QuesPons	  
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