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®* Safe storac

® Importance of “Salt”

( * Digital signature = EncryptUsingPrivateKey (Hash(Data))




ey ID and authority key ID
® Revocation (CRL and/or OCSP)

* Digital signature of issuer
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Store type Active Directry, location L_

o epdad
® Microsoft Enhal
® Microsoft Enhanced DSS and Diffie-Hellman Cryptographic Provider

User keystores protected by user key, which is derived from user’s password

Machine keystores protected by machine key — needs local admin to access

Private key memory is protected by Windows Crypto system, smart card or TPM chip



® PKCS7 store — co , ar to DER (file type .p7b)

®* CSR - certificate signing request, no key details or digital signature
® JKS — Java keystore for users of Sun’s Java crypto library



dows certificate

mandager or UpeE

* Key length, usage, algorithm, alternate names, ...
® Private key is matched with the signed certificate when it is installed on the
/) server




n | Certificate r | Certificate r  Certificate

General Detsils  Certification Path General Detalls Certification Path General Details Certification Path

Certification path

[5] viridian Group Certifying Authority
f David Cochrane

Show: |e:'_.|!.l:»

g} Certificate Information

Field Value
This certificate is intended for the followi urpose(s
nap (=) = serial number 06bafad5796 13fe2d0bffdbas. .

# Proves your identity to a remote computer ) )
» Protects e-mail messages Slgnamre algorithm sha512R5A

# Ensures software came from software publisher Signamre hash algorithm sha512

# Protects software from alteration after publication Issuer Viridian Group Certifying Auth. ..

'I.n'alid from Monday, October 10, 2016 4.,

= valid to Thursday, October 10, 2019 4.,
Subject David. Cochrane@viridiangrou. . .

=] e ahlic keaw RS (IN4R Rite)

Issued to: David Cochrane

E = David.Cochrane @viridiangroup. co.uk
CM = David Cochrane

Issued by: Viridian Group Certifying Authority

Field Value

Valid from 10-Oct-16 to 10-Oct-19 Subject David, Cochrane @viridiangrou. ..

[=| Public key RSA (2048 Bits)

Public key parameters 0500 is certificate is OK,

.ﬂ.uﬂm::uri’q-I Key Identifier KeyID=73ff9a3c7f004a6 1598, ..

Install Certiﬁqzte“,| | Issuer Statement | Subject Key Identifier c4c74ff1a750d4bfastcdebssh. ..
Enhanced Key Usage Client Authentication (1.3.6.1....

[=| Thumbprint 904e74cfcfe368a6f1794eda7f. .

Client Authentication {1.3.6.1.5.5.7.3.2)

Secure Email (1.3.6.1.5.5.7.3.9)
Code Signing (1.3.6.1.5.5.7.3.3)

Certificate status:




X509v3 extensions
X509v3 Extended Key Usc
TLS Web Client Authentication, E-mail Protection, Code Signing
X509v3 Subject Key Identifier:
C4:C7:4F:F1:A7:50:D4:BF:A6:6C:D6:B5:9B:A1:6A:37:F1:C1:EA:21
Signature Algorithm: sha256WithRSAEncryption




® Domain Validat

®* One year up to five years validity
* https://letsencrypt.org — free SSL certificates, uses HTTP validation
/) ® https://ssllabs.com /ssltest



® Specify Microsc store the private key

® For IIS install the certificate into the chhme Personal store (or install using IIS Server
Certificates option)
/' Update config file for web servers other than IIS: Apache, Tomcat, Weblogic, .




keyid:51:68:FF:90:A
X509v3 Subject Key Identifier:
6E:AD:11:B1:EE:67:1C:EB:54:DD:F2:2A:66:54
X509v3 Subject Alternative Name:

DNS:*.wikipedia.org, DNS:wikipedia.org, DNS:*.m.wikipedia.org, DNS:*.zero.wikipedia.org, DNS:wikimedia.org, DNS:*.wikimedia.org, DNS:*.m.wikimedia.org, DNS:*.planet.wikimedia.org, DNS:mediawiki.org,

DNS:*.mediawiki.org, DNS:*.m.mediawiki.org, DNS:wikibooks.org, DNS:*.wikibooks.org, DNS:*.m.wikibooks.org, DNS:wikidata.org, DNS:*.wikidata.org, DNS:*.m.wikidata.org, DNS:wikinews.org, DNS:*.wikinews.org, DNS:*.m.wikinews.org,
DNS:wikiquote.org, DNS:*.wikiquote.org, DNS:*.m.wikiquote.org, DNS:wikisource.org, DNS:*.wikisource.org, DNS:*.m.wikisource.org, DNS:wikiversity.org, DNS:*.wikiversity.org, DNS:*.m.wikiversity.org, DNS:wikivoyage.org,
DNS:*.wikivoyage.org, DNS:*.m.wikivoyage.org, DNS:wiktionary.org, DNS:*.wiktionary.org, DNS:*.m.wiktionary.org, DNS:wikimediafoundation.org, DNS:*.wikimediafoundation.org, DNS:*.m.wikimediafoundation.org, DNS:wmfusercontent.org,
DNS:*.wmfusercontent.org, DNS:w.wiki

X509v3 Key Usage: critical

Digital Signature

X509v3 Extended Key Usage:

/) TLS Web Server Authentication, TLS Web Client Authentication




Version 2
Log ID  : BB:D9:DF:B
38:57:95:0A:AB:52:E€
Timestamp : Dec 21 18:11:19.631 20
Extensions: none
Signature : ecdsa-with-SHA256
Signed Certificate Timestamp:
Version :v1 (0x0)
Log ID : 87:75:BF:E7:59:7C:F8:8C:43:99:5F:BD:F3:6E:FF:56:
8D:47:56:36:FF:4A:B5:60:C1:B4:EA:FF:5E:A0:83:0F
Timestamp : Dec 21 18:11:19.720 2017 GMT
Extensions: none
Signature : ecdsa-with-SHA256
Signature Algorithm: sha256WithRSAEncryption




®* ASPNET_REC

® Cross-platform
®* OpenSSL — powerful command line tool to do almost anything with certificates
/) * Keytool — creates and modifies JKS files (part of Java Developer Kit)



ENC — encrypt or dcryp

CA — functions to act as a basic certifying authority

S_CLIENT — make an SSL / TLS connection to a web site, FTPS server or SMTP server







® Validate use

(f ® Verify user identity in a client application and an Intranet site




® Store t

Uo yencryp’red using certificate

.

® Install the certificate in the machine certificate store
® In your application code load the certificate, and use private key to decrypt the contents
of the file




* Co als then retrieve those

.

®* OR Use an encrypted Kerberos connection to a server-based application (see later) to

(f retrieve password or key




ryptor”)[0];

e.PuincKey;

a, encryptedData);

® Save file
e file with encrypted data

r



e, “Encryptor”)[0]

ertificate.PublicKey;

ot(aes.Key, encryptedKey);

° SCIVG encryp’red SymmeTriC e . ICryptoTransform aesEncrypt = aes.CreateEncryptor(aes.Key, aes.lV);
encrypfed file contents // Encrypt data a block at a time using aesEncrypt
// Overwrite file with encrypted key and data




@ SSL Settings

This page lets you modify the SSL settings for the content of a Web site or application.
Reguire SSL

Client certificates:

Ignaore
@ Accept

Require

HttpResponse response = ay

r






String(clearPasswordBytes);

(f ®* What are the two coding flaws?









