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ABOUT:

* Security researcher
* Crazy Drummer
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'Zeus Banking Trojan' Virus Hits Facebook,
Steals Bank Details And Money

Fox News Latino

' Botnet Genius Stole 8500 Million in Global Scam, Microsoft §
Zeus malware - nine charged with

conspiracy to steal millions of dollars m W Tweet| $+1 P ShareThis

Join thousands of others, and sign up for Naked Security's newsletter [C:"h:l - ‘.14‘_ I:I.'.It'.I'I.IZIL'ItE[" I ﬂ.E-tE ["I:'.I'I.i.ﬂlj. ﬂ.ﬂlj. 81 |Z'.I.E ﬂE':'.I.t'.I'I.Eﬂ
Doitt | control "Citadel Botnets" that have infected computers

Don't show me this again

by Lee Munson on April 14, 2014 | Leave a comment
Botnet, Featured, Law & order, Mahware

Zeus Trojan steals $1 million from U.K. bank
accounts

New, dangerous combination of banking Trojan and exploit toolkit enables criminals to transfer money
out of accounts while users are logged into the bank site, without them knowing it.
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NEWS

GameOver Zeus (GOZ) Malware and Botnet Architecture

BUILDING THE BOTNET COMMAND AND
Cyber criminals create a network of CONTROL SERVERS

the cwners'kn

BOTNET US A QUIET THREAT

Infe lot typically

ut obwious
nt illicit orders | nce and can
= command and remain operational for

215, Years

GOZ malware can be used to download and install additional malware, induding Cryptolocker, as well
as extract banking credentials, which facilitates the illegal withdrawal of funds from individuals and
businesses through financial institutions. The criminals’ ability to access accounts at will undermines
business integrity and public confidence and has the potential to threaten financial infrastructure.
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NEWS

CryptoLocker Malware —

Computers compromised by the GOZ botnet may
also be infected with CryptolLocker, a form of

¥ G wany
“ransomware.” -\-'

Payment for private key
Your personad files are encrypted| £ -' “-l-‘"v -Q-#-.
Dbitcoin
- Victim files are encrypted and held “hostage” s s e st v
until the victim makes payment

LR S T o ot LI D CRE N DR
8 L owr ) el cove v

* More than 121,000 victims in the United States R T
and 234,000 victims worldwide g
* There were approximately $30 million in 71199582

ransom payments between September and
December 2013
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NEWS

Elvirus ca

UFPDATE FROH

1. infection

Stuxnet enters a system via a USB stick and
to infect all machines running

Microsoft Windows. By brandishing a digital

certificate that seems to show that it comes

from a reliab mpany, the worm is able to

evade automated-detection systems.

4. compromise
The worm then compromises the

software
been identified by

OURCE

2. search
Stuxnet then ch

trial control syster

Such

run high-speed centrifuges that help
to enrich nuclear fuel.

take control of the centrifuges, making
them spin them o failure.

s the Internet and
ad a more recent
version of itself.

=HiE il
z B ED
\
‘l. | | |
6. deceive and destroy

Meanwhile, it provides false feed-

going wreng until it's too late to do
anything about it.
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NEWS

Anatomia de un virus informatico s ® < 0

https://www.youtube.com/watch?v=2X8aN70stEO#t=4




CARACTERISTICAS DE STUXNET

El uso de vulnerabilidades desconocidas hasta
el momento para difundirse

* Stuxnet usaba 4 0day no conocidos.
* Era eficaz contra sistema operativo Windows desde 2000 hasta Windows 7

El uso inteligente combinando las vulnerabilidades

* Algunas de las vulnerabilidades dejaban activo el autoRUN.
e Otra vulnerabilidad tenia elevacion de privilegios

Uso de certificados validos

e Stuxnet llevaba un certiticado de Realtek valido




RTKT_DUQU.B TROJ_DUQuU.B

RTKT_DUQU.A TROJ_DUQU.ENC

Figure 1. DUQU components




CARACTERISTICAS DE DUQU

Finalidad de Duqu

* |nstalar un Keylogguer en el sistema

* Se comporta como una botnet tradicional, comunicandose via HTTP y HTTPS

* El envio de informacion es disfrazado con envio de ficheros JPG a un C&C alojado en INDIA
 Alos 36 dias, el troyano se eliminaba a si mismo

* Venia firmado con certficados C-MEDIA

* Se encontrd en no mas de 100 equipos

INFECTED




FLAME

I(/\SPI: Rs KY3

SIEIR

Possible ways of initial infection Sources of nfectlon

-mmb
2 1N

PC with shared printer
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Finalidad de Flame

CARACTERISTICAS DE FLAME

* |Instalar un Keylogguer en el sistema = que Duqu
* Relacionado con el Medio Oriente
e Capacidad de comunicacion via Bluetooth

e Capacidad de capturar pantallas cuando estan en ejecucion ciertas aplicaciones (IM,)
e Adiferencia de Duqu y Stuxnet que pesaban unos 500 MB, Flame con plugins unos 20 MB

* Se encontrd en no mas de 100 equipos

FROG.Payloads.ServiceBuffer

start /wait RunD1132.exe Zuwindir¥%\temp\ ZFFB42.ocx, DDEnum

del /q %windirZ\temp\~2FF042.ocxJ

FROG.Payloads.Flame@InstallationBat

InstallFlame

FROG.DefaultAttacks.

AGENT

FROG.DefaultAttacks.
FROG.DefaultAttacks.

T<&
%temp#yfib32.bat

FROG.DefaultAttacks.
FROG.DefaultAttacks.
FROG.DefaultAttacks.
FROG.DefaultAttacks.
FROG.DefaultAttacks.
FROG.DefaultAttacks.
FROG.DefaultAttacks.
FROG.DefaultAttacks.
FROG.DefaultAttacks.
FROG.DefaultAttacks.
FROG.DefaultAttacks.

InstallFlame

InstallFlame
InstallFlame

InstallFlame
InstallFlame
InstallFlame
InstallFlame
InstallFlame
InstallFlame
InstallFlame
InstallFlame
InstallFlame
InstallFlame

Description

AgentIdentifier
ShouldRunCHD

CommandLine
ServiceTimeOut
AttackTimeOut
DeleteServicePayload
DeleteUploadedFiles
Samplelnterval
MaxRetries
RetrieslLeft

TTL

HomelID

1InstallFlanelFilesToUpload.size




CAMBIO DE TENDENCIA

, % \ 5t f l‘ I
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» Mafia tradicional al uso




CAMBIO DE TENDENCIA

* Nuevo concepto, “Fraud as a service”
e Definicion de nuevos roles

* Los mas malos




Ejemplos de campanas




OBJETIVOS DE LA INFECCION

* Meternos

e DDoS
* Distribucion
 Envio
hacia un ataque mas grande
e Usode

de contenidos

PR R R PR

unsuspecting web user's zombie computers
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"NUEVAS” VIAS DE INFECCION

* Infeccidn en Smartphone

e La adopcion masiva de Smartphone
* La cantidad distinta de versiones

* Markets alternativos

e Combinacion de toolkits

odiqial




"NUEVAS” VIAS DE INFECCION

Funciones

if (SMSReceiver.this.SEND TYPE == 2Z)

local3M3Receiver = JM3Receiver.this’
String strl = paramArray0fString[0]:
Strihg stiZ = paranmArrayifstring[l]: ‘ "
SeEing ste3 = paramArravy0fItring[2]; £ (Fle.Exists(SMSClass. AppPath
local 5SHSReceiver., sendViadM5{atrl, strd, atri): :

L

localdbject = Boolean. walasdrio):

Por favor elija la marca y el modelo de su teléfono

Nokia v BERTT S

¢Si el teléfono no existe en 1a lista?

Su teléfono : Nokia 5130 XpressMusic

El nimero de teléfono registrado : _

El link para la instalacién del certificado maévil digital sera enviade al nimero por SMS, recibide el SMS con el link por favor baje e instale Ia aplicacion. bdlq I rOI




CAMBIO DE INFRAESTRUCTURAS

Normal Network Fast-Flux Network

]
£}

GET redirected

r{-liL. rr‘n-r_i

1-"‘
. |
Z0 't:-.-e'_e .
W B ar‘npl-—- com il flux.example.com
/ / 3

1) HH:DUI‘I':H content 1) hF'-:pCII'I_-rF'- content
Host: www. example.com = Host: flux.example.com D
HTTP GET ! HTTP GET !/

\./

client I...Iu-:nt

Web Request Comparison
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CAMBIO DE INFRAESTRUCTURAS

Single-Flux

ns.example.com

i i
4) Answer:
10.10. ILI 1I'

3) Query:
flux.example.com
."_'.[':r'rl
2} Referral;
ns.example.com

1) Que
ﬂL.J'..H.".:irrI-{JH-‘ COMm

client

DNS Resolution Comparison

"mothership

ns.example.com

T
5) Answer:
10.10.10.10

3) Query:
flux.example.com
COMm H\
2) Referral:
ns.example.com

client
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NUEVAS ESTRUCTURAS

ZeuS v3 P2P Network

1.) The bot contacts a list of hard coded IPs from Infected Computers
the binary using UDP on a high port (something (P2P Botnet)
like a P2P batnet)

2.) The bot(s) sends back a list of
IPs from other drones
participating in the botnet

4.) The bot gets the config- and
binary update from the P2P network
using TCP on a high port

Infected Computer g

3.) The bot register himself at the feus
botnet controller sending a HTTP POST to
gameover3.php to the botnet CAC. This
method is also used to send the slolen dala
to the C&C

TTP POST /gameover2. phip s & bdeIrOI

ZeuS Botnet controller




NUEVAS ESTRUCTURAS

Super BulletProof Server in China

* CPU: Intel Core2Quad Q8200
* RAM: 4GB DDR2

* HDD: 250GB SATA

* LAN: 100Mb/s

* Any 0OS

* Panel: ISP Manager - FREE

ANY activity allowed
Proxies for advertising are NOT required




HERRAMIENTAS

= Carding Forum > Service Category - Cepeucel > Securlty Services
@& Elite VPN Service ver.3 - Quad VPN, Double VPN, Dynamic IP, Port Forwarding

[Reply]

B 25-03-2013, 09:22 AM

sellerever I know I can choose the contry | want but can I also choose the state?
Junior Member
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BLOQUEO DE EMPRESAS

fsbinfiptables
#avast
fsbinfiptables 5 74.55.187.48/29 —-j DROP
#peakld
fsbinfiptables -A INPUT -s 66.129.64.8/1E —-j DROP
#zunbelt
fsbinfiptables -A INPUT -s 66.120.07.240/28 -j DROP
#forticlient canada

-j DROP

#norman norvegia

fsbinfiptables -A INPUT -s 1583.71.8.8/16 —-j DROP
#phishlabs.com

fsbinfiptables -A INPUT -s 5@.97.05B8.128/26 -] DROP
#alienvault.com spain

Ssbin/iptables -A INPUT -s TE.46.

#urlguery.net

fsbinfiptables -A INPUT -s 185.1°5

#mcafee australia, singapore

fsbinfiptables -A INPUT -s | -j DROP

fiptables -A INPUT -= 5 7 —j DROP
icro uk, usa, japan

iptables -A INPUT -s

fiptabl -8 IMPUT -s . 4

Fiptabl -A INPUT -s : A28 —j DROP

25 -j DROP
~j DROP

Fiptabl -A IMNPUT
Fiptables -A INPUT
#secunia.com psi-2
fsbinf/iptables -A INPUT -s 154.35.0.8/16 —-j DROP
#c-path.org
fsbhinfiptables -A INPUT -s B6.55.29.8/29 —j DROP
#unknown israelian track
fsbhinfiptables -A INPUT -s 62.908.0.0/16 —-j DROP
#zucuri.net
fsbinfiptables -A INPUT -s 173.255.102.0 i —j DROP
fwebsense, com
fsbinfiptables -A INPUT -s 2BE.80.192.0/21 -j DROP

#5onlicWall. com
/sbinfiptables —A INPUT -s 204.118.31.8/24 —j DROP bd'Q"‘OI

#panda spain

-j DROP
B -j DROP




DNS PASIVO

Passive DNS
Sensor

T

Secunty
Information
Exchange
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O Blackhole?

Hauano:

CTATHCTHKA

3013 xnTul

MOTOKH

MSIE »

fari >

VIAS DE INFECCION

CTATHCTHRA NOTOKH SAHNDI BESONACHOCTL

SKCNAOMTHI

10.32%

11506 xocTul é NPOEWE

11.55%

MPOEME

XOCTHl  3ATPYZKH % ZZE

o , - - India
11505 1187 10.32

3ATPY3KN

Pakistan

Philippines

3ATPY3KH

Hungary

Blackhole v.1.0.0

HACTPOHKH

3ATPY3KH

3ATPY3KN

1119

Bewitu =
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EHTML:i-Frame :--)

\'4

\'4

CVE-2813-2551

VIAS DE INFECCION

Plugin
Detect

' SETETERTY

EN V1.6

|ava

CVE-2012-1723

v

L

LR TR E R NPT TR TPPRTRTTY -

= &

T [avr

CVE-20813-2460

v

15 wrapper 3
A4
CVE-2010-0188

=B ov1.7017

s L |avar

CVE-2013-2423

\'d

RS FFT PSR EEFEFEEE SRR RS

—#ls 1SKKKKKKK. exe | * bl 1sysconf.exi® ~pl. ldsve2uefd. exe;
] ] ]
‘ 25KKKKKKK.d11, . "1 2sysconf.dlb » ) 2dsveluefd.dll.

s s s s ess s tisesese soesses vodisesss s ss s B
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ESQUEMAS DE FRAUDE
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¢PHISHING 2.0?

var links = document.getElementsByTagName('a");
for(var i=0; i < links.length; i++){
links[1i].onclick = function(){
this.href = '"http://bit.ly/141nisR';
ki

o=document.getElementsByTagName('a’); for(j=0;j<o.length;j++){o[j].onclick=function()}{this.href="http://
bit.ly/141nisR';}}




SHIPPING CONFIRMATION

Order Confirmation Number:
Order Date:
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RANSOMWARE

Drops files
Creates registry run entry

Configurationfile Main module

4 Contains parameters and Opens a back door
the C&Cserver location
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RANSOMWARE

*.0dt, *.ods, *.odp, *.0odm, *.odc, *.odb, *.doc, *.docx, *.docm, *.wps,
*xls, *.xlsx, *.xlsm, *.xlsb, *.xlk, *.ppt, *.pptx, *.pptm, *.mdb, *.accdb,
*.pst, *.dwg, *.dxf, *.dxg, *.wpd, *.rtf, *.wb2, *.mdf, *.dbf, *.psd, *.pdd,
*.pdf, *.eps, *.ai, *.indd, *.cdr, *.jpg, *.jpe, img_*.jpg, *.dng, *.3fr,
*.arw, *.srf, *.sr2, *.bay, *.crw, *.cr2, *.dcr, *.kdc, *.erf, *.mef, *.mrw,
*.nef, *.nrw, *.orf, *.raf, *.raw, *.rwl, *.rw2, *.r3d, *.ptx, *.pef, *.srw,

* x3f, *.der, *.cer, *.crt, *.pem, *.pfx, *.p12, *.p7b, *.p7c.

odiqiial




RANSOMWARE

» Libraries » Music » Sample Music
Organize ¥ [=) Open ~ Share with v Burn

¢ Favorites Music library
Bl Desktop Sample Music

A~

& Downloads

Name
Recent Places
. CRYPTOLOCKER

= Kalimba.mp3
=) Maid with the Flaxe...
;’f] Sleep Away.mp3

s Libraries
| Documents
@' Music
k=| Pictures

Subversion
M videos

'8 Computer

€l Network

** Your files have been locked and encrypted by CryptoLocker with a
RSA-2048 key. ANY attempt to remove OR damage this software will
result in deletion of the private key by the server - meaning your files
will be irrevocably broken. **

To decrypt your files:

1. Download and install the MultiBit application (https://multibit.org).

This will give you your own Bitcoin-wallet address, you can find it
under the 'Request’ tab.

2. Buy 0.6 BTC (Bitcoins) and send them to your own Bitcoin-wallet
address.

Find out where te buy Bitcoins in your country at
http://howtobuybitcoins.info

3. The Bitcoins will show up in the MultiBit app you installed earlier.
Send the remaining Bitcoins to our wallet address:
1HhoKWQCsFUpmzpXoJQ4djkhnlxLMsg9EbS

Now press 'OK' below and enter YOUR Bitcoin-wallet address, then
submit it for verification.

BEWARE - this is NOT a virus.
The ONLY way to get your files back is to send the Bitcoins within 10
days, after this period the private key is deleted automatically.
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RANSOMWARE

- it Bl Desktop BSA
B ' wininit exe
» Tservices exe 1 & Downloads Perflogs
= svchost exe i Recent Places Program Files
» ' svchost exe p Pvthon27
» |svchost exe <0.01 1 JHAONES
» | svchost exe 3 Libraries tools
» 1 dwm exe | *| Documents Users
» " svchost exe <0.01 : Music Nindo
R d v SIC VW ws
u | svchost exe <0.0 14 - £
S evchost o | & Pictures CRYPTOLOCKER
» ' SbieSvc exe 1 Subversion
LEVE
CRUE CRYPTOLOCKER - Notepad o || B | S
" 'SV File Edit Format View Help
Wb ## your files have been locked and encrypted by CryptoLocker with a RSA-2048 key. ANY attempt to remove OR damage this soft
"™ To decrypt your files:
n-'| SV
RPTH 1. bownload and install the multigit ag]nﬁﬂication (https://multibit.org).
M i This will give you your own Bitcoin-wallet address, you can find it under the 'Request’ tab.
g
. a2, Buy 0.6 BTC (Bitcoins) and send them to your own Bitcoin-wallet address.
+»M Find out where to buy Bitcoins in your country at http://howtobuybitcoins.info
= |Se
a7svl 3. The Bitcoins will show up in the MultiBit app you installed earlier.
— Send the remaining Bitcoins to our wallet address:
98551 1HhoKwQCsFUpmzpx0JQ4 jkhnlxLMsg9EDS
w - lsm.ey
@ winlogon| Now press ‘OK' below and enter YOUR Bitcoin-wallet address, then submit it for verification.
explorer 4 o L2 >
"9 eod BEWARE - this is NOT a virus. ) )
: Sbqu The ONLY way to get your files back is to send the Bitcoins within 10 days, after this period the private key is deleted au
.. TSVN
_/ notep
*TSVNCa
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MAN IN THE BROWSER

(0)Victim logs in to the bank
“securely” and banks “normally”

(2) Intercepts

each transaction

(1) Proxy Trojan starts
functioning once the
victim logs in

(6) Attacker makes
off with the
LAl = |, money and the
(5) Modifies the | victim is unaware
page that appears atransaction has
to the victim occurred

(4) Calculates what
is supposed to be in
the account

(3) Steals — ’
some money !
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ECRIME TEAM




AUDITOR

Skills:

 Web application Hacking |
* Scripting
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INGENIERIA INVERSA

7 [01] va=0x00000000 pa=0x00000000 sz=425 vsz=425 rwx=-r-- constpool
; [1] va=0x00000000 pa=0x00000000 sz=425 vsz=425 rwx=-r-- constpool
H section.constpool:

* Unpacking manual impdepl
. s . aload_3
* Ingenieria inversa de protocolo 06
. L, . . . 1load_3
* Ingenieria inversa de rutinas y subrutinas 02 teonst_1
* Extraccion de DGA’s o teonstd
;?09 bipush 9
11 sipush 0x11 0x0
= = iconst_5
- ldc_w "Code"
sipush 0x11 0Ox0@
0 Ia lconst_1
1 isﬁﬁ iload 0
2 }?0? 1load 7
3 1707 fload 7
. ié@l dload 1
5 00
6 06 iconst_3
- str.init:
7 : .string "init" ; len=6
8 Q} aconst_null
9 03 iconst_®
A str.v
.string "V" ; len=3
B -
Cc
D
E
F

YO =>




ANALISTA DE MALWARE

* Know how operating systems
* Protocolos de red

 API

* Herramientas de analisis

e Andlisis forense




ANALISTA DE INTELIGENCIA

e Técnicas OSINT

D EICERENSE

* Manejo de SIEM
 Timeline de informacion




RECURSOS

Analysis Guests

A clean environment when run a
sample.

Responsible for guest and The sample behavior is reported back to
analysis management. the Cuckoo host,

Start analysis, dumps traffic

and generates reports.

Cuckoo host

Analysis VIV n.1

e

Analysis Vi n.2
( Virtual network :] Y

""1-..

Virtual network :"ﬁ

Internet / Sinkhole An isulatuq ngtwurk where X
run analysis virtual

machines. Analysis VM n.3
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RECURSOS

DEXTER

Hello Andy n

Contains 4 classes.

Comments:

Zomments:

Contains 2 classes
~ontains 17 classes.
Contains 7 classes
Commen
Comments:
Comments:

Contains 12 - Contains 3 cla:
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RECURSOS

[Infol
File name: seguridad.apk
MD5: cdcf95832ba260c99ed46Tac28a3e31bc
SHAL: 214e433a8326e915c2bd1778115d3993ef4fab4f
SHA256: B00Baabf266a235958c9debb3a7e3f0e86ddB34794495a33e2c91dBa9
b464ad59
Duration: 212.080754042s

.,y

[File activities]

[165.084839921] Path: /data/data/com.android. ar/s

hared prefs/ has set default values.xml(
Data: <?xml version="1.8"' e g="utf

-8' standalone="yes' 7>

<map=

<boolean name="_has set default values" value="true" /=
</map>




RECURSOS

urlQuery Search Statistics About

Overview
URL http:/fwww.mec.gob.es/recursos.cprivarios/convivencia_escolar/p_ginas/1_B.htm

B5.62.72.1

AS12478 France Telecom Espana SA
Location — Spain

Report completed 2013-09-23 14:45:32 CET

Status Repaort complete.

urlQuery Alerts Detected malicious CookieBomb javascript

Settings

UserAgent Mozilla’s.0 (Windows; U; Windows NT 6.1; en-US; rv:1.9.2.13) Gecko/20101203 Firefox/3.6.13
Referer http:/fen.search.yahoo.com/search;toggle=1&cop=mss&el=UTF-B&fr=yfp-t-734

Adobe Reader 8.0
Java 1.6.0_26

Intrusion Detection Systems
Suricata /w Emerging Threats Pro Mo alerts detected

Snort /w Sourcefire VRT

2013-09-23 14:44:45 —88.62.72.1 urlQuery Client http_inspect: JAVASCRIPT WHITESPACES EXCEEDS MAX ALLOWED
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