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Antes de comenzar...
Gracias a:
- Ustedes por levantarse temprano y venir :)
- Giselle Roumec, Leandro Boisselier, Facundo Alcalde

- A los expositores por la buena onda
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Gracias a los patrocinadores de este evento!!!

CION
g&» 4‘150

X 8, LEGISLATURA

del pueblo de la

‘I“"ﬁ Provincia de Rio Negro

2L R S

ALTEC ¢

Telecomunicaciones y Sistemas S.E.
1972



/—\
9 OWASP

The Open Web Application Security Project

;cQué es OWASP?

OWASP es una organizacion sin fines de lucro que busca
crear conciencia sobre |la importancia de |la seguridad en |la

informacion.

https://www.owasp.org/


https://www.owasp.org/
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:cQué es OWASP Day - Viedma 20177

Es un dia de conferencias dedicadas a la seguridad de la
informacion. Con el objetivo de aprender, conocerse,

intercambiar conocimientos y ... tomar café gratis ;)

https://www.owasp.org/index.php/Patagonia#tab=OWASP_Day


https://www.owasp.org/index.php/Patagonia#tab=OWASP_Day
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OWASP Zed Attack Proxy

OWASP Web Testing Environment Project
OWASP OWTF
OWASP Dependency Check
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mature projects ‘

OWASP ModSecurity Core Rule Set Project

OWASP CSRFGuard Project
OWASP AppSensor Project
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OWASP ASVS

OWASP Software Assurance Maturity Model
OWASP AppSensor Project

OWASP Top Ten Project

OWASP Testing Guide Project
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SOFTWARE ASSURANCE
MATURITY MODEL

QUICK START GUIDE

o
060

Software Assurance
Maturity Model

A guide to bullding security into softwars developmant
s 18

https://www.owasp.org/index.php/OWASP_SAMM_Project
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How to test

OWASP ‘ Testing Guide Testing for access to administrative functions

e For example, suppose that the ‘AddUser.jsp’ function is part of the
administrative menu of the application, and it is possible to access
it by requesting the following URL:

https:/www.example.com/admin/addUser,jsp

release

Then, the following HTTP request is generated when calling the
AddUser function:

POST /admin/addUserjsp HTTP/1.1
Host: www.example.com
[other HTTP headers]

userlD=fakeuser&role=3&group=grp001
What happens if a non-administrative user tries to execute that

request? Will the user be created? If so, can the new user use their
privileges?

OLUASP

Open Web Application
Security Project
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OWASP Top 10 - 2013

itical Web Application Security Risks

The Ten Most C

T10

Al - Injection

A2 - Broken
Authentication and

A3 — Cross-Site
Scripting (XS5

Ad - [nsecure
Direct Object
References

A5 — Security
Misconfiguration

A - Sensitive Data
Exposure

AT - Missing
Function Lewel
Access Control

AE - Cross-5ite

Reguest Forgery
(CsRF)

AS - Using
Components with
Enown

Vulnerabilities

ALD - Unvalidated
Redirects and
Forwards

OMﬁﬁﬁTﬁp 10 ﬁppll-i'i:ati"un
Security Risks — 2013

Ingesctian flaws, such as S04, 05, and LOAP Injection cocwr when wnbnested data is sent ta an
Interpreter a5 part of 3 command or query. The attacker’s hostle data can trick the interpreter
Inte ewecuting undntended commands aor acoessing data without proper aathorization,

Anplu:aﬂim functions related to suthentication and session management are aften not
ed correcthy, alk attackers o comproemise p:m&. keys, or sesskon tokens, or
to expkait other Irnph:mﬂnl::h-m flaws to assume other users' Identithes.

W55 flaws ocour whenever an application takes untrusted data and sends it to 3 web browser

wilthout proper walidation or escaging. 355 allows attackers to exeruste scripts in the vicim's
brorwser which can hijack user sessions, deface web sites, or redirect the wser to malickous sites.

A direct abject reference oocurs when a developer espaoses a refersnce 1o an internal
Implementation object, such asa file, directory, or database lkey. Withowt an access controd check
or other protection, attackers can mandpulate these references to acoess unauthorized data.

Good seruity reguines having a secure configuration defined and deployed for the application,
framewaris, apnkcation server, web server, database server, and platform. Secure settings
should be defined, iImplemented, and madntalned, as defaults are often insscure. Additianally,
softwane should be kept up ta date.

Many web applications do not properdy protect sensithve data, such 2 credit cards, tax 10s, and

authentication credentials. Attackers may steal or modify such weakly protectsd data to conduct
oredit card fraud, identity theft, or other crimes. Sensithe data deserves extra protection such =
encrypticn at rest or in transit, 35 well as special precautions when exchanged with the browser.

Most web applications verify function bevel acoess rights before making that functionality visible
Im the UL However, apolications need to perform the same access controd checks on the sereer
when each function is acoessed. If requests are not verified, attackers will be able to forge
requests in order 1o access functionality withaut proper authorization.

A CSAF attack fonces 3 loggedeon victim's browser to send a forged HTTF reguest, including the
victim's sesshon coolde and any other automatically inchsded authentication information, foa
vulnerable web application. This alicws the attacker to foroe the victim's browser to generate
requests the vulnerable application thinks ane legitimate requests from the victim.

Campanents, ssch as Bbraries, framescrks, and other software modules, almost always run with
full privileges. H 2 vulnerable component is exploited, such an attack can facltate sericas data
|oss or server takeover. Applications using components with known vuinerabiities may
undermine application defenses and enable 2 range of possible attacks and Impacts.

‘Web applications frequently redinect and forward users to other pages and websites, and use
unbnested data to determing the destination pages. Without proper valicdation, attackers can
redirect victims to phishing or malware sites, or use forwarnds 1o acoess unautharized pages.

LUAST

Open Web Application
Security Project
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Latam Tour de OWASP

* Conferencias Gratuitas de Seguridad
®* 16 paises recorridos durante el mes de abril
* Realizado en la Patagonia desde el 2015 en Neuquén

* https://www.owasp.org/index.php/LatamTour2017
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Acreditacion
Presentacion

La importancia de la Alerta Temprana - La Ciberseguridad en la
Republica Argentina

Pausa para café
Experiencias en seguridad y gobierno

Ciberseguridad, panorama y retos a encarar
Pausa para almuerzo
Seguridad en aplicaciones web
Hacking NFC/RFID
Pausa para cafe
Testing Android Apps

Cilerre

Gaston Toth

Eduardo Martino

Arturo 'Buanzo’
Busleiman

Pedro Janices

(Gaston Toth

Nahuel Grisolia

Gustavo Sorondo



The Open Web Application Security Project

Certificado de Asistencia

Nombre Apellido

ha participado del OWASP Day - Viedma 2017, realizado el dia 17 de
Noviembre de 2017 en la ciudad de Viedma, Argentina.

zastdn Toth
Lider de Capitulla, Patagonia
OWAS P Fownd ation
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Contacto
* diego.dinardo@owasp.org

* gaston.toth@owasp.org

Twitter
* @OWASP_Patagonia

* Compartan fotos y comentarios!


mailto:diego.dinardo@owasp.org
mailto:gaston.toth@owasp.org
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