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ContinuousDeIi y\-Wikipedia
“Continuous Delivery (CD) isa p ttern Iahgua e used in software

development to automate .andimprove thep cess f software
delivery. |

A

continuous deploymen a_Iow software to’be developed tq a hj gh
standard and easily packa ad agd deployed to test em/%n
resulting in the-ability to ragish ‘re ab y and repeatedl pusk
enhancements-and bug“f" t
manual overhead. A0 ',__

Techniques su §ih as'automated testing, continuous integration and

. out
with minimal

The technlque was one of the%w ptlons of extr me programmmg
but at an enterprise level 1as developed into a discipline of its own..



))) Eonsuting

ContinuousQeIi V- Wikipedia

“Developers/used to along cyc\e time may need
to change t)—&elr mindset when Wtrkmg ina CD

you to release a v__\r5| n of a p roduct that has
unfinished features.“"
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Continuous De wery Vs. Agile

5

o Agileis less ontm OUS A - )
£ A\
— Sprmts are numbeéred per ver5|o\rr dated and

known.
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Traditional System D \(elopment &
./ Selurity A
. Traditionaty: desi develop,\deploy, sanity,
QA, Security tests, fix & mitigate;, Telease.
— QA a\n\d Securi :Itests begln after Code Ft;e/eze (CF)

° In CD enV|ron '; Jerelease must. b ;?;{j“_klose

-

— Testing must st "'rt E\é@re CE



M omsEe

Traitiona System Development Vs.
muos“De very

 |nCD, mu ﬁlple code comgonénts may be
unfmlshe ht up to CF. N

Filter the report b ir iteration to focus What is the overall pro
the list of user st implementing each use
‘.\ -
A Title % Hours Completed ” HGUI’
S Remaining
~ As a new customer, | want to order a meal. 62 %
P Enable selection based on strength, intelligence, etc 30 %

Regular members can search for heroes 19 %

Gold member can search for villians

Test Points Test Results

What is the

Image: msdn.microsoft.com
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a\:tor

\/ \ﬁ

e Security testing a system conkumes time
 Release lsE(edJace

K\
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The Time E

e Continuous Déllvery __ art frdpm Wikipedia -
Where is the ﬁecur' Y tlmefra\ne?
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The Code Analysis\Challenge

* Code analysis can be a ;t‘omafed \ )

e Lack of Human tducfﬁ" §tlLe|er on Securlty, Sep

1999: “The only way # |
to evaluate it. This is tr e f code, whether itis open source or

proprietary. And youcan EVER anyone aluate'the code, you
need experts in security software evaluating the code. You need
them evaluating it multiple times and from different angles...”

I& urlty flaws in a piece of code ..
{
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The Automation €hallenge

e Security te t|n can eautemat\ed Kor each

developm byhase/— perform aisltomatlc tests.
. M|t|gat|on nd fixing during normal development
_ \ ‘ -
=2 % ) 7

. Automat—-i—*c‘SeC
security bugs <7

» Automatic tools af %g\gmg behmd new
technologies co era& -

g does not i _en:_;_;_fy aII

e Turing Machine I|m|‘tat|ons - I ck of Human touch



=>
. Render\ng aII
* For each>test ¢ s‘_\;-




When comprehensive

absent, accurate 5CO
e Testing phase 1

. "estiné\p nase

e

esting phase 3

o

3 colors trilogy, kishlovsky

-

The Scopin .
nsive development controls are
ing is n ot €a s,i>ble:

Partially

L | coded
S| pocket

Pockets

Unrecorded
migor changes
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Partial Sample

e\thodology

e Test the system partta y contmud\usly during

development. N R

..»’"f-

) T

e Pros: &

— The partlal Samp d approach IS hlghly efficient

— The ”Randomlzed\AI-tishm approach to testmg thezstem is
utilized. =7 -

— Fast, tlmely results A
e Cons: '

— Partial coverage of _he kvtgtem ’s securlty
— Efficient?

— Mitigation and fixing may not be feasible for CURRENT release
— Mitigation and fixing costs after deployment
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Stepped Testin

' 3thodology

e For each deve Iopm nt phase\ perform a
relevant oﬁly to said

o
securlty test that |
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e Pros: -
— Testing all system
_ TImEIy res&“ts .l
B EfflCIQ\nt \
— Reducéd mitigati
e Cons: =

— High probablllty /aftla\l covérage of the system S securlty.

— Accurate comprehg ni\i{ﬁM and CM are mandatory

— Mitigation and fixing may not be feasib for CURRENT
release

— Very large coding peaks in proximity to release

i



)))  Consuting

Resource Intensive ™V ethodology

 Before Code Freeze/ Perform\lteraTtlons of the
Partial Sa pled a proach or the Stepped
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e Pros: | Aot \ \ )
— COMPLETE coverag AN
— SecurltleLprove ent throughout deveIOpment
phases
|8n0ré\RI\/I and GM issues

— Resour‘ée intenér |
— Partial coverage ypo

, r\lease -
— Mitigation and f{xin m' 'y not be feas;ble for CURRENT
OR NEXT releasa.

— Mitigation and f|X|ng costs after deployment
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Alternative Approach Methodology
(The $a { rcagtic Abk{roqch)
* Do not se ur| y test the system

— The CDd velop ent enwronment takes care of
any Pnalcodln _ '

— The QA proc -
_ Anyway: In-Dep "'i';'}'_ Sje_cu:ﬁty is dead, Security is
dead, hence no;, efl .\?\’the extra efforts '

— The +GDP fro mo |ng to CD}Q/Iarge we can
afford security bugs

)
ects aII security / bug S

— Worst case scenario — mitigate for next release
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p\proach

e So, everyipp _oach ER to\b ;,[r)\‘anytons...

Best Practic

* Hence, a better approach is required
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e Back to the rigi

essage Queue services: opt

for the bes' sacured of the available /
technplogle_f‘it' ’fr/es MSMQ,- veMQ
RabbitMQ. 7 '

* One has alm st&abisecurlty for the pa,st

decades, other has/no bwlyecurlty

configuration-options.
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Best Practice Appro

' “?uilding Blocks

\

e The holistic appr ach A
AN
—Thorough deS| N review of each system

component

5 _. | \
— ASS|mrIate sec_-*-_@odln g pra ctlce Q) /

-u.

k\r\fg\rmatlon extracted out of

. Detalled des""" n
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Best Practice Appro uilding Blocks

— Essentla

— Crea\te C rreIa fons and tlmely development

from s/eu/rlty & cyber

issues. (canthe be calculated?)
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Best Practice Appro

)

—

o “?uilding Blocks

 Automate to the max:- |\ )
N
—Continu usly run automateﬁseanmng tools

on e\ver thing/available

— Continuous y'{est Ehe oute rmost IeVerzé
“1 =...» : 5

(user mterfa‘

— Continuously\em on cod%/alyms tools on
|dent|f|ed Delta And tested code
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Best Practice Approact “?uilding Blocks

) A

e Manual testing: /© — \ . ..)
—Efficiengtestin IS mandatory,.
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o Operatio al ontr s - A

— Control of co e versions ;
__b__;.-_iconflguratlons =Nl

gl en',m PROD enviromm

Pan “soft spot”... Kevin Mitnick:
“| get hired to a(ilzI into computers now and
sometimes it’ actt L, eaayhan it was years
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Best Practice Appr

e New deve Eent nvwonmént reqwres new
security testing m thodolog|e§

* High Ie\vel seclu ity testing under Contmuous
Delivery envifon an S DOABLE. y

1 '.
\';'“‘" o 3 .'., L%

. Cooperat|on w
production teams




) COMSEC
Consulting

Cyber & Information Security

17

’\ L =
\. N
\ — II . -
/ - = 1 ;, = .
g a8

Fractal Background: xaxor.com
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