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Standard web application

* Text-based Protocol
e Vast testing methodology

Tools

e Proxies / Sniffers

* Crawlers TT
e Scanners
i ol

* Manual Testing
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Binary Web apps

non-text protocols

Flash AMF

Java Serialization / RMI
Diameter / Radius

WCEF

CORBA

etc...
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Binary Comm. Setbacks

« Manual Tampering and Haxing
 Can't automate the process
e Can't use standard tools

Standard web application

» Text-based Protocol
* Vast testing methodology

Tools
* Proxies / Sniffers
» Crawlers
* Scanners
* Manual Testing
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- Erevious Work in Binar

Communication Testing

« afx- Reconstructing serialized Java objects from sniffer logs
(Forbidden Knowledge vol 14, 2001)

e Shai Chen - PT to Java Client Server Apps (OWASP Israel, 2008)
 Eric Monty et. al - Ruby for pentesers: JRuby (BlackHat, 2009)

arcin Wielgoszewski - Pentesting Adobe Flex Applications
WASP NYNJMetro, 2010)



e fly analysis
p with availble tools
y to adopt
ero-configuration
criptable / Extendable
Self Updateble
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/= AMF Playground - Windows Internet Explorer
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& AMF Playground
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x ] @ http://en wikipedia.org/wi.. | fy » ] - @ v |- Page v [ Tools »

Belch - Burp External Channel v1.0 =] = |

Belch Settings

Enabled
Gvoon e
[ ] Proxy

Trap Settings
Trap Editor

Requests
Select s\BelchtAMF.bat
[ | Responses
Automation Settings

Setttings Anop.bat

|:|Enab.ied| Automator | Processor | RESET |

Download demo project

From here you can download a sample demo project with ping function implemented.

ESE=)

Open XML Editor

File Edit Search Tools View Help
be |2 He | s o
2

{ TBE0_Request.raw.sml |

o OHh % X | ¢ W A

Enter User Data

+
o

MName Hello

Picture

X

<flex.messaging.io.amf.ActionMessage>

<version>3</version>
<headers/>
<bodies>

m

1

4

3

4

5 <flex.messaging.io.amf.MezssageBody >
& <targetURI>null</targetURI>
i

=]

b

a

<responzelURI>/5</respon=zelURI >
<data class="object-array”>
<flex.mes=saging.messages .BemotingMessage>
<clientId class="string">72361374-1EF4
=¢ —-GACS-DEB3-00002EDFTET0</clientId>

T:E <destination>zend</destination>

1z <messageld>BB663101-53EF-E06&D-70ED

=¥ -A9ADATESECFS5</messagelds>

13 <timestamp>0</timestamp>

14 <timeToLive>0</timeToLives

15 <headers>

15 <entry>

377 <ztring>DsId</string>

18 <stringrnil</string>

15 < lentrvs X

Screen encoding: UTF-16 Output encoding: UTF-8 Supported XML version: 1.4

I: 1 Inzert

application/xml

m

Done

[# € Internet | Protected Mode: Off # 100%
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Trap Settings

Trap Editor
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[ original request r)ednedrequest { ofiginal response | edited rezponse

previous

next

'raw | params rheaders rhEH |

POST J/servlet/StudentDBSsrvlet HTTPS/ L. 1
Content-Type: application/occtetc-stream
Cache—-Control: no-caches

Pragma: no-cache

User-Agent: Mozilla/4.0 (Windows WVista £.0)
Host: 192.168.8%9.131:8080
Aocept: text/html, image/aif,
Proxy—Connect ion: keep—alive
Content-Length: 344

Belch: XML

image/jpeyg, *; o=.Z,

i
<shod.regiscer. Student>
<lastlame:>Dema</ las tllame s
<firstMame>lemo</firstHame>
<company>DEmo </ company>
<emal lx=demoldewe . coms/ smail>
<courseTitlesJava Introduct ion</courssTitles
fppurgelocationHouston, T« /courselocation:
<expectationssdemo</expectationss
<courselate>I01l2-12-12</courselate>
<CE>

</ CR»
«/ghod. register.3tudsnt>

E 3

Jawa,/1l.7.0

-

LeJ <ll=]|
—

| o matches

<firstNamE>Démo<ffirstName>

Ledlsll=]]
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Binary Object —» Java Object =% XML (psuedo-p

1. Channel binary communication to JVM
11. Use JVM to reconstruct object in Context

111. Use JVM Serialization support to represent Object and
Contexnt as XML

1v. wrap with a pseudo-protocol
v. Tamper with data (manual and scanners)

vI. Reverse the flow

XML (psuedo-protocol) —3 Java Object —» Binary Object
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