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» Need to go lc
» Technology
» Protocols

» How can each functionality be abused?

» How can attackers bypass the controls
we already have?¢

» Make threat modelling iterative

» Assign responsibility
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NOTHING...

» What are we building?

» What can go wronge STRIDE
» Spoofing
» Tampering
» Repudiation
» Denial of Service

» Elevation of Privileges
» What are you going to do about it¢
» This is the beginning but not the end

Things Jon Snow Knows
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» Threat Modelling with STRIDE adapted from Threat Modelling
Designing for Security (Wiley, 2014) by Adam Shostack

» htips://docs.microsoft.com/en-us/previous-versions/msp-n-
p/ff649749(v=pandp.10)

» Walkthrough: Creating a Threat Model for a Web Application



https://users.encs.concordia.ca/~clark/courses/1601-6150/scribe/L04c.pdf
https://docs.microsoft.com/en-us/previous-versions/msp-n-p/ff649749(v=pandp.10)

