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Research prototype 

• model checking 

• security testing 

• penetration testing 

• … 

Complements state-of-the-art 

Targets industrially-relevant  

Security Protocols & Web Apps 

Broad security range 

• logic-flaws, injections, AC, … 

• good coverage of OWASP top 10 

Promising results 

• SAML SSO, OAuth2, .. 

• WebGoat, Shopping Cart, .. 

On-going transfers to SAP and 

SIEMENS 

(System Under Validation) 
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The SPaCIoS tool 

and what you can do with it 



Use case 1 

 

property-driven security 

testing 



One example 

Company enriching its products with security standards (SAML SSO, OAuth2, ..) 

• security standards are highly configurable → which options and recommendations? 

• company’s internal requirements → some deviations wrt standard? 

• security impact? 
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Use case 2 
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Use case 3 

 

mutation-based testing 
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Use case 4 

 

vulnerability-driven testing 
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Use case 5 

 

Evolutionary fuzzing 

for filtered type-1 and 2 XSS 



Use case 6 

 

Testing based on  

Business logic patterns 



Promising results 



OWASP Top 10 The SPaCIoS Tool 

A1 Injection WebGoat lesson: String SQL Injection 

WebGoat lesson: Numeric SQL Injection 

SIEMENS InfoBase and eHealth 

A2 Broken Authentication & 

Session Management 

SAML, OpenID, OAuth: e.g., authentication logic-flaws 

Password brute-forcing on SIEMENS InfoBase and eHealth 

A3 Cross-Site Scripting WebGoat lesson: Stored XSS 

WebGoat lesson: Reflected XSS 

SIEMENS InfoCase and eHealth 

A4 Insecure Direct Object 

References 

SIEMENS InfoBase and eHealth: File Enumeration and Path Traversal 

A5 Security Misconfiguration WebGoat lesson: Forced Browsing (File Enumeration) 

A6 Sensitive Data Exposure SAML, OpenID, OAuth: data confidentiality logic flaws 

A7 Missing Function Level 

Access Control 

WebGoat lesson: Bypass Business Layer Access Control,  

WebGoat lesson: Bypass Data Layer Access Control 

WebGoat lesson: Role Based Access Control 

SIEMENS eHealth 

A8 CSRF SIEMENS InfoBase and eHealth 

A9 Using Components with 

Known Vulnerabilities 

A10 Unvalidated Redirects and 

Forwards 



Some highlights

• SAML SSO authentication flaw and SAML ERRATA corrige 

 

• Filtered type-1 and type-2 XSS that other scan tools were not able to find 

 

• Shopping for free on several shopping cart web sites (to be published) 

 

• Transfers to SAP and SIEMENS 

• Vulnerability-driven security testing approach applied on Web Apps at SIEMENS 

• Property- and vulnerability-driven approaches applied at SAP: on development of security 

standards and security core mechanisms 
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The SPaCIoS Tool will be available for public 

download end of January 2013 

http://www.spacios.eu 

http://www.spacios.eu/

