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WHO I AM
IT Security and governance consultant

 Risk analysis
 27001 audits
 Risk management
 Security gap analysis

Find me there
Jujusete on IRC (freenode, geeknode, europnet…)
@JujuSete on Twitter
https://fr.linkedin.com/in/juliegommes
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PREVIOUS TALKS, PAPERS AND TRAININGS
Cryptography and jihadism, from software to hardware
Hackfest – Quebec, november 16
DeepSec & Bsides – Vienna, november 16
How NGOs can encrypt their communication - Ritimo - Paris, Sept. 15
Social networks, practices and issues for NGOs - Ritimo - Paris, may 15
Free softwares, alternatives to Skype, google, Dropbox and others - Ritimo - Paris, may 15
Information Security for journalists
HITBSecConf – Amsterdam, may 14 / DefCamp – Bucarest, oct. 14 /
MRMCD – Darmstadt, sept. 14 / PSES – Paris, june 14 / NDH (Workshop) – Paris, june 14
Free software and (h)activism - Ritimo – feb. 2014
Social engineering for journalists - NDH – Paris, june 13 / Ubuntu Party – Paris, may 13
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CONTENT
Aims of this talk
Disclaimer

Somewhere, there is a computer
What the hell your computer is doing without your permission ?
Where are your datas going ?
Your computer ? A botnet ?
Good practices for tomorrow
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AIMS OF THIS TALK
I want young (o not so young) gamers to know how to check whether their computer is compromised using user friendly tools
I want them to be aware that best approaches to security exist

… And also i want to play with my own games
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DISCLAIMER
In France, the « illegal » downloadingof a game protected by copiright canexpose yourself to criminal sanctions.
Sentence can be up to 3 years and 300,000 euros for penalty.
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SOMEWHERE, A COMPUTER
One day, I found this computer in myliving room.
It was soooooo many games cracked, downloaded via peer to peer conections

But this computer, not mine, was on MY network !!!
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WHAT THE HELL YOUR COMPUTER ISDOING WITHOUT YOUR PERMISSION ?
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BEFORE PLAYING
First step, istall wireshark
…
(yes, from offical website)

Then, stop applications that launch when your computer is starting.
…
(yes, all of them)

And restart your computer
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LAUNCH WIRESHARK
Why wireshark ?
No need to use CLI,
User friendly for windows users
What is wireshark ?
Network packet analyzer
Why do you need to use it ?
This app will try to capture network packetsand display thak packets as detailled as possible.
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START WIRESHARK
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AFTER 13 MINUTES, 3463 CONNECTIONS
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HOW TO USE THAT ?
Let’s play with all those IP adresses you just discovered befor to play with the informations…

If you’re not travelling, your datas could be good guides.
If you’re not using command line, you can connect to https://www.whois.net/ and tryto figure out where those IP adresses come from.

Ready for a world trip ?
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WHERE ARE YOUR DATAS GOING ?
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WELCOME TO THE WORLD!
 83.23.44.147 Poland
 188.27.116.117 Romania, Bucharest DC (port 21228)
 176.226.129.185  IntersvyazJSC Network Operation Center, Russia (port 6881)
 92.45.227.153 Ankara, Turquie (port 14659)
 90.215.255.255 London (port 14659)
 180.220.246.102 Japan
 85.253.105.245 Estonia (port 14659) 
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118.44.87.127    WELCOME TO KOREA!

3/18/2016 OWASP BENELUX 2016 16



149.154.224.15OUR FAVORITE NEIGHBOUR!
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MY COMPUTER ? A BOTNET ?
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LET’S CHECK AT THE PROCESSES
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MOZY HOME EUROP
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VCDDAEMON.EXE

Some malware appear as VCDDaemon.exe, including those found in the C:\windows or C:\windows\system32.
Check the VCDDaemon.exe process on your PC.
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LET’S SCAN PORTS
If you use CLI, do that with Nmap, if not, you can find lots of ports scanners online.

Port Service Comment

79 finger
Finger is not dangerous but leave it in 
listening without really need is a mistake. 
finger gives too much information about 
the system users

119 nntp

Vulnerability has been identified in 
several versions of Windows; which could 
be exploited by an attacker. The problem 
is due to an error in the Network News 
Transfer Protocol that does not properly 
handling certain malicious requests

135 Epmap Port used by BLASTER virus - vidéo

1214/
4662/
4663

Kazaa
&

eDokey

Port used by Peer-to-Peer applications for 
the exchange of files. Unfortunately, their 
use in a network can lead to security 
problems and unnecessarily consume 
bandwidth

3127 CTX 
Bridge

Used by lots of viruses : MyDoom, 
Novarg…

Port Service comment
21 FTP Open, no password…

137/139 Netbios-ns/ssn
Can’t close because of 
printer, network, etc. 
but can be used for an 
attack
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GOOD PRACTICES FOR TOMORROW
( K I L L  T H I S C O M P U T E R  W I T H F I R E ! ! ! )
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RE-INSTALL ALL(BUT NOT THE CRACKED GAMES)… EVEN BY DEFAULT
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VIRTUALIZATION ?
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KEEP AN EYEON YOUR RUNNING PROCESSES
But it’s not enought…
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USING TWO DIFFERENT OS?
DUAL BOOT, like one for gaming (Windows) and an other for doingeverithing else (Ubuntu ?)
There also vwill be a problem if the 2 different OS are sharing the samedisk or part of disk, you have to separate the two universes
Problem of resources can be the same as virtualizing
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AND WHAT ABOUT A DEDICATED MACHINE ?
Not connected to local network
Not connected to internet

The problem is gamers sometimesneed to play online
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CREATING A PROCESS An old computer connected to Internet
An updated antivirus
A virtual machine
Wireshark on your VM
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THANK YOU !                                  QUESTIONS ?
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