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Bad news of a security incident are out !!




Your company is on the headlines of a ‘
major newspaper today..




How today’s data breaches are communicated
and posted online




hittp: Swww ABC. gov it dumped 100000+ user accounts, passwords emails
bi [ 23hi

10 hours agovia Web
Favonta 3 Habwsat & Haph

@ CyberHactivists
TARGET: http:/fwww ABC.it (162.1.152.3)
METHOD: SQL Injection

DATABASE: TED

#ghdministration (panel http/fwww ABC pov.it/index.php) table: ghc_admin_users

USERNAME PASSWORD

Marco_admin abg5jkljichkmnliSdhahagratiosnlm
Matteo_admin hfk759079uS ujjf 797 Bi &.05ioijpiddr
Abc_admin kjijdcmrngfirjnfrikvadc7898cdfd7900

#users [12B590) table: gbe_users
USERMAME PASSWORD  MAIL

Prossil23 343dferd878  porossi@abc.oov.it

Ghianchils JohhkETE7S Eim'a nni.bianchil@abc.gwit

Twitter
— Notice

Data
- Leaked
Online




How to respond to data breach security
incidents?
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What to do next (e.g. which post incident
activities) ?







T
Threat Agents Motives and Attacks

Threat Severity

Threats: Basic Intrusions and
Viruses

Motives: Testing and Probing
Systems and Data
Communications

Attacks: Exploiting Absence of
Security Controls, Sniffing Data
Traffic, Defacing

Threats: Script Kiddies, Viruses,
Worms

Motives: Notoriety and Fame,
Profit from renting Botnet for
spamming

Attacks: DoS, Buffer Overflow
Exploits, Spamming, Sniffing
Network Traffic, Phishing
emails with viruses

Threats: Fraudsters,
Malware, Trojans

Motives: Identity Theft,
Online and Credit/Debit
Card Fraud

Attacks: SQLi, Sniffing
Wireless Traffic, Session
Hijacking, Phishing,
Vishing, Drive by Download

Threats: Hacktivists,
Cyber crime, Cyber
Espionage,
Fraudsters, Malware

Motives: Political,
Stealing Company
Secrets and Clients
Confidential and
Credit Card
Information for Fraud

Attacks: DDoS,
Defacing, Account
Take Over/Session
Hijacking, SQLi,
Spear Phishing, APT,
RAT

WHAT
NEXT ?
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Threat- Risk Assessments for Web
Applications

Analyze the risk of web application vulnerabilities

Threat Attack Security Secur! Technical Business
Agents Vectors Weaknesses Contr Impacts Impacts

Identify countermeasures that can mitigate the risks

Attacker may ba
able to read other

users messages

! !

Usar may not have Data validation may Authorization may fail, Browsar cache may
logged off on a shared fail, allawing SQL allewing cantain cantents of
computer injaction unauthorizaed access message

Y + +
Implament andi-
caching HTTP If risk is high, usa S5L

Implamant data Implement
walidation autharization checks

neadars
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Making the Business Cases for Application
Security Investments

Legal-Compliance
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Security Testing Applications for Vulnerabilities

Manual
Penetration
Testing

Manual
Code
Review

>
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Online 1D:[F*+¥5333 | 2) ?—?ffl/isl -
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Automated
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Scanning
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Static Code
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Devising a Strategic Plan for Application Security

Moving From Tactical-Reactive App Security
Incident Response, Pen testing, Vulnerability Catch and Patch

Professionsd
Pen Testing

for Web Applications

To Strategic-Proactive App Security
Maturity models, Security In The SDLC, Vuln. Metrics
_ S ————— .

SAMM Overview




How the OWASP Appsec Guide for CISOs can
Help?

OWASP e




OWASP Appsec Guide for CISOs

1. Criteria for Application Security Investments
1. Legal and Compliance Criteria
2. Risk Management Criteria
2. Selection of Application Security Measures
1. Vulnerabilities with the Most Business Impact
2. Target Threats with Countermeasures
3. Mitigate the Risks of New Technologies
3. Selection of Application Security Processes
1. Addressing CISO Role & Responsibilities
2. Targeting Software Security Activities and S-SDLC Processes
3. How to choose the right projects and tools from OWASP

4. Metrics for managing application security governance, compliance
and risks

1. Application Security Process Metrics
2. Application Security Risk Metrics
3. Security in SDLC Issue Management Metrics




The OWASP Application Security Guide For
CISOs Four Step Project Plan

STEP 2: Enroll CISOs
to participate to a
CISO survey

STEP 1: Present

OWASP Application
Security GUIDE Draft
to IS Community survey
| W

STEP 4: Tailor the =
guide to the results
| of the survey and
Y final release status
e\

STEP 4: Presen
fi n a I re I ea Se Q(mWVéA%lgion Security Project

STEP 3: Gather
and analyze the
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Appendix: Business Cases Cheat Sheet-Data
Breach Incidents 2011-2012 Statistics

1.
2.
3.

Threats Agents: Majority are hacking and malware
Targets: 54% of incidents target web applications

Likelihood: 90% of organizations had at least one data
breach over the period of 12 months

. Attacks-Vulnerabilities: SQL injection reigning as the top

attack technique, 51% of all vulnerabilities are XSS

. Data Breach Impact: Majority are data lost are user’s

credentials, emails and personal identifiable information

. Business Breach Impact: The average cost of a data

record breached is estimated as $ 222 per record

. Incident Response: Majority of incidents is discovered after

weeks/months from the time of initial data compromise

OSF, DataLossDb.org

Ponemon Institute and Symantec, Research March 2012

Verizon’s Investigative data Bre thrt2012
IBM X-Force 2012 Mid Year Trend & Risk Report




Appendix: Mapping CISO’s Responsibilities

CISO RESPONABILITY DOMAIN CURRENT OWASP PROJECTS OWASP CISO GUIDE
Development Guide - Policy Frameworks
. - o CLASP - Identify Global Security Policy
Develop and implement policies, standards and guidelines for Standards & Policies SAMM - Policy & Compliance, X

application security Code Review- Code Reviews and Compliance,

Cloud-10 Regulatory Compliance
Develop implement and manage application security Governance SAMM - Governance
governance processes x
Development Guide -All
Code Review Guide- All,
Secure Code Practices Guide-All,

Develop and implement software security development and . . . Testing Guide-All,
security testing processes el ATEIEEG [P eeses CLASP-AII, x
SAMM-AI,

Security Tools for Developers-All
Application Security Standards-All

Risk Strategy SAMM - Strategy & Metrics

Develop, articulate and implement risk management strategy
for applications

Application Security Verification Standard-All,

Work with executive management, business managers and CLASP-Document Security-Relevant Requirements,
internal audit and legal counsel to define application security  Audit & Compliance SAMM-Security requirements, “
requirements that can be verified and audited. Testing Guide-Security Requirements Test

Derivation,

Legal-Secure Software Contract Annex

Measure and monitor security and risks of web application . . o Application Security Metrics Project,
assets within the organziation R St B i CLASP-Define and monitor metrics “

OWASP Top Ten Risks,

Testing Guide-Threat Risk Modeling “
Define, identify and assess the inherent security of critical web Risk Analysis & Management Development Guide-Threat Risk Modeling,
application assets, assess the threats, vulnerabilities, business Code Review Guide-Application Threat Modeling
impacts and recommend countermeasures/corrective actions Testing Guide-Threat Risk Modeling

Legal project “
Assess procurement of new web application processes, Procurement Tools project
services, technologies and testing tools Contract Annex

Education Project

Security Training Training Modules/Conference Videos x

Oversees the training on application securuty for information Application Security FAQ
security and web application development teams CLASP-Institute security awareness program “
rDeec\clillgrP;; articulate and implement continuity planning/disaster gliJss;r;?;rs RCeoCr:)t\llr;l:;lty/ Cloud- Business Continuity and Resiliency
Investigate and analyze suspected security breaches and Incident Response .NET Incident Response, “

recommend corrective actions CLASP-Manage Security Issue Disclosure Process




