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Request with insufficient privileges
Invalid data type or length/range
Incorrect credentials

Malicious XML or SQL

Using the API to fast
Using the API too frequently




Increase logging
Alert administrator
Proxy request
Change user's status
User notification
Timing change
Function amended
Function disabled
Log out

Lock account

API disabled

Groups of users
Thresholds
Time periods




Define thresholds and maintain a record for each API user

Naughty event 1
Naughty event 2
Naughty event 3
Naughty event 4
Naughty event 5
Naughty event 6

Total naughtiness
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Binary




if ( accno.length > 10 )
{

api_errors.add ( "The account number entered is too long." )
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