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SecRule ARGS "*(7?i)(?:file|ftps?|https?)://(.*)8" \
"Bhain,\
phase:request,\
rev:'3',\
ver:'OWASP_CRS/3.8.8',\
maturity:'9',\
accuracy:'9',\
t:none, \
capture, \
ctl:auditLogParts=+E,\
block,\
msg: 'Possible Remote File Inclusion (RFI) Attack: Off-Domain Reference/Link',\
logdata: 'Matched Data: %{TX.8} found within %{MATCHED_VAR_NAME}: %{MATCHED_VAR}',\
1d:931138,\
severity: 'CRITICAL',\
tag:'application-multi',\
tag:'language-multi',\
tag:'platform-multi',\
tag:'attack-rfi',\
tag: 'OWASP_CRS/WEB_ATTACK/RFI',\
tag: 'paranoia-level/2'"

SecRule TX:1 "!@beginsWith %{request_headers.host}" \
"setvar:'tx.msg=%{rule.msgl}',\
setvar:tx.rfi_score=+%{tx.critical_anomaly_score},\
setvar:tx.anomaly_score=+%{tx.critical_anomaly_scorel},\
setvar:tx.%{rule.id}-0OWASP_CRS/WEB_ATTACK/RFI-%{matched_var_name}=%{tx.1}"
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- define:
name: max_body_size
type: int
value: 32k

- define:

name: restricted _extensions
type: [string]

value:
_ nasan
— Ilasaxli
_ ;;;dn
_ nxsxn
transformation:
_ "-95{$1}"
— define:

- name: unix_shell_data
- type: [string]
- load: "unix-shell.data"
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- define:
name:

type:
value:

- define:
name:
type:
value:

max_body_size
int
32k

restricted_extensions
[string]

Ilasall
"asax"
lesdll
lesxll

transformation:

— define:

".95{$1}”

- name: unix_shell_data
- type: [string]
- load: "unix-shell.data"
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— define:
comment: extract the request extension, first chain from 912150
name: request_basename_extension
type: string
extract:
variable: REQUEST_BASENAME
pattern: /(\.[a-z0-9]1{1,10})7%/
value: $1
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- condition:
- comment: check if the extension of the request is in the list of restricted extensions
variables:
- request_basename_extension
transformations:
- lowercase

operator: in
parameter: restricted_extensions

- condition:
- variables:
- ARGS
— REQUEST_HEADERS
operator: rx
parameter: /script>/
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- actions:
- disable-rule: 12345
- remove-variable-from-rule:
variable: ARGS:password
rules: 1-9999999
- actions:
- block

- actions:
- block:
comment: do we really need to be this specific here?
reason: Content-Length header is required.
code: 411
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- rule:
id: 999999
meta:
phase: request # not sure if we need this
message: "Possible Foo attacks"
paranoia-level: 1
severity: CRITICAL # also be used to determine anomaly value
version: 1
-7 aac
tags:
- "application-multi"
conditions:
- variable:
— ARGS
transformations:
- removeSpaces
operator: rx
paramater: /some crazy regex/
actions:
- block
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