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OWASP

« OWASP Proactive Controls - Implement Identity and
Authentication Controls

« OWASP ASVS - V2 Authentication, V3 Session Management
« OWASP Testing Guide: Identity, Authentication

* OWASP Cheat Sheet: Authentication

* OWASP Cheat Sheet: Credential Stuffing

« OWASP Cheat Sheet: Forgot Password

* OWASP Cheat Sheet: Session Management

« OWASP Automated Threats Handbook
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* NIST 800-63b 5.1.1 Memorized Secrets

« CWE-287: Improper Authentication
« CWE-384: Session Fixation



https://www.owasp.org/index.php/Credential_stuffing
https://github.com/danielmiessler/SecLists
https://www.owasp.org/index.php/Credential_stuffing
https://www.owasp.org/index.php/OWASP_Proactive_Controls#5:_Implement_Identity_and_Authentication_Controls
http:// Authentication
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project#tab=Home
https://www.owasp.org/index.php/Testing_Identity_Management
https://www.owasp.org/index.php/Testing_for_authentication
https://www.owasp.org/index.php/Authentication_Cheat_Sheet
https://www.owasp.org/index.php/Credential_Stuffing_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Session_Management_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Automated_Threats_to_Web_Applications
https://pages.nist.gov/800-63-3/sp800-63b.html#memsecret
https://cwe.mitre.org/data/definitions/287.html
https://cwe.mitre.org/data/definitions/384.html
https://github.com/danielmiessler/SecLists/tree/master/Passwords
https://pages.nist.gov/800-63-3/sp800-63b.html
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OWASP - OWASP Proactive Controls - Protect Data

* OWASP Application Security Verification Standard (\V7,9,10)
* OWASP Cheat Sheet - Transport Layer Protection

* OWASP Cheat Sheet - User Privacy Protection

* OWASP Cheat Sheet — Password and Cryptographic Storage
* OWASP Security Headers Project; Cheat Sheet: HSTS

* OWASP Testing Guide - Testing for weak cryptography

HhER TR

CWE-220 Exposure of sens. information through data queries
CWE-310: Cryptographic Issues; CWE-326: Weak Encryption
CWE-312: Cleartext Storage of Sensitive Information
CWE-319: Cleartext Transmission of Sensitive Information
CWE-326: Weak Encryption; CWE-327: Broken/Risky Crypto
CWE-359: Exposure of Private Information (Privacy Violation)



https://www.owasp.org/index.php/ASVS_V7_Cryptography
https://www.owasp.org/index.php/ASVS_V9_Data_Protection
https://www.owasp.org/index.php/ASVS_V10_Communications
https://www.owasp.org/index.php/OWASP_Proactive_Controls#7:_Protect_Data
https://www.owasp.org/index.php/ASVS_V7_Cryptography
https://www.owasp.org/index.php/ASVS_V9_Data_Protection
https://www.owasp.org/index.php/ASVS_V10_Communications
https://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet
https://www.owasp.org/index.php/User_Privacy_Protection_Cheat_Sheet
https://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet
https://www.owasp.org/index.php/User_Privacy_Protection_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Cryptographic_Storage_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Secure_Headers_Project
https://www.owasp.org/index.php/HTTP_Strict_Transport_Security_Cheat_Sheet
https://www.owasp.org/index.php/Testing_for_weak_Cryptography
https://cwe.mitre.org/data/definitions/202.html
http://cwe.mitre.org/data/definitions/310.html
http://cwe.mitre.org/data/definitions/326.html
http://cwe.mitre.org/data/definitions/312.html
http://cwe.mitre.org/data/definitions/319.html
http://cwe.mitre.org/data/definitions/326.html
https://cwe.mitre.org/data/definitions/359.html
https://www.owasp.org/index.php/HTTP_Strict_Transport_Security_Cheat_Sheet
https://www.cryptolux.org/index.php/Argon2
http://en.wikipedia.org/wiki/Scrypt
http://en.wikipedia.org/wiki/Bcrypt
http://en.wikipedia.org/wiki/PBKDF2
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<IENTITY xxe SYSTEM "https://192.168.1.1/private" >]>
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AT By IR ?
FF RN GBS R AR D XXESR A G oede,  Bhah, BIEXXE

B I 7 2

o RATHEAE A Rl S BEA% 30 (f: JSOND |, 388 G i BUR B 3k
TR

o JHB S B N A AR B E R R G A 0T XMLAR FE 3%
E}gi W, A RIS, K SOAP T B 2 1. 2 A B 7

« 2% ( OWASP Cheat Sheet ‘XXE Prevention' ) , fENHATET
B BT XMLIRHT 28 T 22 FIXMLANE S2AR ATDTDEFE o

o FEARSS 28U SRR C “EA4 7 ) MNISAE. SRS,
DU IEEXMLSCRYS . bRl s b B A s

o IGIEXMLERXSLIC A AL T BE 2 751 F XS D& IF B HAth 28 BU8IE
J7 R AL XML

o RUEHEVFZ ST, FaRigEdR LM, SN AREFT
AR P, HAZSAST T H AT AR MEARRS F FIXXE TR o

WER TV selix seai), & AR RIS ERET . APIZ 4/ K
iﬁxww&ﬁﬁﬁ?%k% C WAF ) RG] MR I XXEX

SEGR

OWASP

* OWASP Application Security Verification Standard
* OWASP Testing Guide - Testing for XML Injection
* OWASP XXE Vulnerability

* OWASP Cheat Sheet: XXE Prevention

* OWASP Cheat Sheet: XML Security

HhER TR

* CWE-611 Improper Restriction of XXE

« Billion Laughs Attack

* SAML Security XML External Entity Attack

» Detecting and exploiting XXE in SAML Interfaces



https://en.wikipedia.org/wiki/Document_type_definition
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project#tab=Home
https://www.owasp.org/index.php/Testing_for_XML_Injection_(OTG-INPVAL-008)
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Processing
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/XML_Security_Cheat_Sheet
https://cwe.mitre.org/data/definitions/611.html
https://en.wikipedia.org/wiki/Billion_laughs_attack
https://secretsofappsecurity.blogspot.tw/2017/01/saml-security-xml-external-entity-attack.html
https://web-in-security.blogspot.tw/2014/11/detecting-and-exploiting-xxe-in-saml.html
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Source_Code_Analysis_Tools
https://www.owasp.org/index.php/Source_Code_Analysis_Tools
https://www.owasp.org/index.php/Category:Vulnerability_Scanning_Tools
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OWASP

* OWASP Proactive Controls - Access Controls

« OWASP Application Security Verification Standard - V4 Access
Control

* OWASP Testing Guide : Authorization Testing
* OWASP Cheat Sheet : Access Control
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* CWE-22: Improper Limitation of a Pathname to a Restricted
Directory ('Path Traversal')

« CWE-284: Improper Access Control (Authorization)

* CWE-285: Improper Authorization

*» CWE-639: Authorization Bypass Through User-Controlled Key

* PortSwigger: Exploiting CORS Misconfiguration



https://www.owasp.org/index.php/OWASP_Proactive_Controls#6:_Implement_Access_Controls
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project#tab=Home
https://www.owasp.org/index.php/Testing_for_Authorization
https://www.owasp.org/index.php/Access_Control_Cheat_Sheet
https://cwe.mitre.org/data/definitions/22.html
https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/285.html
https://cwe.mitre.org/data/definitions/639.html
https://portswigger.net/blog/exploiting-cors-misconfigurations-for-bitcoins-and-bounties
https://www.owasp.org/index.php/Source_Code_Analysis_Tools
https://www.owasp.org/index.php/Category:Vulnerability_Scanning_Tools
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OWASP

« OWASP Testing Guide: Configuration Management
¢ OWASP Testing Guide: Testing for Error Codes

N T HEVER T ARZAUR ARG S, WS W IR Y % 250
#adE V19 Configuration .

ShERBERE

NIST Guide to General Server Hardening
CWE-2: Environmental Security Flaws
CWE-16: Configuration

CWE-388: Error Handling

CIS Security Configuration Guides/Benchmarks
Amazon S3 Bucket Discovery and Enumeration



https://www.owasp.org/index.php/Testing_for_configuration_management
https://www.owasp.org/index.php/Testing_for_Error_Code_(OWASP-IG-006)
https://www.owasp.org/index.php/ASVS_V19_Configuration
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-123.pdf
https://cwe.mitre.org/data/definitions/2.html
https://cwe.mitre.org/data/definitions/16.html
https://cwe.mitre.org/data/definitions/388.html
http://benchmarks.cisecurity.org/downloads/benchmarks/
https://blog.websecurify.com/2017/10/aws-s3-bucket-discovery.html
https://www.owasp.org/index.php/OWASP_Secure_Headers_Project
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5 React JS. [ iR F MMESRIXSSIRAF R IR, FEid 24 Hb b
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9T A s R I AOXSSIRIR, BT IMNE R IEHTML
R LR CBFE: 4R, JEtE. JavaScript. CSSEURL )
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Y AKEEN: (OWASP Cheat Sheet ‘XSS Prevention’)
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OWASP

* OWASP Proactive Controls - Encode Data

* OWASP Proactive Controls - Validate Data

* OWASP Application Security Verification Standard - V5
* OWASP Testing Guide: Testing for Reflected XSS
* OWASP Testing Guide: Testing for Stored XSS

* OWASP Testing Guide: Testing for DOM XSS

* OWASP Cheat Sheet: XSS Prevention

* OWASP Cheat Sheet: DOM based XSS Prevention
* OWASP Cheat Sheet: XSS Filter Evasion

* OWASP Java Encoder Project

HhER Bk
« CWE-79: Improper neutralization of user supplied input
« PortSwigger: Client-side template injection



https://www.owasp.org/index.php/OWASP_Proactive_Controls#tab=OWASP_Proactive_Controls_2016
https://www.owasp.org/index.php/OWASP_Proactive_Controls#tab=OWASP_Proactive_Controls_2016
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project
https://www.owasp.org/index.php/Testing_for_Reflected_Cross_site_scripting_(OTG-INPVAL-001)
https://www.owasp.org/index.php/Testing_for_Stored_Cross_site_scripting_(OTG-INPVAL-002)
https://www.owasp.org/index.php/Testing_for_DOM-based_Cross_site_scripting_(OTG-CLIENT-001)
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/DOM_based_XSS_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Java_Encoder_Project
https://cwe.mitre.org/data/definitions/79.html
https://portswigger.net/knowledgebase/issues/details/00200308_clientsidetemplateinjection
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/DOM_based_XSS_Prevention_Cheat_Sheet
https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
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OWASP
* OWASP Cheat Sheet: Deserialization
OWASP Proactive Controls: Validate All Inputs
*« OWASP Application Security Verification Standard

¢ OWASP AppSecEU 2016: Surviving the Java Deserialization
Apocalypse
« OWASP AppSecUSA2017: Friday the 13th JSON Attacks

AN i
¢ CWE-502: Deserialization of Untrusted Data

« Java UnmarshallerSecurity
¢ OWASP AppSecCali 2015: Marshalling Pickles



https://www.owasp.org/index.php/Deserialization_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Proactive_Controls#4:_Validate_All_Inputs
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project#tab=Home
https://www.slideshare.net/cschneider4711/surviving-the-java-deserialization-apocalypse-owasp-appseceu-2016
https://speakerdeck.com/pwntester/friday-the-13th-json-attacks
https://cwe.mitre.org/data/definitions/502.html
https://github.com/mbechler/marshalsec
http://frohoff.github.io/appseccali-marshalling-pickles/
https://owasp.blogspot.com/2017/08/owasp-top-10-2017-project-update.html
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OWASP

* OWASP Application Security Verification Standard: V1
Architecture, design and threat modelling

* OWASP Dependency Check (for Java and .NET libraries)

* OWASP Testing Guide: Map Application Architecture (OTG-
INFO-010)
* OWASP Virtual Patching Best Practices

HhER TR

» The Unfortunate Reality of Insecure Libraries

* MITRE Common Vulnerabilities and Exposures (CVE) search
» National Vulnerability Database (NVD)

« Retire.js for detecting known vulnerable JavaScript libraries

* Node Libraries Security Advisories

« Ruby Libraries Security Advisory Database and Tools



https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-5638
https://en.wikipedia.org/wiki/Internet_of_things
https://en.wikipedia.org/wiki/Heartbleed
https://www.shodan.io/report/89bnfUyJ
https://www.owasp.org/index.php/ASVS_V1_Architecture
https://www.owasp.org/index.php/OWASP_Dependency_Check
https://www.owasp.org/index.php/Map_Application_Architecture_(OTG-INFO-010)
https://www.owasp.org/index.php/Virtual_Patching_Best_Practices
https://www.aspectsecurity.com/research-presentations/the-unfortunate-reality-of-insecure-libraries
https://www.cvedetails.com/version-search.php
https://nvd.nist.gov/
https://github.com/retirejs/retire.js/
https://nodesecurity.io/advisories
https://rubysec.com/
http://www.mojohaus.org/versions-maven-plugin/
https://www.owasp.org/index.php/OWASP_Dependency_Check
https://github.com/retirejs/retire.js/
https://cve.mitre.org/
https://nvd.nist.gov/
https://www.owasp.org/index.php/Virtual_Patching_Best_PracticesWhat_is_a_Virtual_Patch.3F
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OWASP

¢  OWASP Proactive Controls: Implement Logging and Intrusion
Detection

¢ OWASP Application Security Verification Standard: V8

Logging and Monitoring

OWASP Testing Guide: Testing for Detailed Error Code

OWASP Cheat Sheet: Logging

HhER Bk
e CWE-223: Omission of Security-relevant Information
e CWE-778: Insufficient Logging
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