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* My night jobs
— Chapter Lead, OWASP Singapore
— President, Cloud Security Alliance Singapore Chapter
— Main Organizer, Singapore Security Meetup Group

— Cloud Security WG Chair, Security and Privacy
Standards Committee, IT Standards Committee,
Singapore

— Member, International Standardisation Council, CSA
— CIS Community Contributor
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Ministry of Home Affairs

— Feeding my 6-mth old baby qgirl at midnight
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* My day jobs
— CTO, Resolvo Systems

— MD, Infotect Security
www.infotectsecurity.com

— CISSP, CISM, CISA, SABSA Chartered
Architect and etc....
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| Customer info is leaked from
/ web portal!
Last line of defence Internet)
missing! Defaced web pages are shown

Weakest link today! | to entire Internet!

Infected web pages are
infecting your visitors!

/ DMZ | Data Center \

!
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Protection!
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You cannot hide when your website leaks information or is defaced, but you
can hide when your PC leaks information or is infected.

It is a public relations disaster when your website infects your visitors, while
the public won't know even if all your PCs are infected.

IT staff are more likely to be fired for embarrassing business management
because of defaced/infected/leaking websites, instead of infected or leaking
endpoints.

Data privacy regulations also forbid you to leak your customer information
from your website. You can be fined millions for leaking information from your
website.

Data leakage from cloud, not data leakage into cloud, is one of the Top 3
obstacles blocking widespread cloud adoption.



,—-\ Increased privacy legislations
will drive the need to monitor

OWASP your websites for leakages
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Websites MUST comply with information leakage protection and data
privacy requirements in the following regulations:

EU Data Protection Directive — Security Safeguards Principle 11

Sarbanes-Oxley Act (2002), HIPAA, GLBA - U.S.

Data Protection Act — UK

Personal Information Protection Act — Japan, Korea

Personal Data Protection Act — Malaysia, China, Taiwan, Singapore

Information Technology Act — India

Privacy Act — Australia, New Zealand

Personal Data Ordinance — Hong Kong




Singapore Personal Data

Protection Act passed on15 Oct
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Home »

SINGAPORE NEWS

Parliament passes Data Protection Bill

SINGAPORE: More safeguards for private information are in place, now
that Singapore has passed a new consumer protection law,

The Data Protection Bill was passed in Parliament on Monday, after a
lengthy debate where 14 Members of Parliament took to the stand.

Organisations have 18 months to adjust to the new Personal Data
Protection Act, starting January 2013 before rules come into force.

A Personal Data Protection Commission will be set up to enforce and
oversee matters relating to the new Act,

It can impose fines of up to S$1 million for every data protection offence,
and penalties of up to S$10,000 for every unsolicited marketing call or
message to a number in the "Do Mot Call" registry.

The Commission will also focus on educating consumers and businesses
on the Act when it comes into play, and devise compliance guidelines to
help organisations understand the law's requirements.
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Related News

¢ Bill introduced to protect
personal data
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Power to give directions

31.—(1) The Commission may, if it is satisfied that an
organisation is not complying with any provision in PartIII to
Part VI, give the organisation such directions as the Commission
thinks fit in the circumstances to ensure compliance with that
provision.

(2) Without prejudice to the generality of subsection (1), the
Commission may, if it thinks fit in the circumstances to ensure
compliance with this Act, direct the organisation —

1) to stop collecting, using or disclosing personal data in

Companies can be  contravention of this Act;
fined up to S$1m. 1) 1o destroy personal data collected in contravention of this

Act; and

\\\\\\\\(c'} to comply with any other direction of the Commission
under qectmn 302y;and

(d} JZI pay a financial penalty of such amount not e'{c&edmg*g
$1 Imllmn as the Commission thinks fit.

(3) Suhqectmn (7'}(.:!} shall not apply in relation to an}r f:ulure to
comply with a provision of this Act the breach of which is an
offence under this Act.

For companies, up to S$1m financial
penalty for breaching the Singapore
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Most, if not all, Web Application Firewalls (WAFs) and IPS cannot detect
sensitive information leakage in binary documents, e.g. PDF files.

Most, if not all, Web Application Firewalls (WAFs) and IPS cannot detect
whether your web pages are defaced.

Most, if not all, Web Application Firewalls (WAFs) and IPS cannot detect
whether your web pages are infected with malicious content.

No one has deployed endpoint-focused DLP solutions in front of their web and
cloud portals.

Endpoint-focused DLP solutions can severely impact the performance of
your web and cloud portals.

Endpoint-focused DLP solutions cannot detect defaced or infected web
pages or insecure server configuration.
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Industry
(2005-2008)

MIernment ’%656
mucation 146
malthcare

# U.S. Records Lost

Ind UStI'y # U.S. Records Lost

from Web Servers
(2009-2012)

[168.280,885
[92,523,918
[13.611,652

from Web Servers

[529.034

'vernment

Financial 114,745 Financial 3,406,956
Manufacturing |[ 46,000 Healthcare 807,076
Retail 22,735 Education 2,099,219
Real Estate 13,000 Non-profit 109,314
Security 5,878 TOTAL 280,839,020
Utilities 3,000 f
Internet 2,750
Legal 030 Increase by 78x
Logistics 465 (7800%)!!!
TOTAL 3,596,639

Source: https://www.privacyrights.org/data-breach/new



4 common causes of

information leakages from
.3 OWASP web servers / cloud
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Infected web se : | T1AL
out.
All OWASP Top 10 risks can result in
~. loss of sensitive information
from your web app!

AN necessary being

Malfunctioned o configured web servers can display too much information.

Sensitive Information left on web servers

Backup copies of source codes, SQL files, CSV files containing customer
records can be left on web servers.
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spread malware

Breakdow n of Malicious Websites

B Compromised Legitimate
Websites

B Hacker-owned Websites

Source: Websense 2013 Threat Report
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the most popularway to
spread malware
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News

Sex sites out, IT sites in for cybercrooks planting
malware

Shift gives attackers better chance at getting into enterprise networks, according to
Websense

By Ellen Messmer, Network World

'I;j IE] Print @ + Briefcase

It's long been a tactic by cybercriminals to load up compromised websites
with malware-laden links to snare victims, but instead of it being the sex sites as of old, the
favored type of website now is for information technology, according to analysis in the
Websense threat repart out today.

According to analysis based on its ThreatSeeker technology and other means, 85% of
malicious VWeb links last year were found on legitimate hosts that had been compromised,
up from 82% the year before. Cybercriminals are finding the wvalue in infiltrating computers
aof enterprises by subverting anything remotely related to infarmation technology, fram
vendor websites to content like blogs and news, says Chris Astacio, research manager at
Websense.

[ RELATED: :coclaunches porn search engine

MORE: How joining Google Gmail with encryption system helps high-tech firm to meet
government security rules |
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Types of malware attacks in 2012

Sophos Secunty Threat Report 2013

20%

M Direct from malicious sites
M Redirects from legitimate sites
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Cisco Annual Security Report 2013

Top Web Malw are Types

B Malscriptliframe
B Others
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Cisco Annual Security Report 2013

Business websites spread more malware than porn sites, Cisco
54Vs

This year's Security Repoart from Cisco disproves the "outdated" notion that mainstream
websites are safer to browse than those with nefarious purposes.

By Open Source Community on Thu, 01/31/13 - 2:22pm.
I .
ﬂ;':l |2]F-‘r|r|t @ + Briefcase

Malware is mare likely to come from advertisements on seemingly legitimate sites than on
those previously thought to be mare dangerous, such as adult content sites ar those
offering illegal pharmaceuticals, Cisco said in its recently released Annual Security Repart
[FOF].

"Web malware encounters occur everywhere peaple visit an the Internet - including the
mast legitimate of websites that they visit frequently, even for business purposes " Mary
Landesman, Seniar Security FKesearcher with Cisco, said in the repart. "Indeed, business
and industry sites are one of the top three categories visited when a malware encaounter
accurred. Of course, this isn't the result of business sites that are designed to be
malicious.”
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No one, among the audience, knows what new hacker attac
techniques, behaviour, pattern will come to light by this evening.

Since we do not know what new hacker tricks will be, why focus our
efforts on the unknown?

For decades, we had been chasing after hackers by focusing on on
their attack methods, but to date, we are still not winning the war
with this reactive approach.

A definition of Insanity: Expecting different results by repeating the
same things over and over again.

A better and smarter approach — DATA-CENTRIC SECURITY

A good example is the use of encryption. In encryption, we focus on
protecting valuable data, instead of worrying about hacker attack
signature, behaviour, pattern, reputation and so on.

Alas! Encryption is not effective when it comes to web applications
or cloud services. Ask yourself: Do you see a encrypted bank
statement from your Internet banking portal even though the data is
stored encrypted?



Qutbound security prevents

hackers from succeeding
‘A OWASP regardless of their means.
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A new and
more effective
way to
defeat the hackers!
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n Output Encoding

- Effective against XSS.
- Available from OWASP ESAPI: ESAPI.encoder().encodeforXXX()
Codecs:
HTML Entity Encoding
Yalidate: Percent Encoding
getValidDate() JavaScript Encoding
getvalidCreditCard() L [ Decoding VBScript Encoding
getValidSafeHTML() > g CSS Encoding
getValidInput() \ / Engine MySQL Encoding
getValidNumber() Oracle Encoding
getValidFileName() LDAPEncoding
getValidRedirect()
safeReadLine()
Validation
Engine
Any Encoding 1 ( Any Interpreter
User Controller ¥ Business Data Layer Backend
E. Functions —>

’ Presentation
N Layer
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n Strong Authentication & Proper Session Management
- 2FA. Have you enabled 2FA for your Gmail?
- OWASP ESAPI: Authenticator interface

¥ Secure, Indirect Object References
- OWASP ESAPI: RandomAccessReferenceMap interface

. -‘; jE—— -g

Use efErence

&=

http:f fappHMile=7Td4d3193
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n Configuration Hardening

- Use of CIS hardening benchmark guides for OS and web application platform

n Encryption
- Useful for database storage and as part of multi-layered defence.

Restrict URL access
- OWASP ESAPI: isAuthorizedXXXX and assertAuthorized XXXX methods

3 Validate Redirects / Forwards
- OWASP ESAPI: HTTPUtils.sendRedirect method
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outbound risks:
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n Content Security Policy

- Whitelist authorized sources of images, scripts, videos and etc...

n Validate inputs

- To minimize risks from injections.

m Inspect outbound traffic

- Useful as the last safety net, especially when hackers change their attack

means.
- Helps to identify sensitive data leakage, display of defaced pages and
transmission of compromised infectious pages
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The following slides contain

graphic examples which may

cause sleepless nights to IT
management
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17 websites of People Association, Singapore

Singapore's statutory body
confirms Web site hack

Summary: [UPDATE] People's Association, which promotes racial and social cohesion in the
country, admits h * wcauniry’s first security breach on

Singapore statutory board, People's Association (PA), has confirmed
hackers penetrated its main Web site, and other subsidiary sites,
over the weekend.
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Military Websites

New hacking group hits government
- websites, leaks stolen data

Fosted on 04 May 2012

....belonging to the European Space Agency,
the French Ministry of Defense, the US Air Force,
the Thai Royal Navy, the Bahrain Ministry of Defence and
NASA'’s Glenn Research Center...
...posted screenshots and information pilfered from the websites
and databases, including administrative usernames and passwords.

If the accompanying statem be believed, the goal of
the hacks was to make the ow the websites ramp up
their security.

"We're ready to give yau full info an hix \we penetrated threw
[sic] your databases and we're ready to a\this any time sa
just contact us, we will be loaking forward far this," they
concluded.
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Adidas

Adidas pulls down sites hit in 'sophisticated’ hack
Gymwear biz given a right shoeing
By John Leyden - Get more from this author

Posted in Enterprise Security, 7th November 2011 15:44 GMT
Free whitepaper — IBM System Metwarking RackSwitch and IBM System Networking solutions

Adidas has taken somenfit= diccayery of a
"sophisticats

...taken down affected sites,
including adidas.com, reebok.com, miCoach.com,
adidas-group.com and various local eCommerce shops,
in order to protect visitors to our sites...
hackers might have
planted malicious scripts on the targeted website...

W

sophisticatéo—

attack. Our preliminary
investigation has found no
evidence that any consup

data is impacted. Bu & we
continue our tho dh forensic
review, we hp/e taken down
affected sites, including
adidas.com, reebok.com,
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LG Australia
LG Australia's website hacked

Asher Moses

October 24, 2011

ed by Intra

Part of the m

...LG's Australian website was hijacked and defaced
with an elaborate message over the weekend
and as of this (Monday) afternoon it has still not been restored.

"It seems as though your website ha n hacked. How did we
get past your security? . What s
on the site before it was pulled dowy/

The breach has been archived by Zone-H com, which is a
comprehensive database of website takeovers_ It sends out a
daily alert containing dozens of new compromised websites and
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Apple.com hit in latest mass hack attack
Cupertino succumbs to Jedi server trick

By Dan Goodin in San Francisco « Get more from this author
Posted in Enterprise Security, 17th August 2010 22:52 GMT

A hack attack that can expose users fo ms
webpages, at least two of whis*

“A hack attack that can expose users to
malware exploits has infected
more than 1 million webpages, at least two of which
belong to Apple....

The attacks that hit Apple used
highly encoded text strings to
sneak past web-application filters.

The SQL injection
commands tha
sites that fell
pages Apple
links appear \

In all, at least 53
similar fingerprints b
claimed close to 500,000 mdr

“These attacks have been ongoing and are chap JOTIETT,—Sara v
a senior researcher with ScanSafe, a Cisc» =1 service that provides customers with
real-time intelligence about malicig gs. “Interestingly, many of the sites compromised
have been involved in repeated compromises over the past few months. It's not clear

whether these are the work of the same attackers or are competing attacks.”

ary Landesman,

SQL injection attacks succeed because web applications don't properly filter search queries



Scenario 1: Compromised
OWASP Web Servers

The Open Web Application Security Project

5 major Japanese companies
At least 73,000 visitors

Gumblar virus i

_ “...websites of five companies,
websites

including Honda Motor Corp....

The virus sends visitors to the corporate sites
to an alternative site that contains further malware
that allows the virus to propagate

The dreaded Gumblar virus m in the visitors' computers... ”
70,000 visitors to the websites o

that were confirmed altered via the malw

THE ASAHI SHIMBUN

2010/1/6

The websites of East Japan Railway Co., Naganog- -etsu Broadcasting
Co., Kobe-based Radio Kansai and Kobe ¢

altered by hackers using the virus.

nary Morozoff Ltd., were also

The virus sends visitors to the corporate sites to an alternative site that
contains further malware that allows the virus to propagate in the visitors'
computers.

Experts warn that the virus could cause further damage and allow hackers to
steal passwords of other sites managed by infected computers and alter the
programs.
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Large European Insurance Firm j

Website was compromising
visitors/customers

= Reported Attack Page!

This web page at www. life.com.sg has been regOrted as an
attack page and has been blocked based on your security
preferences.

Attack pages try to install programs that steal private information, use your
computer to attack others, or damage your system.

Some attack pages intentionally distribute harmful software, but many are
compromised without the knowledge or permission of their owners.

Get me out of here! j Why was this page blocked?

lgnore this warning
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West Penn Hospital
85 other patient records were shown in online bill payment portal.

f Hqspital Addresses Online Privacy
WP Xi_ciy

“...she was able to view information on 85 other patients.

That information included the patient's name, address, medical procedure and costs....
...blamed the problem on a temporary data translation error

involving a third-party billing partner.”

the privs aOn

pecple realize s Have

DeMarco said she sent two e-mamsom ———ctitences Local Man After 12th DUI

DeMarco then contacted Target Eleven. » Some Notice Mysterious Charge On Bank
Statement

When Earle contacted the hospital, hospital officials began an investigay - Online Comments Lead To Privacy
Complaint

A hospital spokesman blamed the problem on a temporary data tra N error involving a third-party billing partner.

« Target 11 Investigates Crime At Pittsburgh

"We immediately disabled the online bill payment service to cop/gfete a full audit of the system. We are working to GOLLLT

institute additional safeauards and cross-checks with out third" partv senvice to ensure that this issues is completelv
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Citibank, US

360,000 accounts/credit card information was lost

r " Al
Citigroup hack exploited easy-to-detect web flaw » The Register - Mozilla Firefox -
File Edit View History Bookmarks Tools Help
| A Citigroup hack exploited eas... 3 |] [[JANSES | LinkedIn b4 ” .2 Governmentware 2011 b4 ” + | v
mr (S ’ [a A hitp:/iwww theregister.co.uk/2011/06/14/citigroup_website_hack_simple/ - vl [-‘]v IBM x3650M3 Q]
Citigroup hack exploited easy-to-detect web flaw [+l

Brute force attack exposes 200,000 accounts European co.u".c": Creating hacking tools
should be criminal across EU
By Dan Goodin - Get more from this author Citigroup hack exploited easy-to-detect web

Posted in Crime, 14th June 2011 21:25 GMT flaw

= States consider saner "sexting’ penalties for

Hackers who stole bank account details for 200,000 Citigroup customers infiltrated the one

company's system by exploiting a garden-variety security hole in the company's website for
credit card users, according to a report citing an unnamed security investigator.

Men pocket $1.5m in alleged ATM skimming
spree

Child abuse cop slams ICANN

The New York Times reported that the technique allowed the hackers to leapfrog from
account to account on the Citi website by changing the numbers in the URLs that appeared
after customers had entered valid usernames and passwords. The hackers wrote a script

_ ; P _ ‘€3 5CPL sign up, sign up for The Register's weekly IT
that automatically repeated the exercise tens of thousands of times, the NYT said in an security newsletter - click here
article published Monday.

“Think of it as a mansion with a THIS IS GOING TO COST, AND COST BIG

high-tech security system — that the
front door wasn't locked tight,”
reporters Nelson D. Schwartz and
Eric Dashwrote.

N
/The underlying vulnerability, known \

[

as an insecure direct object \
reference, is so common that it's |
included in the Top 10 Risks list /
compiled by the Open Web /

“Application Security Project. It resufs
when developers expose direct
references to confidential account |M| -

W (i FoxyProxy: Default & £ Blocked: 10of 1 B Apache/2.2.16 £i5 212.100.234.54 @
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American Express
Debug mode accidentally left on.

AmMEX 'debug mode left site wide open’, says hacker
Customer cookies 'at risk'

By John Leyden - Get more from this author

Posted in Enterprise Security, Tth October 2011 14:46 GMT
Free whitepaper — 2011 | ined

...the debug mode of the americanexpress.com site had

inexplicably been left on, thus providing access to
vulnerable debug tools.

The security shortcoming creating a possible mechanism to

harvest users' authentication cookies

information

We learned this mornin
internal test page
update promog
temporarilyaccessible on our

US website. The page did not

contain CM information such as

card number, name or address.

The page in question has been taken down. We are not aware of any information
at this time that this vulnerability was used for malicious purposes but we are
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Microsoft BPOS Cloud Service

Microsoft BPOS cloud service hit with data
breach

A 'small number' of Ofiline Address Book users had some of their data
accessed

By Andreas Udo de Haes Wiah

...due to a configuration issue,

Offline Address Book information for Business Productivity Online Suite (BPOS) Standard

customers could be inadvertently downloaded by other customers of the service,
in a very specific circumstance,"...

Microsoft has notified all Business Productivity Online Suite-Standard

partners and customers about the issue.

rcusiomers of the
ance,” said Clint Patterson, director of
fosoft.

customers could be
service, in a very specific ¢/
BPOS Communications

The data breach ocg/ 4d in Microsoft data centers in Morth America, Europe
and Asia. The iss as resolved within two hours of being discovered,
Microsoft said in‘a statement. However, during this time "a very small
number" of illegitimate downloads occurred. "We are working with those few
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Facebook
Source codes were leaked.

" FOXNEWS.COM HOME > SCITECH
Facebook Source Code Leaked Onto Internet

Wednesday, June 25, 2008

By Jonathan Richards
THE 28838 TIMES

Share: qy q+ T- »
....exposed to a small number of users

as a result of
a single, misconfigured Web server...”

Facebook users on Monday were left con
stored on the social-networking site afte
the Internet.

The site on Monday acknowledged that a section of its

source code, the set of commands which determine the way the site appears »
USErs.

* Click here to visit FOXNews.com's Cybersecurity Ceng-r
* Click here for FOXNews.com's Personal Techns” _g¥ Center.

Facebook said that a "exposed to a small number of users as a
result ofa single, misconfigured Web t that the problermn was "fixed immediately."

RELATED

"It was not a security breach and did not compromise user
data in any way," the company said in a statement released
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Facebook
One of the “small number of users™ posted on his blog the
source code of Facebook home page

a dir 117150 s\m—ssh [ltubos fsunroct /b freleasesefacebook-r 2 1540535 flb disclay forivacy sen+ssh: {ftubbs sunrcot 2008-08-05T21: 47:04, 5351117 114718 chac svn:spedal svnzexternals svneedsdock 2c7haddd-a2f7-0310-a573-de 16221647 pages pap fle 2008-03-18T18: 50-32.0000002
I .6|J23a4J350L 2008-03-09T2 147 045362117 114215 Jad 832
I5E11EE) R 5 [ R R R 51 EE1 5D BB [E5HEEIIER (S =RIER] (51 EF [E5] (B R (ER) EEUCER B ER (F5)FF[EF) (5D EEI 28 EE) G [E5 :RIVER I ERUIER)EEL ER [ES] 61 EE) 5 R K () BB E3) A00EE (FE B (551 R R (55 3EER) (5 EF [EX] EE) 6 68 2B ) B 1EK1 5 BB 6 {E5i 25 [E5) 5 EF 5] EEIUEE VR R 51 RIER 51 55251 FE] R (55 ERIER: 151 EFI E¥1 (51 5 [E31FEIER (56 ERVERI B ER
mortk rame’). 'dbmay’ =» amay{May', ‘Mon abbcviat=d month name), 'dtzune’ > amay(June’, Hon sbbreviatec mosth name’), ‘deuuly’ = amay{ly', en obbecvisted merthname), ‘chauguat’ => ey {August, Nor abbroviated morth rame’), ‘descptember’ =» array(Seatenter', Non abbrovisted month name’], tscctober’ = »
amey{Uctober’, ‘Non-abbreviated nonth name), 'dt: 1cuernb=r =2 grray{Novamber, ‘Non-abarevizted month nane’), “dt:cecemnber amey{Lecenber’, Nmﬁbb eviatzd month namre’), ‘'dian’ == amay(Jar’, "Abbrevated month nane’), 'dt-feb =3 array(heb’, ‘abbreviatec moth name’), 'diimar’ == array[Mzar’, "Abbreviated wonth name’),
‘dzap” = araylApr', 'Abbravasad manth nand), 'dtmay’ = array(May', ‘Abbravisted marth rama), "dtun = Zrray (', Abbraviatec mant nzma’, 'dt: array(Id, "Abbraviated month rame’), 'dt a.c’ = aray(Aug', "Abbrevazed month nane]), ‘dticep == array{(5ep!, ‘Abbravistad month name], ‘dtiact’ = amay(Tct,
Babrey | dwnllinane), sy => o \ag(‘\luv, Ablrevisted il i), il =32 = ay(Der’ Alluesialed ol i), dnunlay’ = an ay My’ Dey " Lie rek), Wl luesiay’ = -y Tavsilay’, Dey o” L wenk), lmeiinesdlay’ = ervay(Vidnizslay!, Day of Uiz ek, dslwnsiday => ity (Thu sday  Dayof e
k') 'fhsaturday => erray(Seturday’, Day of the wezk], dt'sun:l.:y' =>arraylSunday’, Day of the wesk), 'dtimon’ = ar-ay{Mon', “Abarzviated day of the week), ‘Ittue’ => array(Tue, Abreviated day ot the week), hwec = amaviMied, “Abar=viated day of ihe week), :I th =3

arcy ‘Thu', ‘Abbrzvigted day of the week” ). 'dtfi' == amoy{F', 'Abbreviated day of the wedkl, duza? =» array{Sat!, ‘Abbreviated day of tho week], 'dbisun’ = > aray(Sun', 'Abbreviated day ef thz wedk'l, duitoday’ == array{Teday', Time periad'), 'dbiveaterday = array{(Veaterday', Tmz acriod), [5* **= ap Jconfrmoticn jz **/ 'acd 1
= amey{Erenirg access 1o Information is regaired o use EJHIEEIIEI‘IS If youaenatwilng to grant access 10 your nformation, do not use this applicaton, ), ‘=002 = > erray(roumust select the cheddbox to grant thesz applcation priviizges, 1T yoL conotwsh 1o grant access, dck Caicel. ), =**ads (Teate js; admaragerJs| “*7 'adsCL
== amzy{There wzs an error with the nformation you submttec adsd? = ariay(Socal Actions, Facebook feature’) adsUE == aray({5ada Actions} fram Jsourcz} will aatomaticaly bz acded.’, ‘ad socal action sumnzry’), 'ads0d => array{There was an emer pracessing your action. ), 'ads05' =2 ar-ay(Yau Fave ot finished creadirg
your ad, TF you lesve this page, your ad wi ro: be sav=d.'), ‘sds primary-nk’ — - armag(Meke this yaLr srmery credit card, ), ‘edsemave ik’ —> arayRemove ts card from your aceunt), ‘scs:primary-dielog-1' — = aray{ Tis is Your primery medit card We wi attempt to bil Freoices aganst your | ‘armary creditcard frst, |omever, 0 the
eventthat a paynent tails, we ail ", "attemot to bill othar credit cands assodated with vour acoount.’, ‘ads:primary-dialcg-2 =3 array(fou cannct ecit or remawve vour primary cediz card, I arder bo remave tis card. vou . ust first make anothar varitiec cedit card the primary card. T2 ecit tre biling details *. 'for this card, addit agan and
then remave the ariginal entry for the card ), 'adsiclosz-dialeg-1 —= arrav{’Are you sura peu wart to chse yeur acceunt? The action will pause all of yaur . currently running campaigns and charge pour cedit card for any outstarding Ealance ', 'an your accoun:. The eredit carde on your account will be automatically removed after ', your
outstanding balarce has bezn pald, [T nay take Lp to 2 business days for vour ', sccount balance to be settied, ), ‘zdsivertfieddialeg-1' = arrav{Thisls a veriflec cediz card The nformation you have oroviced has passed *, 'verlication, so vou Zen designate this aedit card as vour pinary cedit card 7, ‘acs:verfied-daleg-2' == aray{If you

this credit card -y primzry eredit card, theninvaices wil sH=mrt . 'to hilled agzinstit firs-. However, ifa paymert aere o fail, we woule 2H=nnt . "o hill ather cr=dit cards assariated witk your accoont.”), adssv=rfiec-didog-7 =3 aray(ou ratra- cele this credit card decanse itis the cnly veriied cr=dit card ' 'sesnciated with yone
account,y, ads uw:rif‘:d-din\og 1' - array{"hs is-an unveriied cr:dwt cord, The infermatior thet you have proviced has 2t passad vcrlﬁmhcﬂ, s0 you cannot desigrase this credit cand oz your primary credit card  'ads: Jrvcrrﬁcd-dnlug-" = amay{In erder 2o pass rerificaton, you must remove this cediz card and add it back ', "with the
cerrect nformation.), ‘ads:ur verified-dalog-3' =3 aray{'You aannot remove tis redit card becausz it & the orly aredit wrd assocated - "vour account, In-order to pass verfication, vou wil nezc to acd a nen aedit card. ), 'scsiedit-title-add’ = arrav('Add Credit Card’), 'ads:edit-action-add’ => ar-av{Save Credit Card ), 'ads: rernU\P-tlﬂe
—>amay{Ranoya Credit Card], 'aderamove-dizlog’ — array(lAre you sire bzt pou want to remaise tic card from your sccount?), 'ade:prmary-tife —> zrray(Thance Primary Credit Carc’), ‘adziormary-action’ — arrap(Maka Primary), ‘sde:prmary-dislag —> array(Are you sure that you want to nzke his vour prinary card?), 'a
ute == aray(Clos: ads ncDLnf). ‘acs:dosz-actor’ =2 arrav(Close My account), adsinfo-ude = > arrav(Credit Card Informzton’), ‘ads:show-detals’ array{shon detalls’, ‘Lin<: shows . > aray(hde detals, Lnk: hdes oredt Z2re cetals), ‘adsicsc-1ext => aray(a Carc searity Zodz ’\SL) \sa
eecurity fean re of dehit and mrerit cards tha- hehs fight rredit rard fraid, The falowing graphic ihistrates where tr frd the CSC rad= ar your credit car., dessrpfion of Card Secarty Code (DSC)', 'hisinessitical], adescar-fHs' = arag{Whatls = (ST reded, header: sertion dearnhes uhat = credit card seniriry code <), 'ade: -
validabion-ttle' —> array(Why is €5C validabicn required? , header: ssction dascribes why we nese b validase credit card security code for storee cards’), ‘adsicse-validation-bext’ - amay(In order = fight crecitcard Faud, we have started fo enforcs C5€ code valdaten in recit card payments, [or cradit cards we Mave stored befere, His
mezns they wilneed tobs LSU vabdated onee for later Lses. You wil not be promptedn the future once he card gzts velidaed, , exdlanwny we need credit card secLriy code for stored cards’, busnzss-cnticdl’), 'adsicep-wamng-it=" => array( ihere & a chance that your ac\'s title may notreet our captlizaton quicelnes and coule cuse
your ad to be rejected. Your ad may net ndude exzeeeive or ircorrect capelizaticn. Acranyme, however, may be capitslized, I you believe vour ad Jees® dir 17150 svr-esh: /ftibbe/varoot b freleacas fthe Facabook-r116465-Fo0 3w Abjdicplay pazzles svr +sehifhusbe jsvrroot 2008-08-19T 16 14:45, 7405202 116087 jhsu svnsepecal
suneslzals s o cedsduck 206 -0 20 7-0510-057 321620 160007 puet, bl i 2008-08-16T 15:50: 32, 0000002 o4 cocue 720807 M2U+00677 5260 2005-06-20T 22 25:40, 032542 105557 jmu hasp oox 3354 pus2 | bl fle 2006-08-15T15:50: 32,00000CZ 111b 70475063 T40Jd2E5261351d1 2008-07-08T00: £3:20, 5EG7EE 205158
mar’H has-props 2917 urdhim fle 2TA-0R-1FT 1550320000007 A5542920dFA03d 10717652 daateeds 203 11-n¢m1 T4, 15R17F NE4RN jhay aasrons 1227 pord himl dle 00E-0R-13T 18:50:32.0000007 f7434hhasiaraan R 5054851 7R5h A% IMNA-NF-TAT 18:17:15. 79A7377 112488 delin 7757 poss bl file

nrl«:rrrtwn B B

IfEhea007 ied 10072 1214362 208 08 1 LTS

.n.m'ﬁ.amnliﬁlm 6 ) B 51 1 EE ] 6 [ G 51 6 ) 65D 6 [E3 FEER 5 (5 RG] (5 3 B 5 [E3 56 2R B0 6 B () {FS] 6 [ EE 6 5 ] D 6 (5 ) 5 65 5 B b R B [ 6111 5] 5 [551 (E51 E5 5 EEIEE) ) EE 51 R BB B ) B8] 5 25 5515 B 56 61 5 kG 26

dir 117150 evn -ssh: ,.’."tubbslsvnroct.mbﬂeeas=s¢hefacebookill:40:ﬂ)g§,i ﬂ,ﬂb,dsplawshara gvndzen: ks svn-oot 008-08-17T11:54 52 5933657 115810 arc sun epacial sumaxtarale sunereeds Jadk Jihaddi-a2F7.0210.25 T2 da 16 0 Lédec? chare _ctage php fie 2003-08-18T18: 50: 31 0000007

20041 3611545309046 20082, 5418, 2008-08-13T1 1:5-1::1 ‘83355& 115810 t'.‘III. EZD

£ ) £ 41 2] EAL 0 BRI (E1ER 5 51t FE] 6 (3 et miEE'EHEhm ! 5] £5 F5) FELFE FE E£IIE8 5 ER 5] (61 22 5] 51 R FE 6 (53 ERJIEE) () B v 6 201 B 5 3] EE) E5 53] S5 EE) R R F»mesmml"EhFﬂ}.EFi. IEEHEE ) £ [ IR ) FE) 5 (R R (E] E5 Esl FRJIER 8 IR

» ‘Dileg bady for rcm:\-lng 2 aublaher', "095), 'eppairemove (ompo;cr suttan’ =» aray(Remave’ | Dla\og button For removng a puslaker’, '125Y, "oopairerove compoacs blod: buttor\ =2 array{Unblodk, Buton s unblock a1 app'a pakh cr’), ‘Spp3 remove composs —> arrayUrblodk [app name} Mablial icleg

Dmmptmmtlcdxed a pudlisker fom the prodle’, ‘o457, ‘gpps remove-compose-block-bedy' = ar-ay{Are you sure you want to allow this applizatent's publishar on yeur profie! ', ‘ialcg bedy for remowng a block ona publisher', b3y, /** ~** applcatiors reviews/raviews. s *~*f ‘arev:dose-outton’ =3 aray(Uose, Kaview A:pllca:lon: cose

revizy dizsleg', 'arev delete-buttor => zrray(Delete’, 'Review Application: deete areview”, ‘arev:post-button’ == aray(Post, Raview Adplicadon: sabmita revi arev :post-gactes: ar-ay{Post suzcessful.', 'Review Apaliczation: suomitted a revizw arev‘raqured fields' => arrav{¥ou have not filed out all the required fidds.', 'Tevew
st hiose o sla ralig, Reviz Appltalion: s st 1aig), e euiptales =view = o =2y (Uptale Revin', Updale g revien’), /7%~ sl asy 1c.js 1 ‘asyiceror = arayCSamed ing menlwong, Wel = worki g on gellig s fxed sssuon asae

fen e e e eabaslien

JE8 e [ ) B
) |

CE 0 () 5 I ) g

Aplication: nissing s equid PilnsLon), sevineratog
C2n . You may be sble to ry 2gain.’), ‘asyncionds’ => arrav(Oors’, Jialog tile for & waming nessage wher sonething oad happenad’), =+ == attadrmants.jz =7 8101 =2 aray(Attad’, ‘Button: sLbmis massags attadrment), /= ’“"attamnems 18 ™%/ 'tasel T => artay(more’. 'Lirk: expands vour l2ft-hand nav to show more
appicatons), ‘Eased? = array(less|, Livk: collopacs veur left Fandnay i you have it expended ], /5= =5 bsnzasmokile/scrvice.ji = bimmoaimzaseges = array(Messagea’, Lebel: Messages (2 in SMS or MME mosaagea), ‘bamcbipy = amayfNage Views, Label Mage Views (a3 in '), bameb pymag' =» array [Page Ve
Mes.:ges Labzl Fage Views znd Messa;es ) “bizmob: dedup’ == array(Note: thisis the total numzer of d=-duplcatec Lnique users utlizing 54s, MMS, of \VAP s2rvices. Labzl Explanaton for te totaluniquz de-duplizated number o7 users ovar S\'IS, MMS, a1c WAP services.], /™" beacor_manacer.j5 ="/ brisite-name’
NameT, Teblindizating "Ste Heme" nside squars brackers’, Seacon, /= === calendar js =%/ 'cal:aateSuccess’ =~ amay[ fevent_tHa} has been crastec. cal:zccept = amay{ Accept, Bution: accapts the cament iny stior, harzon), ‘cskdsding’ = array(Decine, Eutton: deciies the curmentinvitason, e
‘calinenTt=rt —=arrey{hew Calendar tter', 'Label for anew item or userls calendar, , horizen), 'saliurGoing’ —= aray(Youae g)mg. 'Cvert status texd!, | ; 'zehurnctGong' —+ amray {'You wan add ths.', Tven: stetus text, harizor), ‘wlitembetals :rr:)(‘ tem I:-ctuls. "Tithe far calendar detailed popup dialeg’, Heriz
‘calrsipAcented =3 arrav("{eventname}” has been adced, dundo-nky, *, horizon’, ‘al rsvCedined” == array{ “{evert-ame.” 1as been -emoved, {undo-ink, ", horzon), ‘clrsvpRequssted = array( {eventname} has been set tc Lndecided, Lrdo- in<¥, ', horzert), ‘cakrsvoDetault = araviYour 15Y2 status to {eventﬂarne>
hacbeen J'anged {undc-lnk ", horizen’), 'calideleteWarningTitls' —» array{Deete Iten?, Tide of dislog askng if the usar ic eura thay want to ddese an item, haorizen’), 'cal deleteViarringMeseage — > arrav{Are you surz that you want to delete this iten? I7 you delese thic item all o” the sttendzes wil be notified, This acton CAMNNOT ke
undare *, ", rorzon’, ‘cal:day | I1e=der =>aray meek-day}, morth} {dawe}, Ex: Thurscay, Decenter £, ‘honzon), “tal:datesdect => array(dronth}/{date}/{veary . ‘MM/ODrr, Fonzon’). ‘ca:nonthrear => arrav({nonth} {yeary , Examdle: Oztober 2007, 'horzon), ‘caldateRange => zrray({mont ) {date ] w {rontiz} {caey,
"Fezmale: (rahas 78 tn Deremmer & harizan'), ral:maveChanges’ = aray(Saue Changed, Rutn lhel 1 save changes tn an event, harizon), ‘ralinviteFriends’ == array( nvite frends tcme, | ink that enahles 1eers tr invte Fiends tn atend an avent, harzen), 'ralmendinvit=e’ =5 artay(Send Inviwes’, Ruton zhel b serd inites n
Friends’, Forizon, "ok — - arrayCAGE, Duttor: Adds something to-a user s calendar’, ‘horizor], 'caliacdToCalerder' - array{'Add T Calendar', Titles Adds som=ting to a usr|s calerdar), "orizon’), 'caliiterD=tails’ > amay[Tten Detais', Tite deszriing te ceials of enitent, horizor), /=% *=* canvas.js =%/ cand1 —> array(Regort,
Link to reperta bac application’), /=== cards,fs ¥/ d0t’ == amey Remova Card?, Remove cedi- card from aczount header'), ‘cd(2' = = aay{'Are you sure you want fo remave this credit card from your account? , Remove credt czre tom account message ), 'dd3 =3 zrray(Remove, Buttor: Remcve credt e tonaccount), = ===
chazbudey lict je **%) 'chb01' —= array{'Could not kad avzilable friends. , Chat Ziards let error), 'chb02 —= array[Onine Friewce {frumbe--avaisble}', “lurber o svailable Chat frends”), chb3¥ —» array(Ma oreis availabls to chat, ; Facebook Chat), 'chb04' — = ar- ay-f{nama‘ {statuel (fbmel}' Faczbook Chat Mame and statue Iv-tnq in
avaladle friends Isr) ‘thb05 =2 array({Icle} - name} {stawsy ({ime})’, ‘Facebook Chat: Neme and sEus 1sting navalable Tierds st for an Idiz friznd), 'db03' == array[Could not ﬁn:l that friend oninz., Faczbook Chatsea ch Text), ‘thb07 == aray[Idle’, Faceboos Chat Friend 15 Icle), ‘dhbod’ == arrayfuo Cffire to L, AJIIQ fora
1epr 1 go offine to A partindar fiend Istin Chat, chirlY, 'chhid’ =» araplYoe ae office o "fied-dst-came} ", Molic= 0 A 0ses ricsting heing offline to a partin lar Tierdlst, 'chim-f}, /== *** meticha_fispay.s ==/ 'chdl*' == array (Chal’, Farehnok Teatue Chat), 'chd? =» ﬁll’ﬁy’fqhnu"ledP {rha} Wirrdow!', 'R itton ahel 1,
choldT 3 arry{Cose {ohath Window', Dutton abel?, '-hd04 > armay(’ fide {chat} Wirdow', ‘Duttor lebel], ‘chdd ™ — > arra(New message fom {rame} ', "Slert shout rew That message’), 'ehd0G -3 array(Hew message!’, ‘lert aboutnew Chat message), /== == chatstaus_ccnTol.js == 'chs:' — array{Coukint set {Chat}
avalanity”, "Chat error), ‘dhsu arr:\d' Couldr't chance tha: s=1ong’, ‘Chat setong crange emer’], (=~ chat/abs. ) = 'dul’ => aray( Louldn'tremeve chathewry”, null), thiLs’ =>aray( he messzge could not be sent: , Lhat message error’), 'thius’ => arrayr=endna:, :,en:llnc e Lhatmessage’), 'chily’ => arraysend
[rame} a Maceaga', irk], cht0' — arrav(You are notonling., rul), 'th:07 —= amayldnamel iz offire ', null), ‘cht0g > arrav(Claar [Chath History', Line w@it), 'tht08’ — aray (‘Cauldrit dear Chat] Fistory”, ‘Chatarrer’), ‘chtiC’ = anay(fname} is anlina.' 'Mescage trat cemean i avalala in Chat), 'dht1l —» arayl ([send-
oY Pkl ot asse; ot Gl ser L el 5 CHAL A o e ool arachatistss et ors 4 soessacin s ) KT ot (ol o Fhsemaes LAt ki ke, Lo oirnd 2 Ll T s P st} WL = Yoo it Mssaioe AL i 8 e i T s ey (i s s v il
llawing wer= net sent, muill], (55 %3% canfirnierd ja %) 'cFfriend_ile' =3 amey o have = friend request.), 'cFigaere hiiHart =3 array(Tgnore Bequest, Butian: Tomnrs frisnd ren 1eaf), £ 555 cantart_importe- s % cinser-requeat =3 2reay(THs Lser wil reeive your fiear racy st shartly.|, antact monrter message for ane
Fri:nd requeat]) zcra rcqm:lt‘-> arayTheae usera wll -eccivz your friend requests shordy., 'tontact moerter message for merce har 1 fiiend’), 'Hiuses suzozes' == array{Suzczzal & Ficnd request will now be scnt to vour friend., ', 'Onee your Tizrd confima vaur fricndship, you will be abe te ace cadh etherla profica.’ | adeed a friend',
‘oiusers-success'=> array{success! brend requesss wil jow bz sent © {nunber frends, ', 'Unze they confrn veur friendsho, vou wil be able 1 see 2ach other's Jrofiles.’ , ‘added muluple fnencs'), ‘aiuser eror’ == array(’I here was an 2mer processing your reqJest,”), o wl-passward-disabled = arrav(Passwo-d extered on Wirdows
Live?), 'd: vh-password-disabled’ == arrav(Password entered on Yzhea! logir cage), 'd: dcmain-istde;c =x zrray(Wz currertly suoport the domaing listed below. IFyou co notsee your demain n the ist but weuld ik us to suoport t, peasz anal infoMfaceaoos.com ), /= === tontact_importer.js - sutlook moorter (e only) **/ {f Irtro Tex:
'0_y00' = airey[You ezt L pistall Ue Oalook Tmpurler ALveX ' "Conliul lo oriroe.', Promg ling users Dl ey reed anAuived conbol ! 'wniiue), 'u_vT =3 strar(’ I you see a yellon bar al U Lop of Ure window, ublohik Lie yelow bar and e Toslal Acivey Corbd, The page may r=fesh.’, 'Desu Dlon fo
IE Lers onhow © nstall ActiveX.' . 'Contrele), 'e_vCZ =>aray(". Tf you see an Internet Explorer security warning " . "windew, " ." . tick Instal, Facbook wil then be zble 70" . "automatcally inpert your Dutlack conacts and elp’ . "veu find yaur friends,', Descrition For IE use's on how to install Actives , ‘cortral
arcy{The AciveX contel cocanat secm o be proserly . ! 1o if 2 ser arematurcly cices Inpart but the ' . 'Outleot imparter cortralis st inaczessitle,'), ' vl = aray(Vour acrmizsiors may rat ke st bo cnabe Facchoskls . ‘Outieot imperter cartral Teose check your browsers | 'sczurity sctlings and iy zgain’,
amzy{sorzenshot of netallanor process’, 'Altemate text for nstallanon process sceznshot], [/ InHrogress Captiors a_wU¥ == amay(Frocessirg your contacts, 'the outlook mmporter 1s procesang a userys contacs?, 'c_vUa' =2 array(Secrely usloading your contazts', ' 1he outlock moacrter i Lplaadng a userys cortscis’), ‘a_vUs'
amzy{Co not navigate away from the page or dese this ' 'wi 'A warnirg tc the Lser to not navicase away durng ' 'the Oufloak impertatiar precess”), ' w07 =3 aray{Contacs successhly added !, The outloskinporter has successhlly imported . 'a usert's cortacts"), Jf Custom Button Cantons 'a_v10' = aray(lnstall’,
Bublon Capiiu i Tnstdl, vl = ar ap(Tnporl’, Doy Bulo Coplivr. Tnpur L), 'd_v12' =+ arayfNeal’, 'Diauy Bullur Caplion: Neal’], U_vET == =1 ay{Canuel, 'Didvy Bullu 1 Saptiv i Caeel), /) Dicky Winduw Tles'd_r13' = a ray{rslallabon Reguired, Digoy iz fo uninstales Outook iipo e ), 'd_e 39 =2 aray{Tioo ing
Contacts', Dialco titie for inorocess Outlock mocrter'), 'd_v16 =3 erray{Tmpor-e Error’, Tiaog fitk for erro- on Outiook imgort), // Error Descrptions 'd_v17 => erray{Zther Qutiook does not apgear tc teinstallzd cn* . *vour computer o vour Quidcok daais coruot. Please ', “check thal Quttook is instelled anc trv agzinat 2 later fme 3,
cl _v13' = amcy[An cirer as occurrcj Measz TY lhh process ngnn' +'ata ater tme, I7 you contact the Saccbook supert team, ' reference error number [zmer aumber],, "A goneric zrer f the Qutlock concactimporser fais), 'd_v 13 == aray[An crror has occurse with your permrissions, Mease dhzde . 'your scourity settings and

n
= ara»(‘ Site




Scenario 3:
OWASP Misconfiguration

The Open Web Application Security Project

-
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Home = Breaking Mews =

March 3, 2009

Glite

Wealthy custo
small

“private-banking clients found confidential details of
other clients' bank statements and account information
instead of their own...result of an inadvertent technical error
following an information-technology system upgrade
over the weekend of Feb 21

A TECHNICAL g
Singapore and Ho
their online accounts’

The private-banking clients folr
bank statements and account informatr
online accounts, though, do not indicate their nar

afd abuse 12:50 FH
Parents identify son's body 12:17 P
When contacted, a UBS spokesman confirmed the incident and Lower interest on deposits s:00 am

bank was taking it very seriously. Youth games on Web s00 am

Asked how many clients were affected, all she said was thay
limited account information concerning a small number of
management clients was accessible by a very limited nury
system users'. She added that fewer than five accessed
information.

Airlines’ $12b loss in 2008 00 am
éf other STI at lowest since Aug "03 s:00 aM
A-level results out on Frisoo am

Family sues HSBC over forex s.oo am
inadvertent
Stem upgrade over

She told my paper the glitch occurred 'as a result of
technical error following an information-technology 7
the weekend of Feb 21"

Signs of violent struggle s:00 am
Glitch spills UBS clients’ info o:23 2m

The bank immediately took steps to rectify the issue. UBS reviewed the Wellrespected by students s:00 2m
circumstances leading to the incident and has implemented measures to . i - __
prevent a similar occurrence in the future. Lightning strikes all too often &0 41

SPH websites score high s00 =M



Scenario 4: Negligence

OWASP

The Open Web Application Security Project

Princeton Review
108,000 student records were leaked

By Denisa Ilascu, Internet / SEQ Mews Editor

Student Private Information Leaked on 1 9th of August 2008, 12:28 GMT
Preparatory Firm Website adjust text size: A= A+

Princeton Review published confidential data b

Princeton Revig
responsible
SEVEN WE
Review,

address

“The most intriguing thing about the incident was
that it was discovered by another preparatory firm,
as it was performing a survey to
see how competition was doing....
fonda e e~ broke the story to the Washington Post”

students' skills in mathematics, reading, science an
other sensitive information regarding learning disabilities, or wheilie

The organizz

The schools in Sarasocta were not the only ones affected by the failure in the s
and birthdays of approximately 74,000 students from the public schools in Faiy
way.

system of Princeton Review. The names
ounty, Virginia, were revealed in the same

"Some of the information is said to have been accessible through se
companies are making it this easy to discover information about indivy
writing spyware?" commented Senior Technology Consultant at the g

engines like Google. You have to wonder - if
Is, why do identity thieves go to all that effort of
rity company Sophos, Graham Cluley.

The most intriguing thing about the incident was that it was discoyred by ancther preparatory firm, as it was performing a
survey to see how competition was doing. When finding that all #e data, which were not supposed to ever be made public,
were available on the Princeton Review website, the institution, on the condition of being allowed anonymity, broke the story to
the Washington Post.



Scenario 4: Negligence

OWASP

¥ The Open Web Application Security Project

Government Agency, Malaysia
150 officers' private information was leaked while CEO was
lecturing the public to have safe IT practices.

Bandar Tun

1 Mohd Ghuzaimi ian Malaysia

2 Norazura Binti A ian Malaysia

3 Amerul Hazrig Bi ian Malaysia

Cheras

Cheras

=1 Morshazrina Binti - 2 \ alan Duta

7 Maohd Khairul Az - \ alan Duta

8 Morhamiza Binti Ryl alan Duta

a Muhamad Al Hafi - alan Duta




OWASP

The Open Web Application Security Project

Scenario 4: Negligence

Telco A, Singapore

National ID of 100 lucky draw winners were left undetected
on telco web site for 5 years.

-Mobile Valentine's Day Messaging Contest 2004

Congratulations to all winners!

All winners will be notified by post and prizes must be collected by 21 April

2004.

Please email us if you do not hear from us by 31 Mar 04 5pm.

Best Messages - $2000 travel voucher:

C Names
11H Mr CHAN
181 MR JERE
90C MS TANG

Early Bird / DJ's Best Selections — A pair of GV movie vouchjrs :

iC Names

MR HUANG
MR HUNGER
MR ASHOK G
MR TAN KAK
MR TOH YE
MRS CHOO
SAINI BIN SA
MR ROKIAH




Scenario 4: Negligence

OWASP

The Open Web Application Security Project

Elections Department, Singapore

Private information of election candidates was leaked
Elections Department boo boo

May 8, 2011 - 10:56pm

... iIncluded the NRIC number of Health Minister Khaw Boon Wan,
and the NRIC and handphone numbers of Aljunied candidate....
from the People's Action Party (PAP).

The handphone numbers of opposition candidates
.... were also made public.

TNP PHOTO: Kua Chee Siong

On April 29, The New Paper alg/ted the Elections Department that it had upload scanned
forms containing the personal information of several candidates contesting in this year's
elections.

At about 3pm on the same day, the website with all the forms was taken down.

The forms included the NRIC number of Health Minister Khaw Boon Wan, and the NRIC
and handphone numbers of Aljunied candidate Ong Ye Kung from the People's Action



Scenario 4: Negligence

OWASP

The Open Web Application Security Project

Ministry of Defence, UK

Military secrets were leaked from an online PDF

TOP SECRET MOD LEAKS MADE AGAIN ON
WEBSITE

F

An online internal report contained black-out -passages
that could still be read by the enemy...

...made the same mistake just six months ago,
when they failed to secure a report into nuclear submarines...
...“To make such a blunder once is unfortunate,
to do it twice is careless in the extreme.”

{ Inboth gaffes, secret passages
! could be read by copying them
| into a new document.
| |

In the latest clanger the report told
4 how wind farms affect nearby

radar stations and how any

interference can be overcome.

EE Tomakesucha The 22-page “Air Defence And Air Traffic Systems
blunder once is 1] Radar Transportation Study — Part 2” was posted
e on Parliament's website.

r

twice is careless in Graham Cluley, a computer security expert at the

the extreme web safety firm Sophos, said: “Once again it's
Graham Cluley, a computer another schoolboy error. You have to wonder how
security expert at the web many times they are going to keep making basic

safety firm Sophos data security mistakes.
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Southeast Asian Army

Sensitive military inventory was leaked

Resources

HEADQUARTERS

_ARMY

MONTHLY STATUS OF ENGINEER EQUIPMENT

(For the Month of November 2007)

NR NOMENCLATURE MAKE MODEL USN ESN YRACQ|STAT USING UNIT LOCATION REMARKS
1 |BACKHOE EXCAVATOR CASE M1083L 46018864 1991 G | BCOY, M43ECB

2 |BACKHOE, LOADER CASE 3B0SK] 0130029 45049327 1991 G | BCOY, M42ECB

3 |BACKHOE, LOADER CASE 3800 336022985 43323764) 1991 R |EEMCO, 343ECB FOR REPAIR
4 |BACKHOE, LOADER (MINI) |[YANMAR | 3TN78L-DBS 01613 2006 | G | BCOY, 352ECB

3 |ROAD ROLLER DRESSER| VOS2-66B|5X320002U470268) 44275730 1989 | G | ACOY, M42ECB

6 |[ROAD ROLLER DRESSER BOMAG] 19848 109937 1989 | G |EEMCO, 342ECB

7 |ROAD ROLLER DRESSER| WOS-266B| V320002U470272 44704767 1989 | G | CCOY, S43ECB

8 |ROAD ROLLER PORTABLE |BRDP 1977306 G | EEMCO 3MBECB

9 |ROAD ROLLER DRESSER| VOS52-66B 44201730) 1990 | R |EEMCO, 346ECB FOR REPAIR
10 |ROAD ROLLER DYNAPAC C3508W 45179728 5B5278CD| 1991 Y EECO, ESB

11 |ROAD ROLLER VIBRATORY |DRESSER 44280114) 1989 | R | B COY 352ECB FOR REPAIR
12 |ROLLER, SF 2 DRUM BROS M3-1/2 TR-388 1968 | G |EEMCO, 332ECB

13 |ROAD, GRADER DRESSER A450E| GT3005U100619) 44323830) 1989 | G | BCOY, 342ECB

14 |ROAD, GRADER DRESSER A450E| G750005U101045 44410174) 1990 | G | BCOY B42ECB

15 |ROAD, GRADER DRESSER A400E| G710002U100419/466DC2U321963| 1988 | G | ACOY, M3ECB

16 |ROAD, GRADER CAT E120G 87V06163) A40953Y| 1982 | R |EEMCO, M43ECB FOR REPAIR
17 |ROAD, GRADER DRESSER A450E| G7H000U1006821 44324458 1989 | G | BCOY M3ECB

18 |ROAD, GRADER DRESSER A450E 44324460 1989 | R |EEMCO, MBECB




Why you should invest.in
your last line of defence

) OWASP

¥ The Open Web Application Security Project

Supports BUSINESS by building customer
and public confidence in web-based
services

Supports BUSINESS by avoiding costs
such as regulatory penalties and reputation
restoration costs.

Supports INFORMATION SECURITY by
complementing other security systems
which primarily look at inbound traffic.

Supports OPERATIONS by stopping any
leakage or visitor infection arising from
change management errors.
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