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Golden eggs  
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Scope  
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Rules of engagement 
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Contract 
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POC 
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Respect the natives  
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Blackbox vs . whitebox  
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Time 
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Record  

11 



© FRA 2012-11-22 

Encrypt 
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Screenshot 
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Logs and monitoring  
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Find exceptions  
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Password and account management 
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Account lockout 
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Patchlevel 
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use exploit/windows/smb/ms08_067_netapi 
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Fileshare  
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Multi function devices  
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Beneath layer 7 

21 



© FRA 2012-11-22 

Use the src  
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Tools  
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Reporting  
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Fix early  
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Questions ? 
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