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- Who am | -

® Frank Fan: CTO of DBAPPSecurity

— Graduated from California State University as a Computer Science PhD.

— With more than ten years of technical research and project management experience in
world famous security companies

— Mr. Frank Fan researched deeply about online security, database security and auditing
and compliance( such as SOX, PCI, 1ISO17799/27001).

— Became the first Chinese who made a speech in the World’s top security conference
BLACKHAT and he has certificates such as CISSP, CISA, GCIH, GCIA, etc.

— The vice president of OWASP China

— Member of 2008 Olympic Organizing Committee security group.

— Member of China Computer Society Branch

— Columnist of { China Information Security »
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- Apple iPhone Application Basics -

 iPhone first published in 2007.

iPhone Launches - Opening Weekend Sales
45

(millions)

iPh c?s""llé’@ >

B sid-ghisccy macstories http://iphone.tgbus.com/, s,

D ecurity \

iPhone 3G" iPhone 3GS*




— Apple iPhone Application Basics —

« Browser Based Application
— HTML + CSS + JavaScript
— 10S Application Program
— Objective C&Cocoa Touch API
» Super set of C, Compiles into native code (ARM)
« Apple Store ( App Store)
— Centralized mechanism to distribute software
— Only Apple signed application are available
— Designed to protect the Apps from piracy & No malware




- Apple iPhone Application Basics .

« Why to build iPhone application
- New business
- Good ways to launch new services
- Urgentcy of clients
- Users want them
- Fame (Angry Birds /Fruit Ninja)




- Apple iPhone Application Basics -

« iPhone Applications
— Package Suffix.ipa
— Running test on iPhone emulator
— Testing with equipment
— Releasing at App Store
v' The application program must subject to evaluation




- Google Android Application Basics -

e Andriod released the growth from January to September in
2011

DB/\PPb
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Google Android Application Basics

Andriod Holistic Architecture

APPLICATIONS

Contacts Phone

APPLICATION FRAMEWORK

Window Content View

Activity Manager Manager Providers System

Telephony Resource Location Notification

Package Manager Manager Manager Manager Manager

LIBRARIES ANDROID RUNTIME

Surface Manager Media Core Libraries

Framework
MoV

OpenGL | ES FreeType Machine

SGL SSL

LINUX KERNEL

Display
Driver

Flash Memory Binder (IPC)

Camera Driver
Driver Driver

WiFi Driver Audio Power

Keypad Driver Drivers Management



- Google Android Application Basics -

« Android System Architecture
- Application program
- Application Frame
- Program Library
- Android Runtime Library
- Linux Core
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- Pentesting iPhone Application -

o Areas of focus Include
-Network Communication
-Privacy

-Application Data Storage

-Reverse Engineering

-URL Schemes
-Push Notification

DBA ) 9
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- Pentesting iPhone Application -

« Jailbreak
- iPhone doesn't allow unsigned applications
- After Jailbreaking ,full access to the device
- To allow install unauthorized software

- Tools: PwnageTool , redsnOw , SnOwbreeze,
GreenpoisOn, jailbreakMe...

- It makes our work easier.




- Pentesting iPhone Application .

« Some useful Cydia for safety testing as follows.
- OpenSSH:Allows us to connect to the iPhone remotely over SSH
— Adv-cmds:Comes with a set of process commands like ps, kill, finger...
— Sqlite3:Sqlite database client
— GNU Debugger:For run time analysis & reverse engineering
— Syslogd:To view iPhone logs

— Veency:Allows to view the phone on the workstation with the help of
veency client

— Tcpdump:To capture network traffic on phone

— com.ericasadun.utlities:plutil to view property list files

— Grep:For searching

— Odcctools:otool - object file displaying tool »
— Crackulous:Decrypt iPhone apps

— Hackulous:To install decrypted apps )
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- Pentesting iPhone Application -

e Connect the SSH to iPhone
— From Cydia Install Open SSH
— Install SSH Client On PC
— By default, iPhone has two users ( root, mobile)
» Root and mobile (default password : ‘alpine’ )
— With root user through SSH connect to phone.
e SSH through WIFI
> ssh root@iPhonelP
> password: alpine

e SSH through USB |
> ./itunnel_mux --lport 1234 ot

> ssh —p 1234 root@127.0.0.1
> password: alpine




- Pentesting iPhone Application -

® Network communication
v Mobile application pentesting isn’t really all that different.

=TIt involves network communication

v Communication Mechanism
-- Clear text Transmission (HTTP)
-- Encrypted Transmission ( HTTPS)
-- Use of Custom or Proprietary protocols




- Pentesting iPhone Application -

e C(Clear text Transmission

— Many applications still use clear text transport protocol by
2012.(HTTP)

— Be more vulnerable to the MITM attack.

v Most people by accessing WIFI, the same WiFi attackers can
run like FireSheep tools of attacks

— To analyze HTTP traffic

- PEEE T T4940 & 58%=m 7 FEEE T T49:39

v By manual proxv in |Phone(set wlan manual)
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Pentesting iPhone Application

RO I80 [~ ssL 438 /TP Iwww.baidu. com wma IBU [~ ssL

B TEERS. .. | BESES | EFNEe |

GET / HITE/1.1

Host: www.baidu. com

Connection: keep-alive

Cache—Control: max—age=0

User—-Agent: Mozilla/S.0 (X11; Linux x86_64) AppleWebKit/S35.7 (KHTML, like Gecko) Ubuntu/11.10 Chromium/16.0.91
Accept: text/html, application/xhtml+xml, application/xml;q=0.9, */*;q=0.8

Accept-Encoding: gzip, deflate, sdch

#Accept-Language: zh-CHN, zh;q=0.8

Accept—Charset: GBK utf-8§;q=0.7T,%;9=0.3

Cookie: BAIDUID= EE203C4438E 1 36CU§..CDTI B3E3420EF94:FG=1; IK_LOVE=1




- Pentesting iPhone Application -

e Encrypted Transmission
— HTTPS is used to transmission sensitive data,

— With SSL communicate
v' Applications may fail veridate SSL cert
v allowsAnyHTTPSCertificateForHost
— An application of verifying certificate shouldn't allow MITM

— To capture the traffic, it needs to loading proxy CA certificate
to iPhone.
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Pentesting iPhone Application

FHiwO I443 v ssL 48 /1P Iwww. facebook. com b7 | l443 v SsL
P nEERE. .. | wiEgEe | EFnEa |

GET flogin. php?login_attempt=1 HITE/1.1

Host: www. facebook. com|

Connection: keep—alive

User-Agent: Mozilla/S.0 (X11; Linux x86_64) AppleWebKit/S35.7 (KHTML, like Gecko) Ubuntu/11.10 Chromium/16.0.91
Accept: text/html, application/xhtmltxml, application/xml;q=0.9, */%;q=0.8

Accept-Encoding: gzip, deflate, sdch

Accept-Language: zh-CH, zh;q=0.8

Accept—Charset: GBK utf-8;q=0.7,%;q=0.3

Cookie: 1lu=RgDFi_XC4j8xuelNpjTciHrtl; lsd=LxIel; reg_fb_gate=httpsRIARZFR¥ZFwww. facebook. com¥2Flogin. php¥3Flogin_

|
| »

ZEER




- Pentesting iPhone Application -

e Custom Protocols

— Identify the communication protocol,
» On SSH terminal
> tcpdump -w traffic.pcap
» Loading .pcap in wireshark and analyze
« May not respect iPhone proxy settings .
« DNS Spoofing techniques to MITM




- Pentesting iPhone Application -

e Privacy Issues
- Every iPhone has an unique device identifier called UDID
- Application may collect device UDID.
- With UDID
» Maybe observe user's browsing pattern
» Determine user's geographical position.
> ...
« Such as
« Openfient : Mobile social game nets

http://corte.si/posts/security/openfeint-udid-
deanonymization/

 Observe the network traffic to find out UDID transmission. o\




- Pentesting iPhone Application -

« Application data storage
- 76% of mobile applications store data on their phones

- 10% of mobile applications store data transmitted on IP
network.

- The Reason for storing data on their phones
> For the purpose of achieving better performance.
» Access Offline

« Data storage location
a) Plist file
b) Keychain
c) Logs P
d) Screenshot
)
~e) Home catalogue




- Pentesting iPhone Application -

« Application directory structure
- Applications run in a sandbox of “mobile” ermission.
- Each application get a private space of file system.

2 LA
Appname.app Contains the application code and static data
Documents Data that may be shared with desktop through
iTunes
Library Application support files

Library/Preferences | App specific preferences

Library/Caches/ Data that should persist across successive launches
of the application but not needed to be backed up
tmp Temporary files that do not need to persist across )
DBAPR el successive launches of the application




» Reverse Eng

Ineering

Pentesting |Phone Application

xterm-color — zsh — zsh — 80x40

*—>» otool —f CodeCards.app/CodeCards
Fat headers

fat_magic Bxcafebabe

nfat_arch 2

architecture 8

Static analysis
« Otool
e Class-dump

Dynamic debugging
« gdb
o IDA + GDBServer

DBAPPb
il ecurit

cputype 12
cpusubtype 6
capabilities 8x@
offset 4896

size 89838

align 2412 {4896)

architecture 1

cputype 12
cpusubtype 9
capabilities 8x@
offset 94285

size 93936

align 2412 (4896)

Milkmixs-iPhone: root# gdb --quiet CodeCards
{gdb) b *@x2000

Breakpoint 1 at 8x2008

{gdb) x /181 Bx2000

Bx20088: cmnne  r9, #36044350
@xz2084: strbgt r2, [r8, #125]
Bx2085: adclt r7, r@, #1653 3 Bx99

@xz2@6c: ldrbcc r2, [r6, -r6, lsl #17]

Axz2e18: tst r5, #159744 y Bx276008

Bx2014: subsmi pc, r6, #3960 s Bx2308

Bx2018: stc 9, cr@, [r3, #24]!

@xz20lc: cfstrédpl mvdx15, [r9], #163 )
Bx2ez28: strtls riz, [sp], #3417

Bx2024: mvnsle 9, 653056 y Bx470008

(gdb) r

3 Bx3760600




- Pentesting iPhone Application -
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- Pentesting iPhone Application -

Debugger Options

Windows

Help

|

Al @

ol @ (A6

o " ma X

Attach »

Local Bochs debugger

Local Windows debugger

Remote ARMLinux/Android debugger
Remote GDB debugger

Remote Linux debugger

Remote Mac OS X debugger

Remote Symbian debugger

Remote WinCE debugger

Remote Windows debugger

windbg debugger




- Pentesting iPhone Application -

E .

¥ Debug application setup gdb

[D ebugz opt1 onsJ

Hostname |192.168.40.123 v | Port 2008 v

Save network settings as default

0K Cancel Help

DBAPP eCUI’It
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Pentesting iPhone Application

Events

] Stop
] Stop
] Stop
"] Stop
- [ stop

® Debugger setup

on debugging start

on process entry point
on thread startfexit
on library load/unload

on debugging message

DBAPP eCUI’It

M o

] Segment modifications
‘ V] Thread startfexit
Library load/unload
‘ ] Breakpoint
l Debuggzing message

Options
Reconstruct the stack

12 7] Show debugger breakpoint instructions
] Autoload PDB files

[] Set as just—in—time debugger

[I;dit exceptions] [Eeload exceptions] [Set specific gptions]

|| Cemeel || Help |
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Pentesting iPhone Application

file Edit Jump Search View Dege( Options  Windows Help

»OQa; L @rr 08y s 300 3@ S
“ »
o [ | 1 -
I0A Vier-EI?, Guneral registers, Modules, Threads, Mex View-l, Stack view £ | A Structures x I I3 Enms x|
(] DA View-EXP B X B Gunerdl registers & X
------------------------------------------------------------------------- + “ |[EAX 10064605 % MEMORY : ~oF1
“llEcx 67000006 & MEMORY: DF 1
EDX 00000000 W MEMORY g:}
EBX 00000C86 W MEMORY C | SF1
flat ESP 00001203 & MEMORY:00001203 ZF @
EBP FFFFFFFF W aF1
ESI 66060000 4 PE1
S EDI 2FDFEC30 W o2
H g t ns d/Execute
MEMORY segment byte public 'UNK' use32 Bl Modules s
assume cs:MEMORY Path Bas
assume es:MEMORY, ss:MEMORY, ds:MEMORY, fs:MEMORY, ¢ (31 <GDB remote process>
.
: i « n 0
: ; £
. : Hex State
- : 2803 Ready
- : 3003 Ready
. : 2703 Ready
’ : 2603 Ready
. H 2003 Ready
. ; 2003 Ready
|[ONERIOWN 00000000: MEMORY: 00000000 -
0] Mex View-1 & X O] Stack vier & x
FFEFFFEF . 222227227 27?2 7T P2 27 72 77 2 R22RMRRRMRRIRRIRIIRRY? - -
DAFCADGB MEMORY : GAFCABOO =
UMKNCWN FFEFFYEF: MEMORY:FFEFIFEF - 00003203: MEMORY:00001203 -
E Output window & X
YOu may start to explore cthe input Zile right now. =
Hex-Rays Deccmpiler plugin has been loaded (v1.5.0.110408) -
License: $7-BR7B-79C4-FF Tu Qiao Ying, Xiamen Tongbu Metworks Ltd (1 user)
The hotkeys are FS: decompile, Ctrl-FS: decompile all. . !
Please check the Edit/Plugins menu for more informaton.
LoadMap: Plugin init.

IDAPython v1.5.0 final (serial 0} (c) The IDAPython Team <idapythonBgooglegroups.com>

Ihe initial autosnalysis has been finished. - )

Python 2.6.5 (r265:73096, Mar 19 2010, 21:48:26) [MSC v.1500 32 bit (Intel})] { '

Disk: 1G8
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- Andriod Systerm Security Feature .

e Andriod is based on Linux, which own its security feature.

« Process rights management separation, Andriod starts up
application with separate account to doing. Each application
uses different accounts, it is more effective and safer.

« Data directory permissions separation, the program data
catalogue owners are exactly process users, each process is
different, the process directory permissions are seperate,

malicious processes can't directly modifiy other process
documents.

-
~~

y
{ ~




- Andriod Systerm Security Feature -

e The application runs in the modified Java environment. It is
difficult to attack application by overflowing.

« By default, the application cannot obtain root for changing key
position of operating system.

DBAPR 2 curit
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- Pentesting Andriod Application -

« Highlights Include
— Attacking test based systerm
— Attacking test based application
— Attacking test based transmission link
— Attacking test based wap site

DBA ) 9
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- Pentesting Andriod Application -

« To build a test environment
— Root device

« To obtain root ermission with root application program .
(Local overflow program)

e Install busybox (include all kinds of useful system
commands)

e Install rights management program,such as ,Superuser

— Instal ssh server
e Instal QuickSSHd
e To get root permission by Superuser




Pentesting Andriod Application

® To build a test environment

DBAPP@

ZiEER

To build a wireless link with device .
By QuickSSHd login into and manage equipment.

QuickSSHD for Android
root@10.42.43.45's password:
Linux localhost 2.6.32.9 #2 SMP PREEMPT Thu Sep 15 12:09:07 CST

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in {
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permittse
applicable law.

To access official Ubuntu documentation, please visit:
http://help.ubuntu.com/
fbcp dsba: not found

ANDROID ASSETS

ANDROID BOOTLOGO

ANDROID DATA

ANDROID PROPERTY WORKSPACE
ANDROID ROOT

BOOTCLASSPATH

EXTERNAL STORAGE

HOME

LOGNAME




- Pentesting Andriod Application -

® Attacking test based core

— Andirod is designed and developed based on linux

core .Meanwhile, retaining all kinds of linux core
features,likewise ,the way of attack linux core is also true for
android system.

« Based on the core modules installed the rootkit, Linux core
level by reforming the rootkit is easy to run in andriod system,
and finish all kinds of the underlying operations.

« Using the development environment to compile corresponding
version rootkit module.

« Using command insmod xxx.ko to install module and carry out
backdoor function.




- Pentesting Andriod Application -

® Attacking test based on core
- Kernel overflow attack

Andriod kernel based on C language development, there
may be exist overflow vulnerabilities, through the spill
that based on the kernel malware programs with the
highest permission of the system, the part of the program
is to use the principle to operate.




- Pentesting Andriod Application -

« Application attack testing

— Most of Andriod software developmented based on Java,
which is difficult to overflow attack. But part of the program to
improve efficiency or to achieve more advanced functions with
developing dynamic module in C/C++, which is easy to
overflow attacking.

— Though compared with traditional PC software, Andriod
software's function relatively simple, but it still there may be all
kinds of logic security vulnerabilities,

— Andriod use the default sqlite as a application database, but
usually not for encryption, so part of the sensitive data easy to
leak.

- Inquiresing the contents of sqlite database with sqlite3,
Andriod T)

« Andriod application developmented with Java, which
can get he corresponding source through the way of
decompilation,

DB/\PP
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- Pentesting Andriod Application -

® Transmission lines attack testing

— Considering the low configured phone, some application
do not have the data link encryption, and sending all kinds
of sensitive data in these unencrypted link,

— Mobile phone software currently rarely have the function of
through the hardware to sign encryption, so it is easy to
attack and intercept the packet by intermediaries and
modified. In some on-line transactions of applications, the
problem is very serious.




Pentesting Andriod Application

« Capturing the application web packets and test after modifying ,
with man-in-the-middle tool.

£ Httplidlan E] , @

FHuEwO |80 [~ ssL 48 /TP Iwww.baidu.com | |3u [~ ssL

BT TEERP. | wiggea | EFngae |

GET / HITF/1.1

Host: www.baidu. com

Connection: keep—alive

Cache-Control: max—age=0

User—Agent: Mozilla/S.0 (X11; Linux x386_64) AppleWebKit/535.7 (KHTML, like Gecko) Ubuntu/11.10 Chromium/16.0.91
Accept: text/html, application/xhtml+xml, application/xml;q=0.9,*/%;q=0.8

Accept—Encoding: gzip, deflate, sdch

Accept—Language: zh-CH, zh; q—O 8

Accept—Charset: GBK utf-8:q=0.7,%;9=0.3

Cookie: BAIDUID=! EEZUBC4438E13ECDA.CD1’153F.3420EF94 FG=1; IK_LOVE=1
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- Pentesting Andriod Application -

« WAP site attack testing

— Most of wap sites consider to be compatible various kinds
mobile phones (Most mobile phone do not support cookie
function ),put session information into url ,it is easy to make
malicious website get session information and illegal log on
though the referrer’'s attack

— Set proxy or using man-in-the-middle attack and safety test
for target wap site,find and attack wap vulnerability.
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- Major Mobile Threats -

« [tis easy to lost mobile phone.

— Equipment and password protection
— Sensitive files encryption

« When reboot the mobile, it only design to encrypt mobile
data.

— Boot Rom exploits
« All files on devise can copy in 10 minutes.
— Password brute force

4 digits password has been cracked in 20 minutes
« Mobile App Risks

— Veracode Top 10
— OWASP Mobile Top 10 7 @\
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