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The Challenge...

Spring
Commons Jasypt |
Valjdator — Log4j

xml-enc
Cryptix JAAS
el ACEGI Stinger
Struts i
BouncyCastle
Reform
Anti-XSS Many More
xml-dsig HDIV
Java Logging
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Philosophy

B Using security controls is different from building

» All the security guidelines, courses, tutorials, websites,
books, etc... are all mixed up because everyone builds their
own controls

B Most developers shouldn’t build security controls
» When to use a control
» How to use a control

» Why to use a control (maybe)

B Most enterprises need the same set of calls




Design

B Only include methods that...
» Are widely useful and focus on the most risky areas

m Designed to be simple to understand and use
» Interfaces with concrete reference implementation
» Full documentation and usage examples

B Same basic API across common platforms
» Java EE, .NET, PHP, others?
» Useful to Rich Internet Applications?




Architecture Overview
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Enterprise Security API
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Existing Enterprise Security Services/Libraries




Create Your ESAPI Implementation

B Your Security Services

» Wrap your existing libraries and services

» Extend and customize your ESAPI implementation
» Fill in gaps with the reference implementation

B Your Coding Guideline
» Tailor the ESAPI coding guidelines
» Retrofit ESAPI patterns to existing code




Frameworks and ESAPI

m ESAPI is NOT a framework
» Just a collection of security functions, not “lock in”

B Frameworks already have some security
» Controls are frequently missing, incomplete, or wrong

m ESAPI Framework Integration Project
» We'll share best practices for integrating
» Hopefully, framework teams like Struts adopt ESAPI
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Vulnerabilities and Security Controls

Misused

Missing




Web Escaping and Encoding

<

Percent Encoding
%3¢
%3C

HTML Entity Encoding
&#60
&#060
&#0060
&#00060
&#000060
&#0000060
&#60;
&#060;
&#0060;
&#00060;
&#000060;
&#0000060;
&#x3c
&#x03¢c
&#x003¢c
&#x0003¢
&#x00003c¢
&#x000003¢
&#x3c;
&#x03c¢;
&#x003c;
&#x0003c¢;
&#x00003c¢;
&#x000003c;
&#X3c
&#X03¢
&#X003¢
&#X0003c
&#X00003¢
&#X000003¢

&#X3c¢;
&#X03c;
&#X003c;
&#X0003c;
&#X00003c;
&#X000003c¢;
&#x3C
&#x03C
&#x003C
&#x0003C
&#x00003C
&#x000003C
&#x3C;
&#x03C;
&#x003C;
&#x0003C;
&#x00003C;
&#x000003C;
&#X3C
&#X03C
&#X003C
&#X0003C
&#X00003C
&#X000003C
&#X3C;
&#X03C;
&#X003C;
&#X0003C;
&#X00003C;
&#X000003C;
&lt

&IT

&Lt

&LT

&lt;

&IT;

&Lt;

&LT;

JavaScript Escape

\<

\x3¢
\X3¢
\u003¢
\U003¢
\x3C
\X3C
\u003C
\U003C

CSS Escape

\3c

\03¢
\003¢
\0003¢
\00003¢
\3C
\03C
\003C
\0003C
\00003C

Overlong UTF-8

%c0%bc

%¢e0%80%bc
%10%80%80%bc
%18%80%80%80%bc
%1c%80%80%80%80%bc

US-ASCII

Ya

UTF-7

+ADw-

Punycode

<-

Simple Double Encoding
< --> &lt; --> &#26;1t&#59 (double entity)
< --> %3c --> %253c (double percent)
etc...

Double Encoding with Multiple Schemes
< --> &lt; --> %26lt%3b (first entity, then percent)
< --> %26 --> &#25;26 (first percent, then entity)
etc...

Simple Nested Escaping
< --> %3c --> %%33%63 (nested encode percent both nibbles)
< --> %3c --> %%33c (nested encode first nibble percent)
< --> %3c --> %3%63 (nested encode second nibble percent)
< --> &lt; --> &&108;t; (nested encode | with entity)
etc...

Nested Escaping with Multiple Schemes
< --> &lt; --> &%6ct; (nested encode | with percent)
< --> %3c --> %&#x33;c (nested encode 3 with entity)
etc...

1,677,721,600,000,000
ways to encode <script>
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1. ESAPI Input Validation

Codecs:
HTML Entity Encoding
Validate: Percent Encoding
getValidDate() JavaScript Encoding
getValidCreditCard() Decoding VBScript Encoding
getValidS-afeHTML() p, Engine CSS Encoding
getValidInput() MySQL Encoding
getValidNumber() Oracle Encoding
getValidFileName() LDAP Encoding
getValidRedirect()
safeReadLine()
Validation
Engine
Any Encoding Any Interpreter
N\ ‘/, -
User Controller Business Data Layer Backend
— — Functions S— —
. Presentation
N Layer




HTML Execution Contexts

e Blank Page - Windows Internet Explorer @l ) ﬂ
2~ 14| ] cogt e \any \xHH ‘uHHHH \000 (octal)
W 4’ @Blank Page - m v % v |:,yPage v Qi Tools v
CSS \specials \xHH ‘\uHHHH
JavaScript

&#DD  &#xHH &entity;

HTML Elements

HTML Attributes &quot; &apos; &#DD &#xHH

Event Handlers

&quot; &apos; \specials \xHH ‘uHHHH

URI Attributes

@ Intemet | Protected Mode: On

%HH
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ESAPI Swingset

e' ESAPI SwingSet Demonstration Application beta - Mozilla Firefox
File Edit View History Bookmarks Tools Help

L

o (@ http://localhost:8080/swingset/main

OOWASP

ESAPI SwingSet Demonstration

Input Validation, Encoding, and Injection

® Output User Input

® Accept Rich Content
® Validate User Input
® Encode Qutput

Authentication and Session Management
® Login
® Change Password
® Change Session Identifier

Access Control and Referencing Objects

® Reference a Server-Side Object
® Access Control

Encryption, Randomness, and Integrity

® Encryption

® Randomizer

® Integrity Seals

® Globally Unique IDs

Caching

Done

DA ‘@ ESAPI SwingSet - XSS: Insecure [ |

/€ ESAPI SwingSet - XSS: Insecure - Windows Internet Explorer

[o @)=

@O v '@ http://localhost:8080/ESAPI-SwingSet-1.0/main?function=XS5&insecure

Links & Share [J)Reader &) Blogger . Twitter & Ping & Docs £ | Timecard

-] 4] x || Googte

o -

Bov B v @ v bege (FTook~

GOWASP

ESAPI Swingset - XSS: Insecure

Home | Secure Demo

| Tutorial

| Insecure Demo

m

Exercise

RULE #0 - Never Insert Untrusted Data Except in Allowed Locations

Only put untrusted datain the five approved locations! Not into a script:

* 50; alert(xss0')

Don't put untrusted data in a script
<html><body>data<script>var i= |50:alert(xss0) ;</script></body></html>

[data

RULE #1 - HTML Escape Before Inserting Untrusted Data into HTML Element Content

Normal Element Content, common attacks are:

.| Done, but with errors on page.

‘i Local intranet | Protected Mode: On

®100% ~

http://www.owasp.org/index.ph p?titlé=XSS Prevention

owase @




2. ESAPI Output Encoding

Controller Business
—> Functions
Presentation
Layer

N

N L

Encoding
Engine

Data Layer

>

Encode:
setCharacterEncoding()
encodeForHTML.()
encodeForHTMULAttribute()
encodeForJavaScript()
encodeForVBScript()
encodeForCSS()
encodeForURL()
encodeForXML()
encodeForLLDAP()
encodeForDN()




Applications Enjoy Attacks

Live Search

The page cannot be found

The page you are leckang for might have been remeved, had its name changed, o

YouTube | =55 Blogger

« Make sure that the Web ste address displayed in the address bar of your Y ) LSS
- =1 - -
browsar is spalisd and formeitad comectly. Jhttp://www.blogger.com - Apache Tomcat/4.1.24 = Error report Bty B =] |_]
500 lnternal SQ]’V‘ o If you reached this page by dicking a knk, contact the Web site
adrmurustrator (o alert them that the hink is incorrectly formatted.
© G B o oy athr e HTTP Status 500 -

Sorry, something went wrong HMTTP Error 404 - File or directory net found
Intermet Infeematon Services (IIS)

A team of kaghly trained monkeys has be]

incident to customer service Technical Informaten (for suppert perscnnel) M Exception report
« Go to Morosoft Product Sypport Services and perform a title search
Also, please inchude the following inform) words HTTP and 404. m
o Open 11S Help, which 18 accesable in 115 Manager (inetmgr), and =

wSkckZL-bJIm72LNowtTX_237nv2eeq) for topics ttled Web Site Setup, Common Administrative Tasks,
TXI-y2FDIININpL1_227QUVTIKE About Lusom Sror; Messeons, o BEEEE ) The server encountered an internal error () that prevented it from
IPmlTORYJuUxNIbXALZUeyQoAFUZXN fulfil hi
LIXyEvHDS1 U4 F-D2LIVIIBE xS K2 1 e ulhlling this request.
BoFdz ,..SC-:?IFPYG.\QDG HHc)eC”chS_l"R;’e‘;X}:BZ:v’:“’.}?;zixcﬁs‘.s‘i
‘bbutﬂ‘(‘aﬂdLHCJD‘H‘""qQ‘(rNO.’llQﬁ—h\f tFImRe5QqfayuxhBTof4s

EMYSOpDNWEHZ AbDbLb2 VAR TTIXN6S YmoWa_FUlmlvSF6yIt8e EUrzATXZ exception
RTIJeQ-CwixYOk7qrnpgas02BXDpJIlGBFoNTs =B2e0 P_YjeFXaFz-7 Tmah4RHCY )
Wh7qo2DhPQ-£5bgXRIVHAZREGOB_YT7S GPWI--1TcOKKHY $80M7Saui IKS sl Javax.servlec.ServiecException: Servliet execution threw an exceptio
DEWd a8 0qzRmvIQSAERLIJZaKGIESC u»-T-:cFQ*"e"é;ch%w-"kM"HG at org.apache.cactalina.core.ApplicactionfilterChain. internal
TWIPQJCvINAdngVS4nzaZIeuaVw60VEl 9CIUIWDOmX 19K 3ot 1wLa7CDVUCP at org.apache.cactalina.core.ApplicationfilterChnin.dofilter
AEQKASSAbBlkeFN2ZaNLIwE435aZV0) R3oQeSMuXalupkapeb913Vicd«Ge
Y PeEiCqlVaULOZSinHkv 1 I REXRLICOADYXXVEPIKA Sovkimaw32 71979204 at org.apache.catalina.core.Standard¥rapperValve. invoke (Sca
TTevuHptE_xexYplleQnpH2aBLIOTNOKELYRY-Uc6LIqeGOKTeT_HRcelyEo at org.apache.cacalina.core.ScandardPipeline$ScandardPipeli
XumZtaN7Y62pUb366pg0gaeRb) ol Ix3DpuwGRaEwZrzRh_rTyuwat Shwd N1~ at org.apache.cactalina.core.SctandardPipeline. invoke (Standar
PFLIYQEXRDCNIUYonTITpDNEX_4TIpDuE2WICPYadIwalQ44dn-qyNLEq-1e at org.apache.catalina.core.Contalnersase. invoke (Contalners

CENCHOAR] 6GGOERE31AZIMNQIMT Thtckl LAVE - HARNQEQOOVERRG K1 AWGXEDT
dXXénn_ipl2CIVWDQB9LTwIGSTRE6FLSag_~qRIVYXGXmMMOr
QeSndCQrTurFinndYoSUarzAQZn_apbefePDFmScSHVLZO3W.
tJBt_SDMIFJ4bTw2SuHmSvply 'sDesMe.‘!cwlq’n‘n WpZI0_gw
":1__5 Jas8tzMiwivOkzcIOGDURY164n05S2L1t17qoGC
OJquiyBtYpJLIWNGeR diT7-pOZrwéZzdreQSaUFWxXSSAzMYI
Yp4=-

at org.apache.cacalina.core.StandardConcexcValve. invoke (Sta
at org.apache.cactalina.core.ScandardPipelines$ScandardPipeli
at org.apache.catalina.authenticactor. AuthenticacorBase. invo
at org.apache.cactalina.core.ScandardPipeline$ScandardPipeli
at org.apache.cactalina.core.ScandardPipeline. invoke (Standar
at orc.avache.catalina. cox"e. ContainerBase. invoke rCOncainet’B 2
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3. Errors, Logging, and Detection

User Controller Business Data Layer Backend

— — Functions S —

2 Presentation 2
all " Layer N1 B

throw new ValidationException(“User message”, “Log message”);

-
Enterprise Security Exceptions - Logger

Configurable Thresholds

Intrusion Responses ]
Detector *Log Intrusion
.Logout User

*Disable Account

€




ESAPI Book!

OWASP

The Open Web Application Security Project

Establishing a Security AP|
for Your Enterprise

http://www.owasp.org/images/7/79/ESAPI_Book.pdf




Closing Thoughts

B[ am learning an amazing amount @ thought I knew)

m An ESAPI is a key part of a balanced breakfast

» Build

H Seconc
» May
» Enab

» Simp

rgmts, guidelines, training, tools around your ESAPI

ary benefits
help static analysis do better
es security upgrades across applications

ifies developer training

m Next year — experiences moving to ESAPI

18



Questions and Answers

m Rollout strategy?
B Integrating existing security libraries?

B Technical questions?

Contact Information:

Jeff Williams
jeff.williams@aspectsecurity.com
Work: 410-707-1487

Main: 301-604-4882
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