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Trust
Security
Usability

Etymology
use + -ahility
Noun

usahility (uncountable)

1. The degree to which an object or device is easy to use with no specific

training

2. (cormputing) the degree to which a software application or a website is
easy to use with no specific training

Related terms

= usahle

Translations

s French: facilité d'utilisation f

trust (piural trusts)

1. Confidence in or reliance on some person or quality.
= 1671: O ever-failing trust / In mortal strength! — John Milton, Samson Agonistes
2. Dependence upon something in the future; hope.
= 1611: Such trust have we through Christ. — Awthorised Version, 2 Corinthians iiid.
3. Confidence in the future payment for goods or services supplied; credit.
Fwas out of cash, but the landlady lst rme have it on trust
4. (rare) Trustwarthiness, reliability.
5. (law) The confidence vested in a person who has legal ownership of a poperty to manage for the benefit of another.
B. A group of businessmen or traders arganised for mutual benefit to produce and distribute specific commodities or
services, and managed by a central body of trustees.
Synonyms [edit]
s helief = faith
= confidence = hope

= expectation

s Swedish:




Amenazas que siembran desconfianza en el mundo IT

Amenazas que siembran desconfianza

B Virus

B Spam

B Phishing
] Pharming

Sofisticacion Facilidad de ataque Impacto en Capacidad de
Tecnoldgica Organizacién mitigacién
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La cadena de la desconfianza digital

Desconocimiento

Incertidumbre Desconfianza
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Como medimos la confianza

=Biometric devices
=Buy physic
f =Professionality
="\Windpws /

Reputation

>

Social / Human

=*|nteroperabilitye> < e Smart Card
=Security =Quality =Buy online

=l INUX

>

Technical
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Tecnologias de seguridad... la solucion?

El 23% de la gente no presta ninguna atencion a lo que dice
la barra de direccion del navegador, la barra de estado o los
indicadores de seguridad.

Fuente: Why phishing works? , de los profesores Racha Damija, de Harvard, y J.D. Tygar y Martin Hearst, de Berkeley
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Reformulemos la confianza digital
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Sensacion de pertenencia al mundo real
=Fotos de personas conocidas

=Referencias a localizaciones fisicas

=Marcas de prestigio

Facilidad de uso

=*Menos complejidad comporta menos incertidumbre
=La sensacion de control genera confianza

*L.os mensajes directos generan confianza

Imagen de profesionalidad

=Funcionamiento perfecto: los errores generan desconfianza
=Contenidos actualizados

=Enlaces a webs prestigiosas

=Ausencia de errores ortograficos

Transparencia

=Informacion clara y concisa de las implicaciones econémicas
=Mostrar objetivos y motivos de la web



Los factores que menguan la confianza
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La mejora objetiva de la seguridad tecnoldgica NO es la Unica via
para generar confianza.

El conocimiento que posee el usuario de los mecanismos de
seguridad digital es insuficiente y los convierte en ineficaces.

El reto que se nos plantea obliga a disefar politicas de generacion de
confianza que traten los aspectos subjetivos que construyen la
credibilidad:

-Elementos familiares de reconocimiento facil

-Contexto relacional

-Multi-modalidad

Holistic approach in IT Security

=Abordar los problemas de seguridad usando un enfoque mas
completo, donde se consideren elementos subjetivos y no sélo prime
la tecnologia.



Seguridad vs. Usability vs. Coste

= Costs Versus Benefits in Securing Your Applications
http://www.scmagazine.com/scmagazine/sc-online/2002/article/50/article.html

= Se busca controlar el riesgo y minimizarlo
http://www.infosecnews.com/opinion/2002/09/11_03.htm

= 100% de seguridad no existe

= Mayor nivel de seguridad, es probable que no sea usable
A

Riesgos

Seguridad

Punto de equilibrio

Coste

a‘d\\'\dad Nivel de Seguridad
NE
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Casos de lavidareal ...
Ei" u
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Every system has a user

= Siempre ponernos en el lado del usuario

JUsable Security - Mozilla Firefox - 10| x|
File Edit Wiew History Bookmarks Tools  Help {:}
@ -2 -& o | itbp: ffusablesecurity  con | o | b‘] ‘|’ I j T

| Add my Foxmarks G || Clipart ) Falk | ) @hp | ) UBUNTU | ) @MF || panel-ctl »

Usable Security

very system has a user,

Phishing and OpenlD: Bookmarks to the Rescue?

January 20, 2007 by Ping
OpenlD, as currently used for single sign-on, facilitates phishing.

Using OpenID, vou can establish an account at any idsntity prowidar
vou like, and then use it to log in to any OpenlD-enabled website. _|;|
1| | »

| Done @ Open Moteboak. 4
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Quée ve el usuario y que el programador?

= Es importante saber identificar el momento que debemos pensar como técnico y
Como usuario

A possible security problem has been
detected, do you want to continue?

OK Cancel

Do you want this warning to go away?

OK Cancel

http://www.cs.auckland.ac.nz/~pgut001/pubs/usability.pdf
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Cryptography, PKI, Digital Certificates and poor Usability

= La probre usabilidad mato a ...
= PGP ?, PKI ?, e-Commerce, ... S

i ,'. Information you exchange with this site cannot be viewed or
S changed by others. However, there is a problem with the site's
security certificate.

Does your web site lose
custnmers alung the way? 3 The security certificate was issued by a company you have

not chosen to trust, View the certificate to determine whether
you want to tust the certifying authornity.

100% unclear
markating @ The secuity cettificate date is valid,
messages

l slow page /N The name on the security certificate is invalid or does not
load match the name of the site

v

hard to
register unclear Do you want to proceed?

4, product

- payment -
presentation Brrors Yes |

experience of web
user population
Usability
Gap
| Complexity

Yiew Certificate |

confusing
navigation

%% site visitors

na tools to
aid choice

[
Ed 1995 2001
@ Please enter the master 'pass'wurd for the Software Security Device. | HTML & Graphics Flash frames
Java banners

Cookies Plug-ins
I streaming media

(n]'4 Cancel

http://www.uservision.co.uk/usability _articles/usability _usability2.asp
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M5-D05 Prompt

An exception BE has occurred at B828:CH28BHB6 in UxD UCOND(B2) +
ABBA1546. This was called from B828:CA28ABE1 in UxD UCOND(B2) +
AanBA1871. It may be possible to continue normally.

= Press any key to attempt to continue.
= Press CTRL+ALT+DEL to restart your computer. You will
lose any unsaved information in all applications.

Press any key to continue _

Propiedades de Suceso

Suceszo

Fecha 19122000 Ongerc Diwatzon t |
Hora: 1310 Cabegoria Hiriguno

+
Tipcx Ir carmacidn Id. del sucess; BOOE —l
Wsuatio: Mo deponible B |
Equipa: TECHMET
Desciipeion:
La sgplicacion, esicopy o, produio un error de aplicacion. El error ocurrid el

B2 950 & las 2134, La excepaon procucida fus c000005 en |8 drecd in
T492a7 fo TIMEIMF O:operators|

[abos: ' Bytes © Palabras
0000: OF 00 00 OO =]

Aoeptar I Cancels I £ | I

16



Correo electronico seguro no usable

O e—— (0l x|

© Fle Edit Wiew Insert  Format  Tools  Actions  Help

| Cuiely | Repytoal | RFoward [ M0 [ v (& X @ B

From:  Smsispoemioe Sent:  martes 03072007 21:01
[t Ty

To: S

cc: S T

Subject:

Sigried By There are praoblems with the signature. Click the signature button Fc ®|

Digital Signature: Invalid X NicH Message Security Properties x|

Subject:  FRSaeisamantl RS Rt e ——
Subject:

From: e
Signed By: tnianEminieng

Messages may conkain encryption and digital signature layvers, Each digital

The digital signature on this message is Invalid or Mot Trusted, signiature layer may contain multiple signatures.
Security Layers
Far mote information about the certificate used ko digitally sign Select a layer below to view its description.
the message, click Details., T

Dt ails | 0 Digital Signature Layve
11 no : D

------ Signer: 4
[v “Warn me about erraors in digitally signed e-mail before message opens.

Close
—I from

Description:

Errar: il
The system cannot validate the certificate used to create this

signature because the issuer's certificate is either unavailable or LI
frmreelid]

Click ary of the Following buttons bo view more information about or make
changes to the selected layer:

Edit Trust... View Dekails, ., Trust Certificate Sutharity,.. |

V¥ warn me about errors in digitally signed e-mail,
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Correo electronico seguro, confiable y usable?

i_:,-' T —— - 7 2
Dt Roger C [DIRECTRUST] [roger. carbuatoct cibdrectrist . com]) Erndado el lunes 231042006 1?:1?[

Fimadopor: corporatedidrectsust .com 2 }_‘
: = La mosca
f."m H-m*h%m%atnk&W.M&w:ﬂdhﬁmﬁuq&Mhﬂ-}

la procedencis conso la mtegridad en la endsidn w recepidn de correos

stimado Jordi ™

emos registrado su solicitud de peticién al semvicio de comeo seguro, En unos minufos le remitiremas sy
suano y conlrasefia necesanos para hacer pleno uso de este semacio.

racias por vuesira atencidn. Ca hece.ra de'— mensaj&: .
te La tendencia es que el usuario

Carhuatocto M
T s . inicie la lectu ra por la parte
SUperior

irecTrust

iagonal 188-196 Planta 2
8018 Barcelona
L 902 303 393
= 902 303 354 s
Cuerpo del Mensaje:

————= Representa el contenido clasico

A 3
del menzaje
i )\
—
DirecTrust
. @alli
: th;lﬁll'l e-mial; mﬁ?ﬂﬁ?\;mm ;' ?m { Ple dEI ITIEI'ISEIJEI
RJ-012 - e E'; 21 Nos permite mostrar
s st s ko Sl TSI Bt “’a_,m‘,,f-” % ————= nformacion textual y visual de
Eie corvio sacrinko Estado del Certificado: Corrects S confianza [elementos basados
\ / @) en principios criptograficos)
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Los clasicos

= Users are not the enemy — by Anne Adams and M. Angela Sasse

= Usalbility and privacy: A study of KaZaA P2P file Sharing — by Nathaniel S. good
and Aaron Krekelberg

=  Why Johnny can’t encrypt — by Alma Whitten and J. D. Tygar
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Algunas soluciones ...
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File Edit Mew Go Bookmarks Tools

Amazon.com - Your Account - Mozilla Firefox

Help

|E§ https: ffwww, amazon. comjgp/css/homepage. html 1= %

Diferenciacion del nivel de riesgo basada en colores

) Agencia Tributaria - Mozilla Firefox = (& G
Archivo Editar Ver Historial Marcaderes Herramientas Ayuda del.icio.us "
- - @ @ fu} (it |L| http:/fwww.aeats eujesfwps/portalfpas. phpicertegy_vm: ﬁ|v| [b-] E aka [[C]~| Google u\l
[Z1Google [Z)Ubuntu [ Latest Headlines /
_I. % Agencia Tributaria 5] 'I / -

@ Sospecha de falsificacién de
web

Esta pédgina ha sido identificada como una
falsificacion de web disefada para incitar a los
usuarios a compartir informacion personal o
financiera. La introduccion de cualguier
informacion personal en esta pagina puede dar
lugar a una suplantacion de identidad u ofros
fraudes. Leer mas »

iSacame de aqui!
Ilgnorar esta advertencia

[ Este no es una falsificacién de web ]

Transfiriendo datos desde www.aeats.eu P | ] open Notebook )

~Which of these looks right? —

Danger @ H B @O
Cauton O O O O
Safe B E OO

® O O O
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Testing de la usabilidad

= Testing en la etapa del disefio (muck-up on paper, GUI prototyping)
= Testing con perfiles de usuarios (estereotipos)
= Feedback de usuarios

= Testing post-implementacion: ver reacciones de usuarios cuando maneja la
aplicacion
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Conclusiones ...
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Existe una tendencia de mejorar la usabilidad para que el usuario
tenga una mejor “experiencia”’, no motivado por la seguridad,
motivado por la accion comercial:

Web 2.0, Semantica, User Experience, Saas, ...

/Comercializando Usabilidad:

«ZoneAlarm: Creating usable security products for
cosumers

*Firefox and worry-fre web

*Users and Trust: A Microsoft case of study

\ Security and Usability Book
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