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2FA In web apps




Authentication

It's me.

An authentication factor is a category of credential that is intended to verify, sometimes in combination with other factors, that an entity involved in some kind of
communication or requesting access to some system is who, or what, they are declared to be.



Authentication factors

something you know
something you have
something you are

An authentication factor is a category of credential that is intended to verify, sometimes in combination with other factors, that an entity involved in some kind of
communication or requesting access to some system is who, or what, they are declared to be.









Authentication factors

something you are

fingerprint, retina, iris
keystroke dynamics (typing pattern)

Keystroke dynamics or typing dynamics refers to the automated method of identifying or confirming the identity of an individual based on the manner and the rhythm of
typing on a keyboard. Keystroke dynamics is a behavioral biometric, this means that the biometric factor is 'something you do'.
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Keystroke Dynamics

User name

owasp

Enter your username

Type this below

If you haven't got anything nice to say about anybody, come sit next to me. Alice Roosevelt Longworth

Text Input

If you haven't got anything nice to say about
anybody, come sit next to me. Alice Roosevelt
Longworth
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DWELL TIME FOR KEYCODE 69 [E]
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notion: concept, idea
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start typing
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DWELL TIME FOR KEYCODE 229 [A]
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Travel graphs

Key: 229-229
TRAVEL TIME FROM A TO A
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hardware: FPGA
software: keyboard driver

Keystroke dynamics

Countermeasures

typing pattern randomization







