Information Security Consultant I

Job ID #: 27312 Location(s): CA - Los Angeles
Functional Area: IT Programming Education Required: Bachelors Degree
Position Type: Full Time Relocation Provided: None

Experience Required: O - 3 Years

Position Description

Assists senior members of the security team in managing corporate and large divisional systems development
projects, which regularly cross-divisional lines. Support the delivery of solutions that protect information against
unauthorized disclosure, modification or loss. Responsibilities include driving the execution of security initiatives by
deploying, configuring and supporting security technologies, identifying security requirements and ensuring that
they are implemented, and providing assurance by collecting proof that implemented security controls are
operating as designed.

Position Requirements

Assist in the rapid execution of information security initiatives by maintaining an appropriate level of prioritization,
focus and persistence in an environment of significant change and growth. Act as a project assurance
representative on many projects simultaneously. Ensure that project objectives are delivered on time and meet
stakeholder expectations for quality. Provide consistent follow through with the Business Manager and IT Project
manager on issues/concerns to ensure appropriate visibility and escalation where needed. Must be able to manage
project task execution independently and get all associated team members to deliver their tasks on time, without
direct authority. Provide security subject matter expertise, evaluating proposals and recommending available
solutions. Assess the security posture of applications and infrastructure using a variety of assessment tools and
methodologies.

Preferred Skills and Abilities

eBachelor's degree in a Computer Science or Information Systems Security disciplines

e CISA required, or must be acquired within 12 months of hire

e Strong analytical and customer service skills

e Excellent verbal and written communication skills

¢ Excellent attention to detail

e Strong knowledge of information security concepts and their practical application, understanding of current
trends

Desired Skills and Experience

e Application Security and/or development and programming experience (OWASP, code scanning dynamic/static,
application security testing)

e Mainframe and midrange security experience

e Other security certifications highly desired or on-track to obtain (e.g. CISSP, CISM, CEH, CSSLP)

e VVendor technology certifications (e.g. Cisco, Microsoft)

e Administration or operations experience with operating systems, databases, application development tools and
methodologies

* Relevant experience implementing or supporting host based security tools

e Previous IT systems audit experience

e Familiar with security compliance frameworks such as PCI-DSS, ISO 27002, The Standard of Good Practice, and



Cobit
Physical Actions

Required job duties are essentially sedentary work consisting ofoccasional walking, standing and lifting and/or
carrying 10 Ibs.maximum, and seeing.

Physical Environment

Required job duties are normally performed in a climate controlledoffice environment.
Education Requirements

4 year degree with emphasis in data processing/information systems.

Experience Requirements

1 year experience in Project Manager I role or equivalent position.Evidence of successful Project Management skills
or Management orLeadership roles.

Special Skills Requirements

Ability to utilize keyboard.

Farmers is an equal opportunity employer, committed to the strength of a diverse workforce.

Apply and Send Resumes:
Steven Lam (steven.lam@farmersinsurance.com)



