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Topic to be Covered 
❖ What is Firmware ?
❖ Usage of Firmware
❖ How to Obtain firmware for pen testers
❖ Firmware vulnerability analysis 
❖ Analysing Firmware binaries
❖ Firmware  file system types 
❖ Squashfs
❖ Firmware extraction with binwalk
❖ Identifying hidden secrets.



Firmware

❖Combination of all code running on the device.

❖Almost all embedded devices.

❖Consists of bootloader, kernel, file system and 
other resources.



Usage of firmware for PenTester
❖ Find hidden secrets – backdoor, passwords, Api keys, private certificates.

❖ Vulnerabilities in individual binaries.

❖ Emulate firmware binaries or firmware itself.

❖ By a competitor to understand and prepare a similar device. 

❖ Creation of malicious firmware image. 



How to obtain the firmware
❖ Vendor website, Support and community forums or Google 

search. 

❖ Dumping it from the device’s flash chip. 

❖ Sniffing the update mechanism. 

❖ Reversing mobile application or similar software reversing. 



Downloading from Vendor website 



Firmware Vulnerability analysis
❖ Extract the firmware and look for specific component related 

security issues. 

❖ Config files and hardcodes secrets.

❖ Attach it to a debugger and analyse. 

❖ Reverse patches and diff two different versions of a firmware.



Analysing Firmware binaries
❖Firmware binaries could have different extensions 

such as .bin/.img/.pkg or even come in a .zip 
package. 

❖Run strings and hexdump on it. 

❖What does a firmware actually contains?



File system types
❖ SquashFS

❖ CramFS

❖ JFFS2

❖ YAFFS2

❖ Ext2



SquashFs
❖One of the most common file types in embedded 

devices.

❖Could use utilities like unsquashfs and modified version 
of unsquashfs (with lzma decompression)

❖Key thing is to identify the offset or where the file 
system start in the binary file.



Extracting SquashFS file system form 
Firmware
❖Find out where is the squashFS header located in 

the firmware.
❖Use dd to dump the contents.
❖Unsquashfs to extract the squashfs file system.
❖ Use sasquatch – an extended version of the 

standard unsquashfs utility used to extract the 
file system. 



Demo Time



Firmware Extraction with Binwalk
❖Tool written by Craig Heffner (@devtty0).

❖Extracts file system from firmware, performs 
decompressions, perform entropy analysis and 
different firmware's.

❖Use Binwalk to extract file system from the D-Link 
Firmware.



Binwalk
❖Binwalk firmware-name 

❖Binwalk –e firmware-name 

❖Binwalk –E firmware-name

❖Binwalk –W first_file second_file



Identifying hidden secrets

• Extract the D-Link firmware.

❖Find the telnet credential form the firmware



Demo Time



Resources

❖Binwalk Download link -
https://github.com/ReFirmLabs/binwalk

❖Attify OS - https://github.com/adi0x90/attifyos

❖Firmware - https://firmware.center/

https://github.com/ReFirmLabs/binwalk
https://github.com/adi0x90/attifyos
https://firmware.center/


Any Questions
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