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#whoami

- | am an Information Security Enthusiast.
- 20 years | No Jobs | No Company | Still a Student. :-D
- | code in C++, .NET, Java, PHP and Python.
- Strong supporter of Free Information Security
Education , keralacyberforce.in
- Runs a Defcon Chapter, Defcon Kerala
- | am just another leaner.
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Introduction : Cross Site Scripting (XSS)

« XSS or Cross Scripting is a common vulnerability that
exists in web applications which allows an attacker to

Al.Injection

inject codes in the web application. —

- Later this injected web page is presented to the victim Session Hanagement
and the injected codes are executed at the victim side
in the web browser. A3-Cross-Site Scripting

(XSS)

- Ranks 3rd in the OWASP Top 10- 2013 Web
Application Vulnerability List.

Ad-Insecure Direct

- XSS flaws occur when a web application takes Object References
untrusted data and sends it to a web browser without
proper validation and escaping. A5-Security

Misconfiguration
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XSS..Huh Is that a big deal?

Some times ago...

- Low Ranked...it's not a great vulnerability.

« SOLi, LFL, RFI, SSl....these are real vulnerabilities.
« XSS is just <script>alert("XSS")</script>

- Only possibilities are Phishing or Cookie stealing.

Later on.....

- Tools like Beef, XSS Tunnel, xssf, Shell of Future etc changed the scene.

- People started understanding the real threats of XSS.

- Some of them are XSS Tunneling, Client side code injection, DoS and DDoS,
Cookie Stealing, Malicious Drive-by Downloads, Phishing, Defacing
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@ OWASP Xenotix XSS Exploit Framework 2013 v3
<< >> Refresh ViewSource Encoders XS5Keylogger XSS Executable Drive-by XS5 Reverse Shell XS5 DDoSer XSS Cookie Thief  About 0
URL: hitp/S w I Parameter: Select Test Mode
®) Inbuit X55 Payloads ) Custom XSS Payloads | <h1>Xenotx XSS</h1> Manual Auto Pr\"lultipg{e . XSS
Mode Mode Sa;:nei Fuzzer
hitps://www owasp org/index php/OWASP _Xenotix_XSS_Explot_Framework Go

& Login/create account

OWASP

The Open Web Application Security Project
Page Discussion Read View source View history a‘ Search

Navigation . .
_— OWASP Xenotix XSS Exploit Framework
News Contents [hide]

OWASP Projects 1 Xenotix XSS Exploit Framework

Downloads 2 Features of Xenotix XSS Exploit Framework

Local Chapters 3 Support us on Facebook
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Videos

Global Committees & Download
Job Board 7 IMPORTANT v
P . W
Source
<IDOCTYPE html><html lang="en" dir="ltr" class="client-nojs"><head>itle *0WASP Xenotix XSS Exploit Framework - OWASP <Atle><meta charset="UTF-8" /><meta name="generator" content="MediaWiki 1.18.0" />dink rel="shortcut icon" A
href="/favicon.ice" /><ink rel="search" type="application/opensearchdescription+xml" href="/opensearch_desc php" title="0WASP (en)" /><ink rel="Edit URI" type="application/rsd+anl" href="https ./ www owasp org/api php ?action=rsd” /><ink
="copynght” href="http-//creativecommons orglicenses/by-sa/3.0/™ /><ink rel="altemate" type="application/atom+xml" title="0WASP Atom feed" href="/index_php itle = Special: RecentChangeslamp feed=atom” />dink rel="stylesheet’
href="/load php 7debug=falsedamp lang=enéamp modules=mediawiki legacy.common Print % 2Cshared % 7Cskins vectordamp only=styles8amp skin=vectordamp.™' /><meta name="Resour:e._oacer@}mamlcSty‘es ' content="" /><link rel="stylesheet"
I'jre"=" Aoad phoﬁdebug =falsedamp :Iang:gr damp modules=stedamp only=stylesamp skin=vectorfamp ™" /><style >alang(ar).a langlckb) a Jangffa) a fanglkk-arab)a langimzn), a 1ang ps) a langlurtext-decoration none ja new Haquickbar a new
{color-#ba0000; edtsectionidisplay nonel/” cache key: wiki resourceloader fiter minify-css:4:40436297bd93906a01010846 094c435 ~/</style><script src="/load php?
debugfalsedamp lang=endamp modules=startupdamp only=scriptsdamp skin=vectorfamp;*"></script > <script :F (window .mw){ mw corfig set{{"wgCanonicalNamespace™: ", "wgCanonicalSpecialPageName": false, "wgNamespaceMNumber™: D,
"wgPageName": "OWASP _Xenotix_XSS_Explott_Framework”, "wgTitle": "OWASP Xenotix X55 Bplot Framework”, "wgCurRevisionld": 141077, "wgAricleld": 26171, "wglsAdicle™ true, "wgAction™: "view", "wgUserName": null,
"wgUserGroups™: ["*"], "wgCategories": ["OWASP Project”], "wgBreakFrames" false, "wgRestrictionEdit": [, "wgRestrictionMove™: [I});}</script ><script >f(window mw}{  mw loader load(["mediawiki page startup ™).} </script ><!-fif It IE 7]><style
type="text/ces " >body behaviorud("/skins/vector/cashover min htc"))</style><|fendf]-></head ><body class="mediawili Ir sitedir-tr ns-0 ns-subject page-OWASP _Xenatix_XSS_Exploit_Framework action-view skin-vector”s <div id="raw-
v

Done

nullcon Infernational Security Conference Goa 2013

@:Prezi




hittp-//nullconnet

OWASP XENOTIX XSS EXPLOIT FRAMEWORK

- Xenotix XSS Exploit Framework is a penetration testing
tool written in Visual Basic.NET with it's components
coded in C++ and Java.

- It can be used to detect and exploit XSS vulnerabilities In
web applications.

- It is divided into an XSS Scanner and an Exploitation
Framework.
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SCANNER MODULE
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BUILT IN XSS PAYLOADS

echo str_replace( 'script ,null,$_GET['n"]);
echo "<img alt="" src="".htmlentities(S_GET['n"])."'/>";
echo '<object data="'.htmlspecialchars($_GET['n"]). "></object>";

I —<SCRIPT>alert(string.fromCharCode(75, 67, 70))</SCRIPT>=&{}
<img src=kcf onerror=alert('KCF')>
data:text/html;base64 ,PHNjcmIwdD5hbGvydCgiSONGIik8L3NjcmIwdD4=

- Currently its having an inbuilt payload list of over 500+ XSS

payloads.

« Includes HTML5 compactable XSS payloads.
- There are different methods available for XSS protection like

Using String Replace filter.
Using htmlentities filter.
Using htmlspecialcharacters filter.

- Most of these weakly designed filters and WAFs can be bypassed

with the inbuilt XSS payloads.
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XSS PAYLOAD ENCODER

- The inbuilt Encoder can encode XSS payloads into different
forms to bypass different filters and WAFs.

- It supports encoding into —
Base64 [ =~
Character Code
URL Encoding
HEX
HTML Characters
IP Conversion
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XSS Multi Parameter Scanner

Multiple Parameter Scanner

URL: |hitp://www google com/search ?g=nullcon&lang=US&country=Indiadid=20e 158 Get Parameters
Parameter List Time Interval (sec): |5
7q= . .n /K
34?3;-.? Start Multiple Parameter Test || Close Payloads: 0 /540
A &country=
ADD d= Tested Parameters
REMOVE
CLEAR
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XSS Fuzzer

XSS Fuzzer
URL: |http:// w
Replace the parameters or values with [X] to start fuzzing. Time Interval (sec): 5
Payloads: 0O 540
Start Fuzzer Close
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EXPLOTATION FRAMEWORK
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B sbhoushor 4 2w

USERNAME: |jack

PASSWORD: 1 ..............

keylogger.js
yOo99°er Jack strongpassword

- It’s having a Key logger feature implemented with JavaScript and PHP using

QuickPHP Server.
- A vulnerable Web Application injected with a JavaScript file and presented

to the victim.
- All the keystrokes made by the victim is send to the PHP file which logs it

into a text file.
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XSS EXECUTABLE DRIVE-BY DOWNLOADER

frame scs HED

) [l e— 5 — )

cmnd.exe '.‘."||']lf?]]*l-l.'\-'t}'r 1;[)(}"1“-_1-!‘-

- Java Drive-by download can be implemented. JRE should be installed in the
victims machine already.

- It allows the attacker to download a malicious executable file & run it on the
victim’s system without his knowledge and permission.

- Give the URL for your RAT, worm, virus etc. and then embed the drive-by
implemented webpage into a XSS vulnerable page and serve your victim.
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XSS REVERSE SHELL

C\Users\Ajin Abraham\AppData\LocalApps\2 0\447)GB26.EYQ\6BHADONE.A2H\xeno. tion_d971

daiting for reverse shell on port TCP 208

icrosoft Windows [Uersion 6.1.7680]
Copyright {c> 2889 Microsoft Corporation.

C:“UserssAjin AbrahamsDesktop>whoani Reverse IP: 127.0.0.1
+hoami
ajinabrahan-pchajin abraham

Start Server Start Listener
C:\Users\fijin Abrahan\Desktop>

Embed any of these

- Exploits XSS and spawns a reverse shell.

- Implemented with Java Drive-by.

- Reverse Shell is automatically downloaded and executed.

- Simple Interface, just mention the reverse IP and port.

- One of the greatest security threat from a vulnerability
that is always ignored by developers.
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XSS DDoSer

HTML 5 DDoSer (CORS + WebSocket)

DDoS Target: hitp:// site.com Close

Inject the Script

- We harvest the power of HTML5.

- Abuse the CORS and WebSocket = DDoS

- WebSocket --> numerous Socket connections.

- XHR Object --> numerous GET requests with a
fake parameter and random values. [

- 'Access-Control-Allow-Origin' header bypassed.

nullcon International Security Conference Goa 2013




function while loop cor()

try

ws = new WebSocket ("ws://" + target):;
can counter = scan counte

xhr = new XMLHttpRequest():;

var furl="http://" + target + |"?2xb0z="

xhr.open('GET', furl):;

Xhr.onr lyst e

J
f

D

dllyolLdlLelCllally

xhr.onerror = function(e) {}
xhr.send (100) ;
setTimeout ("while loop cor()",0);

catch(err)

Ch.?




nullcon International Security Conference Goa 2013




h’r’rp://nullccnnne'r

XSS COOKIE THIEF
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Features for the Next Build

. Support the Gecko and Webkit Engines.
- Support for XSS in POST Parameter.

- Testing headers for detecting XSS.

- Automatic Detection of parameters.

- Detecting DOM Based XSS.

- XSS Proxy.
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CONCLUSION

- XSS in popular website is a high security threat.

- Xenotix XSS Exploit Framework can be used by Security Analysts for
XSS hunting and for creating PoCs.

- Most of the commercial tools available are either XSS Scanners or
XSS Exploitation tool. Xenotix XSS Exploit Framework is the first of
it’s kind to act as both a Vulnerability scanner as well as an
Exploitation framework and it's completely FREE!.

- Google Vulnerability Reward Program, Facebook Bounty are there.

. N Goshe
O Q
L L t-\l\- ppihcations Security Bug Bounty

it alie

- So go for XSS hunting and grab your bounty .
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QUESTIONS?

http://www.owasp.org/index.php/OWASP Xenotix XSS Exploit Framework

i |

Thank You gu!gg;lg;;;

fb.com/ajinabrahamofficial
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