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OWASP Top 10 Project 2013 - A4 Insecure Direct Object References

a OWASP

The Open Web Application Security Project

The Open Web Application Security Project (OWASP) is a worldwide free and open community focused

on improving the secunty of application software. Our mission is to make application security "visible,”

so that people and organizations can make informed decisions about application security nsks. Every-
one is free to participate in OWASP and all of our materials are available under a free and open software
license. The OWASP Foundation is a 501¢3 not-for-profit chanitable organization that ensures the ongoing
availability and support for our work.
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String gquery = "SELECT * FROM accts WHERE account = ?";
PreparedStatement pstmt = connection.prepareStatement (query , .. );
pstmt.setString( 1, request.getParameter ("acct"));

ResultSet results = pstmt.executeQuery()

@ e Cono S1.080 o i 5,5 1950 0 0lg> 0 a5 olus ol 4 axgi L | tacet’ jLl )b Sl 4 S
0 el o oul aduiee a5 (gl (g e Clus 4 g Al gl 4 S ol ouis ploul  pelinl O g0

http://example.com/app/accountInfo?acct=notmyacct
:&bw
.WQT&w;db)agsw‘oyyosﬁ)obdidw;b.‘}y@uﬁbo)y)o

:OWASP )o 05?9,@ eLl.o

https://www.OWASP.org/index.php/OWASP_Persian Translation Project
http://tamadon.net  https://twitter.com/tamadonEH


https://www.OWASP.org/index.php/OWASP_Persian_Translation_Project
http://tamadon.net/
https://twitter.com/tamadonEH

. OWASP Top 10-2007 on Insecure Dir Object References
ESAPI Access Reference Map API
. ESAPI Access Control API ( o.uS sanliwe |, isAuthorizedForData(), isAuthorizedForFile(),

isAuthorizedForFunction() )

oanlin |, ASVS requirements area for Access Control (V4) ( laol owypws a8 slo gaie;ls sl
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*  CWE Entry 639 on Insecure Direct Object References

* CWE Entry 22 on Path Traversal ( lawgi a5 puiine Ojg0 43 5 ob 4 gl )l (6 das 5l ol Jlio
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http://owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/esapi/AccessReferenceMap.html
https://www.owasp.org/index.php/Top_10_2013-A4-Insecure_Direct_Object_References
http://cwe.mitre.org/data/definitions/22.html
http://cwe.mitre.org/data/definitions/639.html
https://www.owasp.org/index.php/ASVS
https://www.owasp.org/index.php/Top_10_2007-Insecure_Direct_Object_Reference
mailto:tamadonEH@gmail.com
https://twitter.com/tamadonEH

