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Confidentiality Statement:

All survey data you submit will not include any data that identifies an individual survey participant or organization.  Each participating organization will be characterized only by industry sector, size, etc.  All survey data will remain completely anonymous and no marketing activity will be derived from it.

Thank you for participating in the Survey which is a critical first step for the OWASP Application Security Metrics Project
Survey Background – Please refer to Appendix One (OWASP Application Security Metrics Survey FAQ) for details.
Survey Scope – The primary focus of the survey is to collect security metric information about web-enabled applications.  The following definition
· Application Security Metric: a security metric specifically used to analyze application security quality.  For example,  technical metrics (e.g., results of application security tests) or operational metrics which assess how well the organization’s application security standards and practices are implemented.

· Web-enabled application: applications that leverage the technologies shown in Figure One. (Source: OWASP)




Figure One – Web-enabled Technologies (Source OWASP)
Survey Instructions:

Please complete the following steps: 
1. Please complete Sections 1-3 which covers the survey participant’s organizational, application, metrics, and tools profiles.
2. Please use Attachment Two to describe each application security metric that you have found to be most effective in improving application security.

1.
Participant and Application Portfolio Profile:
Since all survey participant data will remain anonymous, the following information will help provide context to the survey results.   
	Participant Profile
	Participant Response

	Is your organization public or privately held?
	 Public firm  FORMCHECKBOX 
           Private  FORMCHECKBOX 
      Government  FORMCHECKBOX 


	Is your organization part of the US critical infrastructure? 
	Yes  FORMCHECKBOX 
      No  FORMCHECKBOX 



	Industry Sector 
	 FORMCHECKBOX 
 Financial services   FORMCHECKBOX 
 Healthcare   FORMCHECKBOX 
 Utilities
 FORMCHECKBOX 
 Telecommunications   FORMCHECKBOX 
  Information Technology

 FORMCHECKBOX 
  Manufacturing   FORMCHECKBOX 
 Transportation

 FORMCHECKBOX 
  Other:

	# Employees
	 FORMCHECKBOX 
 < 1000   FORMCHECKBOX 
 1000-5000   FORMCHECKBOX 
 5001-9999   FORMCHECKBOX 
 10000 – 49999
 FORMCHECKBOX 
 >50000

	# of  full-time application developers (contractor or employee)
	


	Application Portfolio Profile
	Participant Response

	Number of web–enabled applications (estimate)
	

	Size of largest application in LOC (estimate)
	

	Source of application development

	% of  applications developed in-house (estimate): ___________
% of vendor-developed applications (estimate): _____________


	Primary platforms/programming environments

	C/C++  FORMCHECKBOX 
           JSP  FORMCHECKBOX 
          ASP  FORMCHECKBOX 
       .NET FORMCHECKBOX 

J2EE  FORMCHECKBOX 
           CGI FORMCHECKBOX 
          Perl  FORMCHECKBOX 
       PHP FORMCHECKBOX 

 FORMCHECKBOX 
 Web Services       FORMCHECKBOX 
  Other (describe):



	Primary database used
	Oracle  FORMCHECKBOX 
           MySQL  FORMCHECKBOX 
          SQLServer  FORMCHECKBOX 

 FORMCHECKBOX 
  Other (describe):




2.
Organizational Application Security Metrics Program Profile:

The primary objective of this section is to gather information about your organization’s overall application security metrics program. 

	Question
	Response

	How long have you been using application security metrics?
	 FORMCHECKBOX 
 < 12 mos   FORMCHECKBOX 
 1-2 yrs   FORMCHECKBOX 
 2-3 yrs   FORMCHECKBOX 
 3-5 yrs

	What was the main reason you created the application security metrics program?
	 FORMCHECKBOX 
 Demonstrate quantifiable progress in improving application security.

 FORMCHECKBOX 
  Satisfy regulatory requirements.  Please state which regulations: _______________________________________

 FORMCHECKBOX 
  Improve accountability for delivering secure applications 

 FORMCHECKBOX 
 Demonstrate improvement to mgmt, customers and business partners

 FORMCHECKBOX 
  Help justify investment/effort in application security.



	What organizational group manages the metrics program?
	 FORMCHECKBOX 
  Application Development/IT
 FORMCHECKBOX 
  Information and/or Application Security

 FORMCHECKBOX 
  Executive Management

 FORMCHECKBOX 
  Other (describe):



	What industry security standards or regulatory compliance requirement were used to shape the metrics program?

	 FORMCHECKBOX 
  ISO 17799                      FORMCHECKBOX 
  Sarbanes-Oxley    
 FORMCHECKBOX 
  COBIT                            FORMCHECKBOX 
  HIPPA
 FORMCHECKBOX 
  PCI                                 FORMCHECKBOX 
  Breach Disclosure Law

 FORMCHECKBOX 
  Other (describe):



	Plans to improve or enhance the organization's security metrics program within the next 12 months. 

	

	What existing or new metrics have been specifically requested by key stakeholders?
	 FORMCHECKBOX 
 Trending metrics

 FORMCHECKBOX 
 ROI metrics
 FORMCHECKBOX 
 Process metrics

	Describe any metrics which were tried/discarded and why.

	Name of ineffective metric:
Reason for Discontinuing Use of the Metric:

 FORMCHECKBOX 
 Too difficult/time consuming to collect metric data

 FORMCHECKBOX 
  Recipient of the metric did not find value in the metric

 FORMCHECKBOX 
  Metric promoted the wrong behavior/results

 FORMCHECKBOX 
  Other (describe):



	Name 3 resources (e.g., tools, URLs, books, organizations) you would recommend to other organizations developing a security metrics program? 

	1: 
2: 

3.

	Rough estimate of cost/effort to collect, analyze and report application security metrics 

	 FORMCHECKBOX 
 Annual budget:
 FORMCHECKBOX 
 Average hrs/month:

 FORMCHECKBOX 
  Other (describe):




3.
Application Security Metrics Tools Profile:

The objective of this section is to gather information about the toolset your organization uses to collect, analyze, develop and report on application security metrics. 

	Question
	Response

	What tools are used to collect and analyze the data used to create metrics?
	 FORMCHECKBOX 
  Static Analyzers

 FORMCHECKBOX 
  Binary Code Scanners

 FORMCHECKBOX 
  Web Application Vulnerability Scanners

 FORMCHECKBOX 
  Design/Modeling Verification Tools
 FORMCHECKBOX 
  Other (describe):



	What tools are used to communicate metrics within your organization, including senior management?
	 FORMCHECKBOX 
  None.  Reports are manually created.
 FORMCHECKBOX 
  Database reports
 FORMCHECKBOX 
  Dashboard
 FORMCHECKBOX 
  Commercial software, Name:
 FORMCHECKBOX 
  Other (describe):



	What tools/systems are used to store and track metrics?
	 FORMCHECKBOX 
  Database reports
 FORMCHECKBOX 
  Commercial software.  Name:____________________________
 FORMCHECKBOX 
  Other (describe):



	Additional comments about tools


	


4.
Application Security Metric Description
Please describe the application security metrics that you have found to be most useful to your organization. Please duplicate the matrix to describe more than three.
Application Security Metric One
	Data Field
	Response

	Name of Metric


	

	Description of Metric 


	

	Formula or description of how metric is created?
	

	What is the source of the data used to produce the metric?  


	 FORMCHECKBOX 
  Automated testing tool output

 FORMCHECKBOX 
  Manual testing results
 FORMCHECKBOX 
  Design/Modeling Verification Tools
 FORMCHECKBOX 
  Manually collected and tracked


	How is the metric data collected?
	 FORMCHECKBOX 
  Automated testing tool output

 FORMCHECKBOX 
  Manual testing results

	How is the metric used? 


	 FORMCHECKBOX 
  Reporting (trending, historical analysis, dashboards, etc.)
 FORMCHECKBOX 
  Improve developer awareness, reduce security defect rate

 FORMCHECKBOX 
  Demonstrate compliance with organization security standards or          regulatory compliance
 FORMCHECKBOX 
  Tactical decision support (e.g., application defect rate is improving)

 FORMCHECKBOX 
  Support of financial measurement (e.g., ROI, over/under budget, meeting/missing project milestones)
 FORMCHECKBOX 
  Understanding of critical, outstanding application security risks
 FORMCHECKBOX 
  Other (describe):



	Who is the primary recipient of this metric?


	 FORMCHECKBOX 
  Application Development/IT Staff
 FORMCHECKBOX 
  Information and/or Application Security

 FORMCHECKBOX 
  Management (What level?):
 FORMCHECKBOX 
  Other (describe):


	How frequently is the metric produced, reported?


	 FORMCHECKBOX 
  Ad hoc, as needed or requested

 FORMCHECKBOX 
  Weekly      FORMCHECKBOX 
  Monthly      FORMCHECKBOX 
  Quarterly      FORMCHECKBOX 
  Annual

 FORMCHECKBOX 
  Other (describe):



	How are metrics delivered to consumers?
	 FORMCHECKBOX 
  Hard copy      FORMCHECKBOX 
  emailed reports      FORMCHECKBOX 
  Centralized dashboard
 FORMCHECKBOX 
  Commercial software, Name:

	Effort required to produce/report the metric 


	 FORMCHECKBOX 
 Average hrs/month:



	Additional comments


	


4.
Application Security Metric Description (cont’d)
Application Security Metric Two
	Data Field
	Response

	Name of Metric


	

	Description of Metric 


	

	Formula or description of how metric is created?


	

	What is the source of the data used to produce the metric?  


	 FORMCHECKBOX 
  Automated testing tool output

 FORMCHECKBOX 
  Manual testing results
 FORMCHECKBOX 
  Design/Modeling Verification Tools
 FORMCHECKBOX 
  Manually collected and tracked


	How is the metric data collected?
	 FORMCHECKBOX 
  Automated testing tool output

 FORMCHECKBOX 
  Manual testing results

	How is the metric used? 


	 FORMCHECKBOX 
  Reporting (trending, historical analysis, dashboards, etc.)
 FORMCHECKBOX 
  Improve developer awareness, reduce security defect rate

 FORMCHECKBOX 
  Demonstrate compliance with organization security standards or          regulatory compliance
 FORMCHECKBOX 
  Tactical decision support (e.g., application defect rate is improving)

 FORMCHECKBOX 
  Support of financial measurement (e.g., ROI, over/under budget, meeting/missing project milestones)
 FORMCHECKBOX 
  Understanding of critical, outstanding application security risks
 FORMCHECKBOX 
  Other (describe):

	Who is the primary recipient of this metric?


	 FORMCHECKBOX 
  Application Development/IT Staff
 FORMCHECKBOX 
  Information and/or Application Security

 FORMCHECKBOX 
  Management (What level?):

 FORMCHECKBOX 
  Other (describe):



	How frequently is the metric produced, reported?


	 FORMCHECKBOX 
  Ad hoc, as needed or requested

 FORMCHECKBOX 
  Weekly      FORMCHECKBOX 
  Monthly      FORMCHECKBOX 
  Quarterly      FORMCHECKBOX 
  Annual

 FORMCHECKBOX 
  Other (describe):



	How are metrics delivered to consumers?
	 FORMCHECKBOX 
  Hard copy      FORMCHECKBOX 
  emailed reports      FORMCHECKBOX 
  Centralized dashboard

 FORMCHECKBOX 
  Commercial software, Name:

	Effort required to produce/report the metric 


	 FORMCHECKBOX 
 Average hrs/month:



	Additional comments


	


4.
Application Security Metric Description (cont’d)
Application Security Metric Three
	Data Field
	Response

	Name of Metric


	

	Description of Metric 


	

	Formula or description of how metric is created?


	

	What is the source of the data used to produce the metric?  


	 FORMCHECKBOX 
  Automated testing tool output

 FORMCHECKBOX 
  Manual testing results
 FORMCHECKBOX 
  Design/Modeling Verification Tools
 FORMCHECKBOX 
  Manually collected and tracked


	How is the metric data collected?
	 FORMCHECKBOX 
  Automated testing tool output

 FORMCHECKBOX 
  Manual testing results

	How is the metric used? 


	 FORMCHECKBOX 
  Reporting (trending, historical analysis, dashboards, etc.)
 FORMCHECKBOX 
  Improve developer awareness, reduce security defect rate

 FORMCHECKBOX 
  Demonstrate compliance with organization security standards or          regulatory compliance
 FORMCHECKBOX 
  Tactical decision support (e.g., application defect rate is improving)

 FORMCHECKBOX 
  Support of financial measurement (e.g., ROI, over/under budget, meeting/missing project milestones)
 FORMCHECKBOX 
  Understanding of critical, outstanding application security risks
 FORMCHECKBOX 
  Other:

	Who is the primary recipient of this metric?


	 FORMCHECKBOX 
  Application Development/IT Staff
 FORMCHECKBOX 
  Information and/or Application Security

 FORMCHECKBOX 
  Management (What level?):

 FORMCHECKBOX 
  Other (describe):



	How frequently is the metric produced, reported?


	 FORMCHECKBOX 
  Ad hoc, as needed or requested

 FORMCHECKBOX 
  Weekly      FORMCHECKBOX 
  Monthly      FORMCHECKBOX 
  Quarterly      FORMCHECKBOX 
  Annual

 FORMCHECKBOX 
  Other (describe):



	How are metrics delivered to consumers?
	 FORMCHECKBOX 
  Hard copy      FORMCHECKBOX 
  emailed reports      FORMCHECKBOX 
  Centralized dashboard

 FORMCHECKBOX 
  Commercial software, Name:

	Effort required to produce/report the metric 


	 FORMCHECKBOX 
 Average hrs/month:



	Additional comments


	


Appendix One: OWASP Application Security Metrics Survey FAQ

What is the purpose of the survey?

The survey is part of the Application Security Metrics Security Project sponsored by the non-profit Open Web Application Security Project (OWASP).  The purpose of the Metrics Survey is to identify and provide the OWASP community a basic set of application security metrics that have been found by contributors to be effective in measuring application security. For more information about the Project, please visit: http://www.owasp.org/index.php/Category:OWASP_Application_Security_Metrics_Project
Why is this survey important?

Since meaningful, business-effective security metrics are lacking, OWASP wishes to aid organizations building or enhancing their metrics program by providing an existing metrics model they can leverage.

Will my survey responses be kept confidential?

Yes. Participating organizations will be invited to join the survey by an individual (e.g., an employee of their organization) they know and trust.  Further, the survey data you submit will not include any data that identifies an individual survey participant or organization.  Each participating organization will be characterized only by industry sector, size, etc. All survey data will remain completely anonymous and no marketing activity will be derived from it.

How will the results be used?

The results (principally the metrics) will be posted on the OWASP website for public use.  The survey results will also help to identify areas of need to guide future efforts of the Application Security Metrics Security Project.  In addition, the survey may be repeated in the future to identify new metrics and to benchmark progress in this area.  

Who is participating in this survey?

Ideally, we will attract participation across a range of industry sectors.  In reality, the primary selection criterion is the willingness to share application security metrics that have been proven effective in the participant’s organization.  

Why should I participate?

We see the following benefits of participating:

· For organizations with an established metrics program, the survey will allow informal benchmarking of your application metrics program and provide ideas on additional metrics that other organizations have found useful.

· For organizations without an established metrics program, the survey will provide a variety of metrics that can be used to help launch the program.

Who is funding this survey?

Like most OWASP Projects, this Project is unfunded and is supported by volunteers.  


