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e  OWASP Testinh Guide 4.0: Input Validation Testing
https://www.owasp.org/index.php/Testing for Input Validation

e OWASP Cheat Sheet: Input Validation
https://www.owasp.org/index.php/Input Validation Cheat Sheet

e  OWASP Testing Guide 4.0: Testing for Http Parameter Pullution
https://www.owasp.org/index.php/Testing for HTTP_Parameter pollution %280TG-INPVAL-004%29

e OWASP LDAP Injection Cheat Sheet
https://www.owasp.org/index.php/LDAP_Injection Prevention Cheat Sheet

e OWASP Testing Guide 4.0: Client Side Testing
https://www.owasp.org/index.php/Client_Side Testing

e OWASP Cross Site Scripting Prevention Cheat Sheet
https://www.owasp.org/index.php/XSS %28Cross_Site Scripting%29 Prevention Cheat Sheet

e  OWASP Java Encoding Project
https://www.owasp.org/index.php/OWASP Java Encoder Project
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e  OWASP Testing Guide 4.0: Testing for weak Cryptography
https://www.owasp.org/index.php/Testing for weak Cryptography

e  OWASP Cheat Sheet: Cryptography Storage
https://www.owasp.org/index.php/Cryptographic_Storage Cheat Sheet
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OWASP Testing Guide 4.0 content: Testing for Error Handling
https://www.owasp.org/index.php/Testing for Error Handling
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e OWASP Secure Headers Project:
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e  User Privacy Protection Cheat Sheet
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https://tools.ietf.org/html/rfc7469.

e  Production and backup keys is business continuity - see
https://noncombatant.org/2015/05/01/about-http-public-key-pinning/

e OWASP Certificate Pinnig Cheat Sheet
https://www.owasp.org/index.php/Pinning Cheat Sheet

e  OWASP Certificate and Public Key Pinning
https://www.owasp.org/index.php/Certificate_and Public Key Pinning

e  Timr of first use (TOFU) Pinnig
https://developer.mozilla.org/en/docs/Web/Security/Public Key Pinning

e  HTTP Strict Transport Security
https://www.chromium.org/hsts
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https://www.owasp.org/index.php/Testing for HTTP_Verb Tampering %280TG-INPVAL-003%29
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Vector.pdf
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e OWASP User Privacy Protection Cheat Sheet
https://www.owasp.org/index.php/User Privacy Protection Cheat Sheet
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e  OWASP Secure Headers Project
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® OWASP Testing Guide 4.0: Business Logic Testing
https://www.owasp.org/index.php/Testing_for_business_logic

e OWASP Cheat Sheet
https://www.owasp.org/index.php/Business_Logic_Security Cheat Sheet

OWASP 3.0.1 4slipy conial ow)lg o laibsl | FY


https://www.owasp.org/index.php/Testing_for_business_logic
https://www.owasp.org/index.php/Testing_for_business_logic
https://www.owasp.org/index.php/Business_Logic_Security_Cheat_Sheet

: : ).‘ Q . .93

YA

&b g LB sla gusojls (owyp 1P (o

J5S s

AAS‘SA co){lﬁ |)).:) 6Yb&'a.w 6[.&5 Lgu\m)l.u 0l e Mb]:g_ig‘ ASAH.SJ.AB ULM..oJa‘

gl S e el Byl 4 g5 ol 5 b lowedsl LB e LB e osls @
D9 03,3 dgame (Gl g i b g asly Lol asli 5l gy 10 iadas 58 mlie Jlle 8L @

b saie;ls

sl dwais 4 Jlal ol>] Laké Forwards g Redirects gls URL a5 0uS o)
Oelaol slaaais 4 redirect sl b g ail axils 1) dubw Cad ;0 94290
oo lad ) g laie

b Logiins 4ol ay o ools ylicebsl LB e LB sl ools a5 0uS o)
Sl e cdadlrs gl g paar 4 WSS 18 colaiul 90 LB 1/0 Oljgis
file MIME type docal file include .path traversal Gudx%wi

el pinn Ol jgiws (3,55 4 reflective file download

Sl b0 Ojee 4 yxel aolis odal Cews 4 sla s aS oS e
e (6 S gl oal aiFlil O e (glgioxe

L g class loader dnclusion J&ls ;o dweire e sbo ools a5 0sS o)

O ygo A iy LS‘)‘." sl LS)-’"\'Z w] )" &y gl oolawl ‘S.»Liv.?‘ slealls
P58 S S5l j90 ol 5l g (e

cross- il g IS S1mil a4y 2o (o yiadasl glaosls a5 asS o)y
arbitrary remote content &Me> 5l b w545 oolaiwl (CORS) domain

D5l 6 S slr

o >3 webroot iz, xelasl mlie jload <l o sla b aS 0sS o)
38 S oy b bz g WSl alils (goguzme (sl g i 5 00l

U sl ol (o Sy (28 Gl Sjgo w0 dalip b g 9w a5 0S o)
WS 0y Al e b g )l b e b g0 ol 5l mlie 4 (g s

.. Lol 1, cytalash qulie 5l onds ()38, gloosls ()T oS g asliyy 45 0iS e

S 5l oads g0 b (yoll conis Sy S b (59T AT 0sS )
oo Java L, NACL Silverlight (Active-X Shockwave . s NSAPI sla .5

g ool (g i Ceans sloApPIet

OWASP 3.0.1 asl y Caial sl 5 il

\PY

A Ay

A A

V2.0

\P.7

V7.4

fA



&lw
0S axxlye g b 4y i Sledlbl gl

https://www.owasp.org/index.php/Unrestricted File Upload

e Reflective File Download (Oren Hatif)
https://www.trustwave.com/Resources/SpiderLabs-Blog/Reflected-File-Download--- A-New-Web-Attack-Vector/
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. OWASP Mobile Security Project:
https://www.owasp.org/index.php/OWASP_Mobile Security Project
. iOS Developer Cheat Sheet:
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e OWASP Mobile Security Project:

https://www.owasp.org/index.php/OWASP_Mobile Security Project
. iOS Developer Cheat Sheet:
https://www.owasp.org/index.php/IOS Developer Cheat Sheet
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. OWASP Teting Guide 4.0: Configuring and Developing and Deployment Management Testing
https://www.owasp.org/index.php/Testing for configuration management
. OWASP Cross-site Request Forgery Cheat Sheet
https://www.owasp.org/index.php/Cross- Site Request Forgery (CSRF) Prevention Cheat Sheet
. JSON Web Tokens (and Signing)
https://jwt.io
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e  OWASP Testing Guide 4.0: Comfiguration and Deployment Management Testing
https://www.owasp.org/index.php/Testing for configuration management
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