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Status Code Legend

® On Track: Project is on development @ High Risk: At risk, with a high risk of going off frack
Warning: potential issues @® Off Track: Date will be missed if action not taken

Does the project ® It has a complete description about the project
meet the Health ® It has a friendly license: http://creativecommons.org/licenses/by-sa/3.0/
criteria2: NO @ Application is available online for testing
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Welcome to the Vicnum Project

Vicnum s an OWASP project consising of vulnerable web applications based on games commony used to killtime. These applications demonsirate common web security problems such as cross
site scripting, sql injections, and session management issues.

Being small web applications with no complex framework involved, Vienum applications can easily be invoked and tailored to meet a specific need. For example if a test vulnerable application is
needed in evaluating a web secunity scanner or a web application firewall, you might want to control a target web application to see what the scanner can find and what the firewall can protect.

Ultimately the major goal of this projectis to strengthen the security of web applications by educating different groups (students, management, users, developers, auditors) as to what might go wrong in
aweb app. And of course it's OK to have a ltle fin.

Click here to play Guessnum, a game to guess a number the computer has picked
Click here to play Jotto, a game to guess a word the computer has picked.

Click here for the Union Challenge used as a CTF at Appsec Ireland 2012

Click here for Cyclone, an intentionally vinerable Ruby on Rails application.

Vienum applications can be demonstrated at secuity conferences and used in "Capture the Flag" type events. Click here to contact us if you would like to discuss customizing Vienum applications for a
specific purpose. For general comments on the project please visit the OWASP project page

Mordecai Kraushar
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Welcome to Cyclone.

A new way to transfer money to your friends!

Sign Up!

CAUTION: This is an intentionally broken web
application. Please do NOT use any real
information

Account: You can sign up on your own, or use
an existing one

user: cycloneuser-3@cyclonetransfers.com

& readme v‘ 2B vichumlS.tar v‘ ¥ Show all downloads.. %

® Clean external website explaining more about the project
® 13 downloads in average per week

Issues: It lacks a roadmap
It lacks many information on multiple tabs (FAQ, Volunteers)
No mailing list was found
® No issue/bug tracking system is available to users
No news
® Project leaders do not seem active (based on the information provided on their wiki and home page)
Project is not vendor neutral [(online apps are available through their sponsor site and the logo atf the bofttom)
® URL of sponsor appears in home wiki page on main page

Does the project ® Source code is downloadable as a tar file
meet the quality
criteria2: No
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issues ® Source code is not available through a repository

® |t is not possible for confributors fo work easily due to the lack of a repository
® Last updates date from 2012-07-16: http://sourceforge.net/projects/vicnum/files/2source=navbar
No user guideline (even though the apps are easy to follow, so not per se needed)

Project Abstract

These games are a nice way to learn how to break apps. They are available online and also distributed through the broken apps project. The
main issues regarding vendor neutrality, but especially that the source code is not set on a repository does not qualify this project as LAB.
Also, we understand that the need to update is less because these are broken applications, however, they do not motivate others to
contribute to the continuity of the project by trying to involve new volunteers by setting the project in a robust, open soutce repository
such as Github or Google code which are free and available. We encourage the project leaders to set the source code through a repository

and improve collaboration within the community. Most incubators code/tool projects fulfill this criteria, and it’s a must for LAB projects.



