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About Myself 

I live in 
Kibbutz Yiftah, 
Israel 

I create 
security 
products 

Currently, Product Manager for Security Solutions at HP 
 ArcSight 

Prior to that did security research and product  
management at Breach Security & at Fortify 

I am an 
application 
security 
veteran 

OWASP leader and founder of the OWASP Israeli chapter 

Leads the Web Application Firewall Evaluation Criteria project 

Wrote the ModSecurity Core Rule Set 

I really try to 
learn what 
information 
security is 

Read my blog at http://www.xiom.com 

Be ready to some philosophy of science and cognitive psychology 

They 
Paid My 

Trip! 



Agenda 

The Web Attacks You Haven’t Heard about and Really 
Matter 

Correlations to the Rescue 

Current WAF Implementations 

Using SIEM correlations 



THE WEB ATTACKS YOU HAVEN’T 
HEARD ABOUT AND REALLY 
MATTERS 



Meet the Time Magazine  
most influential person: 

5 

Survey 
Results 

The Auto 
Voter System 

http://musicmachinery.com/2009/04/15/inside-the-precision-hack/ 

http://musicmachinery.com/2009/04/15/inside-the-precision-hack/


Found out Some of Google’s Most  
Searched Keywords  



Those Damn Rappers  
(and Politicians) 

http://www.youtube.com/watch?v=iHOCC99UaKs


SEO and Comments Spam 



Auction Sniping 



Exclusive: 
Google’s 

Click Fraud 
Rate is Less 

than 2% 

Of $36 
Billion! 

It’s $720 
Million for 
god sake! 



Web Scraping 



And I did not have time for 

Ticket 
Scalping 

Automated 
Stock Trading Game Bots 



And the Usual 
 Lengthy Attacks 

Slow rate 
Reconnaissance 

Brute Force 

Distributed Denial of 
Service 



What’s Common to Those 
Attacks? 

Hard to Detect 

Any single request 
looks benign 

Only together they 
can be identified 

as malicious 

Behavior is 
borderline 

Need high 
certainty to 

respond 

May not be 
allowed, business-

wise, to block 



CORRELATIONS TO THE RESCUE 



Follow Sequences 

Multi-
Stage 

Attacks 

HTTP 
Session 
Tacking 



Determine Rate 

60 s 180 s 

1    2  3    4    5  6  7  8  9   10    11  12  13  14                1’  2’ 3’ 

100 s 220 s 

1st Threshold 

TWE 

Reset 

2nd Threshold 

Time 
(2 Minutes) 



Consider the 
Environment Source  

Reputation 

Target 
Assets & 

Vulns 

Users & Roles 

Date & 
Time 



Statistics & Behavior Analysis  

Profile Behavior 
to Detect 

Anomalies 

Overall site 
usage patterns 

Specific users 
behavior 

Determine False 
Positive Prone 

Rules 

Signatures  



Aggregate 
Indicators 

Conclusive Answer 

Low 
confidence 

results 

Correlation 
Results 
•Rate 
•Environment 
•Behavioral 

Multiple 
Detection 
Engines 
• Signatures 
•Anomalies 



CURRENT WAF IMPLEMENTATIONS 



Rules of Engagement 

I say only good things 

I am limited to what’s publicly available 
or disclosed by companies specifically 
for this project 

If I get customers input (from you…) I 
will add it 



All WAFs 



Imperva 

• Multi-Layered Analysis for Accurate 
Decision Making 

• Threat Intelligence 

http://www.imperva.com/products/ssp_technology-correlated-attack-validation.html 
 

http://www.imperva.com/products/ssp_technology-correlated-attack-validation.html


F5 

• Anti-
Automation: 
– Rate or latency 

Based 
Detection 

– Latency based 
detection 

– Challenge 
Response 

• IP Intelligence  
• Signature based 

line learning 

http://www.f5.com/pdf/white-papers/intelligent-layer7-protection-wp.pdf 
https://www.youtube.com/watch?v=H2PQBlhxL9I 

http://www.f5.com/pdf/white-papers/intelligent-layer7-protection-wp.pdf
https://www.youtube.com/watch?v=H2PQBlhxL9I


Trustwave 

• Bi-directional traffic 
inspection 
correlation 

• Excessive Access Rate 
Detection 

https://www.trustwave.com/web-application-firewall/#learn 
https://www.trustwave.com/downloads/Trustwave_WP_Scraping_Denial_of_Service_and_Brute_Force_Attacks.pdf 
(registration required) 

https://www.trustwave.com/web-application-firewall/
https://www.trustwave.com/downloads/Trustwave_WP_Scraping_Denial_of_Service_and_Brute_Force_Attacks.pdf


Bee-Ware 

Indicators Aggregation 

Normal 
Navigation  

Client 
fingerprint 

IP 
Reputation 

Thanks to Matthieu Estrade for the information 



ModSecurity/CRS 

• Anomaly scoring 
• Messages aggregation 
• Inbound & outbound correlation 
• Bad robots 
SecRule REQUEST_FILENAME|ARGS_NAMES|ARGS|XML:/* 
"\bselect\b.{0,40}\buser\b“ 
… 
setvar:tx.sql_injection_score=+%{tx.critical_anomaly_score}, 
setvar:tx.%{rule.id}-WEB_ATTACK/SQL_INJECTION-
%{matched_var_name}=%{tx.0}"  



Challenges 

Use Case 
Definition 

Baseline 
Learning  

Source and 
Session 

Identification 

Bypass 
Mitigation 

Flexibility 



SIEM CORRELATIONS TO THE 
RESCUE 



ModSecurity 

Has all 
the tools 

Collections 
(request, 

session, user) 

Time 
Windows LUA scripting IP and Geo 

operations 

However No UI 
Lacks 

performance 
optimization 



SIEM Correlations 

Check for 
Multiple 
Stages 
attacks and 
context 

Detect slow 
rate and 
over time 
attacks 

Respond! 
And Extend 



SIEM Human Interaction 

 



Connecting to the Application 

Enterprise Security – HP Confidential 34 

Protected 
Application 

Fortify 
Runtime 

Real Time 
Analyzer 

App. Security 
Monitor 

Application Protection 
Specific Content 

Syslog 
Connector 

Detect and Protect from 
application layer attacks 

Monitor applications for 
attacks, users and sessions 



For Further Questions contact: 
 
Ofer Shezaf 
ofr@hp.com 

Feedback Form 

https://www.surveymonkey.com/s/Research12_OferShezaf
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