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1 Verification Report Introduction

This section identifies the Verification Report (VR) and the Target of Verification (TOV). Application review and assessment is also called “verification”. It also identifies VR document organization. The TOV  is <Application Name> provided by <Customer Name>. <Application Name> is a <1-2 Sentence Description>.

The Verification Report contains the following additional sections:

· Section 2: The Target of Verification (TOV) Description. This section describes the TOV implementation.

· Section 3: Assumptions. This section describes the assumptions made during verification.

· Section 4: Verification Requirements. This section identifies the OWASP ASVS verification requirements that the verification was performed against.

· Section 5: Verification Approach. This section identifies the verification methodology that was used to determine if ASVS verification requirements were met or not.

· Appendices A, B, and C – Verification Findings. These appendices summarize the results of verification activities that were performed. The complete set of architecture-related findings are provided in Appendix A,
 while summaries of results using tools are provided in Appendices B and C.

· Appendix D – OWASP ASVS Pass/Fail verdicts. This appendix documents pass/fail verdicts for OWASP ASVS verification requirements.

1.1 Verification Report, TOV, and OWASP ASVS Identification

Verification Report Version – Version 0.1

TOV Identification – <Application Name>, <Application Version>, code drop dated <Date>, static test dated <Date>
TOV Developer – <Customer Name>
OWASP ASVS Identification – OWASP Application Security Verification Standard – Web Edition 2008 (Beta), December 2008
1.2 Conformance Claims

This TOV is conformant 
to the following OWASP specifications:

OWASP Application Security Verification Standard – Web Edition 2008 (Beta), December 2008. Level <Identify Level> Conformant.
1.3 References

[DYNAMIC] 
Dynamic analysis findings – <Document Name>

[STATIC] 
Static analysis findings – <Document Name>
[OWASP] 
OWASP Application Security Verification Standard – Web Edition 2008 (Beta), December 2008

2 TOV Description

<1-2 paragraphs describing in layman’s terms at a high level what the application is and does>

2.1 TOV Overview

The Target of Verification (TOV) is the <Application Name> application. It components are deployed as depicted in the figure below.

<Figure Here>

Figure 1 – TOV components (additional IT environment components excluded for clarity)
2.2 TOV Architecture

The TOV can be described in terms of the following components:

· <Component Name> component

·  <Component Name> component

·  <Component Name> component

·  <Component Name> component

Component details are below.
2.2.1 <Component Name> Application Component

<Component Description and Security-Relevant Subcomponent Identification
>

2.2.2  <Component Name> Application Component

<Component Description and Security-Relevant Subcomponent Identification>

2.2.3  <Component Name> Application Component

<Component Description and Security-Relevant Subcomponent Identification>

2.2.4  <Component Name> Application Component

<Component Description and Security-Relevant Subcomponent Identification>

2.2.5 Non-Application Components in the IT Environment
The intended environment of the TOV can be described in terms of the following components:

· <Application Name and Version> - <1-2 sentence description, also identify name and version of components that this component relies on to operate>

· <Application Name and Version> - <1-2 sentence description, also identify name and version of components that this component relies on to operate>

· <Application Name and Version> - <1-2 sentence description, also identify name and version of components that this component relies on to operate>

3 Verification Assumptions

3.1 Components Included in the Verification
All <Customer Name>-developed code will be included in the verification.

All <Customer Name>-modified open source and licensed code will be included in the verification.

Additional code (both open source and licensed code) will be included in the verification as necessary to perform a review of <Customer Name>-modified code.

3.2 Components Excluded from the Verification
Open source and licensed code that was not modified by <Customer Name>, with the exception of that code which is necessary to perform a review of <Customer Name>-modified code, will be excluded from the verification.

Components in the IT environment will only be examined from a security architecture perspective to the extent that the TOV relies on such components to provide security-related functionality.

Licensed libraries and executables for which source code was not provided will be excluded from the verification.

4 Verification Requirements 
4.1 OWASP ASVS Level 1A Verification Requirements

L1A.1 
The verifier shall dynamically scan the web application according to the Level 1A requirements specified in the [OWASP] “Detailed Verification Requirements” section [reproduced below for convenience].

V1.1 
The verifier shall identify all application components (either individual or groups of source files, libraries, and/or executables) present in the application.

V2.1 
Verify that all pages and resources require authentication except those specifically intended to be public.

V2.9 
Verify that if a maximum number of authentication attempts is exceeded, the account is locked.

V2.11 
Verify that all password fields do not echo the user’s password when it is entered.

V3.1 
Verify that the framework’s default session management control implementation is used by the application.
V3.1 
Verify that sessions are invalidated when the user logs out.

V3.2 
Verify that sessions timeout after a specified period of inactivity.

V3.8 
Verify that all authenticated pages have logout links.

V4.1 
Verify that users can only access URLs for which they possess specific authorization.

V4.2 
Verify that users can only access files for which they possess specific authorization.

V4.3 
Verify that directory browsing is disabled unless deliberately desired.

V4.4 
Verify that users can only access protected functions for which they possess specific authorization.
V4.11 
Verify that direct object references are protected, such that only authorized objects are accessible to each user.

V5.3 
Verify that a positive validation pattern is defined and applied to all input.

V5.7 
Verify that all input validation control failures result in input rejection.

V5.9 
Verify that the environment is not susceptible to buffer overflows, or that security controls prevent buffer overflows.

V8.8 
Verify that that the application does not output error messages containing sensitive data that could assist an attacker, including session id and personal information.

V9.3 
Verify that all forms containing sensitive information have disabled client side caching, including autocomplete features.

V10.5 
Verify that TLS server certificates have been issued by a trusted CA.
V11.1 
Verify that every HTTP response contains a content type header specifying a safe character set (e.g., UTF-8).

V11.2 
Verify that redirects do not include unvalidated data.

V11.3 
Verify that the application accepts only a defined set of HTTP request methods, such as GET and POST.

L1A.2 
The verifier shall verify all dynamic scan results using either manual penetration testing or code review. Unverified automated results are not considered to provide any assurance and are not sufficient to qualify for Level 1.

4.2 OWASP ASVS Level 1B Verification Requirements

L1B.1
The verifier shall perform source code scanning on the web application according to the Level 1B requirements specified in the [OWASP] “Detailed Verification Requirements” section [reproduced below for convenience].
V1.1
The verifier shall identify all application components (either individual or groups of source files, libraries, and/or executables) present in the application.

V2.1
Verify that all pages and resources require authentication except those specifically intended to be public.

V2.11
Verify that all password fields do not echo the user’s password when it is entered.

V3.7
Verify that the session id is never disclosed other than in cookie headers, particularly in URLs or logs. This includes verifying that the application does not support URL rewriting of session cookies.
V4.4
Verify that users can only access protected functions for which they possess specific authorization.

V5.9
Verify that the environment is not susceptible to buffer overflows, or that security controls prevent buffer overflows.
V8.8
Verify that that the application does not output error messages containing sensitive data that could assist an attacker, including session id and personal information.

V9.3
Verify that all forms containing sensitive information have disabled client side caching, including autocomplete features.

V11.1
Verify that every HTTP response contains a content type header specifying a safe character set (e.g., UTF-8).

V11.2
Verify that redirects do not include unvalidated data.

V11.3
Verify that the application accepts only a defined set of HTTP request methods, such as GET and POST.

L1B.2 
The verifier shall verify all source code scan results using either manual penetration testing or code review. Unverified automated results are not considered to provide any assurance and are not sufficient to qualify for Level 1.

5 Verification Approach

5.1 Security Architecture Review
<1-2 sentences, identify approach>

The results of the analysis performed as part of the manual architecture review can be found in this document in sections “TOV Architecture” and “Security Architecture Findings”.
5.2 Dynamic Scan 

Dynamic scanning will be performed at OWASP ASVS Level 1A using <Tool Name and Version>. Results were verified using manual code review.
The following machines were targeted:

1. <Machine ID> – <Application Name> application components:

a. <IP address, or note that wasn’t individually targteted>
b. <IP address, or note that wasn’t individually targteted>
c. <IP address, or note that wasn’t individually targteted>
2. <Machine ID> – <Application Name> application components:

a. <IP address, or note that wasn’t individually targteted>
b. <IP address, or note that wasn’t individually targteted>
c. <IP address, or note that wasn’t individually targteted>
The results of the scan can be found in [DYNAMIC]. A summary of the results of the scan can be found in this document in section “Appendix B – Dynamic Scan Findings”.

5.3 Source Code Scan 

Static scanning will be performed at OWASP ASVS Level 1B using <Tool Name and Version>. Results were verified using manual code review.
The results of the scan (including a scanner configuration information) can be found in document [STATIC]. A summary of the results of the scan can be found in this document in section “Appendix C – Source Code Scan Findings”.

Appendix A – Security Architecture Findings

The following areas are covered by the review:

· Security audit

· User data protection

· Identification and authentication

· Security management

· Self-protection

Details about each of these areas from a security architecture perspective are below.

Security Audit
<Findings>
User Data Protection

<Findings>
Identification and Authentication
<Findings>
Security Management
<Findings>
Self-Protection
<Findings>
Appendix B – Summary of Dynamic Scan Findings

Below is a summary of scan results. Please see [DYNAMIC] which contains the complete results of the scan.

<Summary of Results>
Appendix C – Summary of Source Code Scan Findings

Below is a summary of scan results. Please see [STATIC] which contains the complete results of the scan.

<Summary of Results>
Appendix D – OWASP ASVS Level 1 Pass/Fail Verdicts

OWASP ASVS Level 1A Pass/Fail Verdicts

L1A.1 
The verifier shall dynamically scan the web application according to the Level 1A requirements specified in the [OWASP] “Detailed Verification Requirements” section [reproduced below for convenience].

V1.1 
The verifier shall identify all application components (either individual or groups of source files, libraries, and/or executables) present in the application.

PASS
Application components are listed in section 2 of this report. 


V2.1 
Verify that all pages and resources require authentication except those specifically intended to be public.
PASS
Dynamic scanning tool <Tool Name> was used to scan the TOV and there were no unverified results for which this requirement was applicable. Manual code review was performed to verify results.
FAIL
Dynamic scanning tool <Tool Name> was used to scan the TOV and there were verified results for which this requirement was applicable. Please see document <TBD>, finding <TBD>. Remediation and re-verification is required. 

V2.9 
Verify that if a maximum number of authentication attempts is exceeded, the account is locked.

V2.11 
Verify that all password fields do not echo the user’s password when it is entered.

V3.1 
Verify that the framework’s default session management control implementation is used by the application.

V3.1 
Verify that sessions are invalidated when the user logs out.

V3.2 
Verify that sessions timeout after a specified period of inactivity.

V3.8 
Verify that all authenticated pages have logout links.

V4.1 
Verify that users can only access URLs for which they possess specific authorization.

V4.2 
Verify that users can only access files for which they possess specific authorization.

V4.3 
Verify that directory browsing is disabled unless deliberately desired.

V4.4 
Verify that users can only access protected functions for which they possess specific authorization.

V4.11 
Verify that direct object references are protected, such that only authorized objects are accessible to each user.

V5.3 
Verify that a positive validation pattern is defined and applied to all input.

V5.7 
Verify that all input validation control failures result in input rejection.

V5.9 
Verify that the environment is not susceptible to buffer overflows, or that security controls prevent buffer overflows.

V8.8 
Verify that that the application does not output error messages containing sensitive data that could assist an attacker, including session id and personal information.

V9.3 
Verify that all forms containing sensitive information have disabled client side caching, including autocomplete features.

V10.5 
Verify that TLS server certificates have been issued by a trusted CA.

V11.1 
Verify that every HTTP response contains a content type header specifying a safe character set (e.g., UTF-8).

V11.2 
Verify that redirects do not include unvalidated data.

V11.3 
Verify that the application accepts only a defined set of HTTP request methods, such as GET and POST.

L1A.2 
The verifier shall verify all dynamic scan results using either manual penetration testing or code review. Unverified automated results are not considered to provide any assurance and are not sufficient to qualify for Level 1.

OWASP ASVS Level 1B Pass/Fail Verdicts

L1B.1
The verifier shall perform source code scanning on the web application according to the Level 1B requirements specified in the [OWASP] “Detailed Verification Requirements” section [reproduced below for convenience].

V1.1
The verifier shall identify all application components (either individual or groups of source files, libraries, and/or executables) present in the application.


PASS
Application components are listed in section 2 of this report. 

V2.1
Verify that all pages and resources require authentication except those specifically intended to be public.

PASS
Source code  scanning tool <Tool Name> was used to scan the TOV and there were no unverified results for which this requirement was applicable. 
FAIL
Source code  scanning tool <Tool Name> was used to scan the TOV and there were verified results for which this requirement was applicable. Please see document <TBD>, finding <TBD>. Remediation and re-verification is required. 

V2.11
Verify that all password fields do not echo the user’s password when it is entered.

V3.7
Verify that the session id is never disclosed other than in cookie headers, particularly in URLs or logs. This includes verifying that the application does not support URL rewriting of session cookies.

V4.4
Verify that users can only access protected functions for which they possess specific authorization.

V5.9
Verify that the environment is not susceptible to buffer overflows, or that security controls prevent buffer overflows.

V8.8
Verify that that the application does not output error messages containing sensitive data that could assist an attacker, including session id and personal information.

V9.3
Verify that all forms containing sensitive information have disabled client side caching, including autocomplete features.

V11.1
Verify that every HTTP response contains a content type header specifying a safe character set (e.g., UTF-8).

V11.2
Verify that redirects do not include unvalidated data.

V11.3
Verify that the application accepts only a defined set of HTTP request methods, such as GET and POST.

L1B.2 
The verifier shall verify all source code scan results using either manual penetration testing or code review. Unverified automated results are not considered to provide any assurance and are not sufficient to qualify for Level 1.

To do





To do








�This is a sample template, it happens to be at OWASP ASVS Level 1. Not all reports will be provided in this format. The information in the sections in this template may be reorganized according to customer reporting requirements.


�Possibly higher than overall ASVS level.


�Only becomes conformant after remediation.


�Exceeds OWASP ASVS Level 1


�Customer and verification-dependent.


�Possibly higher than overall ASVS level
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