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» 8 years developer experience
» 5 years infosec/appsec experience (cssI 2004 ;)

» Lead Application Security Program,
> New Access SA, Geneva — Switzerland

» OWASP Geneva chapter founder
» CWE Top 25 Programming Errors contributor

» Monblog.ch founder and architect
» Free swiss community blogging platform

» > 13mio. pageviews/monthly
.2 monblog.ch
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Agenda

m OWASP Foundation
B OWASP Projects
B Tonight’s meeting
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The OWASP foundation

B Open Web Application Security Project

B International, non-profit organization

m Funding:
» Volunteers time
» OWASP memberships and sponsors
» OWASP conference fees

m Participation and projects are free and open to
everyone.
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OWASP Mission

“Enabling organizations to develop, purchase, and
maintain applications that can be trusted.”
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OWASP Community

Documentation projects (wiki & books)
e Top 10, Code review, Testing, Building, Legal, ...

Code projects

e Defensive, offensive (testing) tools, Education, processes, ...

Chapters

e Over 130 chapters worldwide and growing

Conferences

e Major and minor events around the world
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130+ Chapters worldwide

Geneva Chapter 38 Members
Ilailing Tist
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11412 chapter members worldwide
5340 project members worldwide
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OWASP Conferences
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OWASP Conferences

m Next:
» 11th-14th May 09: Krakow, Poland (Appsec Europe)
» June 09: Dublin (Appsec)
» Oct. 09: Washington D.C. (Appsec USA)




OWASP EU Summit

m 2009 Focus

» 80+ application security experts from 20+ countries during one
week

B A fantastic and high standing SPA right at the beach!
m New projects:

» outreach program: technology vendors, framework providers,
and standards bodies

» educational program: new program to provide free one- day
seminars at universities and developer conferences worldwide

» new global committee structure: education, chapters,
conferences, industry, projects and tools, membership

m Actually, we didn't have time to go the beach...once in the week!
B And...a new local chapter was created.
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Agenda

B OWASP Foundation
B OWASP Projects
B Tonight’s meeting
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OWASP Top 10

m The Ten Most Critical
Web Application Security p—
Vuelr?erap bpili(é?(:so vecny =

m Current: 2007 Release =

m 2009 release in progress =L

m A reference, but not a |
standard (yet?) =

communications =
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Big 4 (not to be confused with...)

Building Testing
Guide Guide

Application Security Desk Reference (ASDR)
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Education: Webgoat

a Path Based Acc Control Scheme - Micr

Fle Edt View Favortes Joos Hep >
Adcress @) hitp:/flocahost/WebGoat/attack ?Screen=S5&menu=210 v BGo

losoute *

Bypass a Path Based Access Control Scheme

Restart this Lesson

Wty The 'guest’ user has access to Ml the files in the lesson_plans drectory, Try to break the access
L Y control mechanism and access a resource that 1s not in the ksted directory. After selecting a file to
sidated P oty view, WebGoat will report if access to the file was granted, An interesting file to try and obtan
Flav might be a e like tomcat/conf/tomcat-users. xml

Current Directory is: C:\WebGoat-5.1\tomcat\webapps\WebGoat\lesson_plans
Choose the file to view:

| AcoessControlMatrix htmi -
BackDoors html

| BasicAuthentication.html

{ BlindSqllnjection htmi

| BufferOverflow.html

| ChallengeScreen himi

| ClientSideFiltening.htmil -
|ClientSide Validation.html View File |
| Commandinjection html
{ConcurrencyCart.himi

| CrossSiteScripting html

oament Flay |CSRF html

C Site Scrpting (XSS | DangerousEval himl

epstrrtgmindsi |DBCrossSiteScripting htm

A e | DBSQLInjection.html v

Viewina file: C:\WaebGoat-5.1\tomcat\webaops\WebGoat\lesson plans

) %y Local ntranet
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http://www.owasp.org/images/f/f3/WebGoat-Bypass-Access-Control-Lesson.JPG

Testing: Webscarab

_Iox]

File ‘“iew Tools Help

‘ Summany ” Message log | ‘ Proxy ” Manual Request u WehServices u Spider u Extensions u SessionlD Analysis u Scripted u Fragments ” Fuzzer ” Compare |

Summary
[] Tree Selection filters comversation list
Ll | Methads | Status | SetCookie | Comments | Scripts |
9 [ hitpaitwewi. oveasp.org: 80/ GET 301 moved ... | | |
o= ] hanners! [l [l [l
o [ images/ [l [l [l
o [ index.phpd | | |
[y Main_Page GET 200 0K, O
o= ] skins! Il Il Il
Tt e e T i ettt R R T T T e e e T T T T e R T i e Tt B S R R S I T Tt e e S T T T T R e T T T I S T T T B R R R T et T e i S R T T T T R B T i I A T T T R R R R R R R I B S et e R R S S B R e T T R R R R R R R R R R M et it
0l Date hethod Hiost Fath Farameters Status Qrigin
] TOORIORZ S T |GE] ATt rssst i S p arg B0 |ISKIns/monobaokman. |7 s OO Frosy ~
4 2008/06/23.. [GET hitp iasatee. a5 org 80 (fskinsicommonilEFixes. . 200 0k Procey -
K] 2006806/23.. |GET hitp: ey owra s org: 30 [fsking/commonicomma... 200 Ok P rosy
2 2006006/23.. |GET hitp: e owrasp org 20 findex.php/Main_Fage 200 Ok P rosy =
1 2008/06/23.. |GET hitp Mhasate weasp org 80| 301 Moved . |Prowy -
4] Il | | ¥
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http://www.owasp.org/index.php/Image:WebScarab_after_browsing.png
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Custom Enterprise Web Application

Enterprise Security API
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Methods and processes: CLASP

B Comprehensive, Lightweight Application Security

Process

» Centered around 7 AppSec Best Practices
» Prescriptive and Proactive

» Covers the entire software lifecycle
(not just for developers)

m Adaptable to any development process
> CLASP defines roles across the SDLC
> 24 role-based process components
> You can start small

Thisis o

VIRAL book, please moke COPIES or SHARE IT
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http://www.owasp.org/

Quality and coaching: Seasons of Code

™

OWASP
Summer
* ofCode
OWASP
Sprin
gb‘('o%e
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Deliverables

OWASP .NET Project

OWASP ASDR Project

OWASP AntiSamy Project

OWASP AppSec FAQ Project

OWASP Application Security Assessment Standards Project
OWASP Application Security Metrics Project
OWASP Application Security Requirements Project
OWASP CAL9000 Project

OWASP CLASP Project

OWASP CSRFGuard Project

OWASP CSRFTester Project

OWASP Career Development Project
OWASP Certification Criteria Project
OWASP Certification Project

OWASP Code Review Project

OWASP Communications Project

OWASP DirBuster Project

OWASP Education Project

OWASP Encoding Project

OWASP Enterprise Security API

OWASP Flash Security Project

OWASP Guide Project

OWASP Honeycomb Project

OWASP Insecure Web App Project

OWASP Interceptor Project

OWASP JBroFuzz

OWASP Java Project

OWASP LAPSE Project

OWASP Legal Project

OWASP Live CD Project

OWASP Logging Project

OWASP Orizon Project

OWASP PHP Project

OWASP Pantera Web Assessment Studio Project
OWASP SASAP Project

OWASP SQLiX Project

OWASP SWAAT Project

OWASP Sprajax Project

OWASP Testing Project

OWASP Tools Project

OWASP Top Ten Project

OWASP Validation Project

OWASP WASS Project

OWASP WSFuzzer Project

OWASP Web Services Security Project
OWASP WebGoat Project

OWASP WebScarab Project

OWASP XML Security Gateway Evaluation Criteria Project
OWASP on the Move Project
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Agenda

B OWASP Foundation
B OWASP Projects
m Tonight’s meeting
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Who is sitting (or standing) in this room?
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Audience (1/3)

M Non communiqué
B Fonctions technigues
B Fonctions projet / IM/UM

W Fonctions stratégiques / T
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Audience (2/3)

B Mon communigqué

B Gouvernement/Administration
N Enseignement

W 5SIl Sécurité ou IT

B Autressecteurs

B Bancaire
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Audience 3/3

® Non communigué
B [ndépendants / Chefs d'entr.

B Employes/Cadres
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Agenda

m 18h00: Accuell

m 18h15: OWASP Top 10
Sebastien Gioria, Chapter Leader - OWASP France

B 19h05: Pause (5 minutes)

m 19h10: La sécurité dans le cycle de vie développement
d’une application web: de la théorie a la pratique
Gilbert K. Agopome (CISSP, CSSI 2004, CISA)

m 20h00: Cocktail offert par HEC Geneve

m 21h00: Fin de la manifestation
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Geneva’s Chapter and you

m Next meeting: June 2009 (well, will try...)

m Join the list!
» Post your (Web)AppSec questions
» Keep up to date
» Contribute to discussions

B Become an OWASP member!
» Or even a sponsor (told you!)
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http://images.google.be/imgres?imgurl=http://www.autorisk.com/uslarge.gif&imgrefurl=http://www.autorisk.com/Contractors.htm&h=391&w=360&sz=13&tbnid=8qosV4CPeQ0J:&tbnh=119&tbnw=110&hl=nl&start=13&prev=/images?q=we+want+you&hl=nl&lr=&sa=N

THANK YOU!

m http://www.owasp.org

m http://www.owasp.org/index.php/Geneva
antonio.fontes@owasp.org

Tonight's sponsors:

¥ -
' 4

- -

=2 5
S
el

’ Dipldme ot MBA en
H[[: Section des Hautes Etudes Commerciales Sécurité «s Systémes
. d'Information
1000 Systeors Security DNplosd
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Copyright notice:
Some pictures and content included in this presentation are copied from the document :

« OWASP Germany 2008 Conference », by Sebastien Deleersnyder
http://www.owasp.org/index.php/Image:Germany 2008 Conference OWASP_Introduction v1.pptx

Other content and pictures included in this presentation are free for reuse except slide number
2 (my bio) : don't change it or remove it, please. Thank you. - AF
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