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Agenda	
  

•  Background	
  –	
  Why	
  is	
  this	
  necessary?	
  
•  Defining	
  Risk:	
  
‒ Value	
  /	
  PotenCal	
  Impact	
  
‒ Maturity	
  /	
  SuscepCbility	
  

• Why	
  Open	
  SAMM?	
  
•  Dashboards	
  –	
  Decision	
  Support	
  Systems	
  
•  Demo	
  



Risk	
  Measurement	
  Challenges	
  

•  ApplicaCons	
  can	
  be	
  developed	
  with	
  different	
  
SDLC	
  methodologies	
  
•  Inconsistent	
  maturity	
  of	
  the	
  design	
  and	
  
embedded	
  security	
  mechanisms	
  
•  ApplicaCons	
  range	
  in	
  size,	
  complexity,	
  and	
  
percepCon	
  of	
  risk	
  
•  ApplicaCon	
  security	
  /	
  maturity	
  is	
  difficult	
  to	
  
normalize,	
  contrast,	
  and	
  compare	
  



Defining	
  ApplicaCon	
  Risks	
  



Defining	
  Risk	
  

•  Significance	
  /	
  Impact	
  
‒ What	
  an	
  applicaCon	
  is	
  
‒ Does	
  not	
  change	
  without	
  significant	
  changes	
  
to	
  the	
  nature	
  of	
  the	
  applicaCon	
  	
  

• Maturity	
  /	
  SuscepCbility	
  
‒ Maturity	
  of	
  the	
  applicaCon	
  
‒ Can	
  be	
  changed	
  by	
  implemenCng	
  addiConal	
  
security	
  controls	
  

‒ Based	
  on	
  OWASP	
  So_ware	
  Assurance	
  
Maturity	
  Model	
  (SAMM)	
  



StaCc	
  Risk	
  

•  Customized	
  for	
  each	
  organizaCon	
  
•  Should	
  not	
  change	
  unless	
  the	
  applicaCon	
  or	
  
the	
  organizaCon	
  undergoes	
  big	
  changes	
  
•  Focuses	
  on	
  applicaCon	
  risk	
  categories	
  and	
  
aOributes	
  that	
  are	
  significant	
  and	
  meaningful	
  
•  StaCc	
  risks	
  can	
  be	
  used	
  for	
  risk	
  calculaCon	
  or	
  
presenCng	
  correlated	
  risk	
  scores	
  as	
  they	
  
relate	
  to	
  each	
  staCc	
  risk	
  
•  StaCc	
  risks	
  can	
  be	
  used	
  to	
  pivot	
  data,	
  
highlighCng	
  internal	
  iniCaCves	
  



Dynamic	
  Risk	
  

•  Based	
  on	
  OWASP	
  So_ware	
  Assurance	
  
Maturity	
  Model	
  (SAMM)	
  
•  Uses	
  SAMM’s	
  quesConnaire	
  for	
  determining	
  
the	
  maturity	
  model	
  
•  Answers	
  to	
  quesCons	
  help	
  calculate	
  numeric	
  
dynamic	
  risk	
  score	
  as	
  well	
  as	
  determine	
  
control	
  maturity	
  levels	
  
•  In	
  addiCon	
  to	
  establishing	
  the	
  maturity	
  level,	
  
SAMM	
  provides	
  detailed	
  control	
  
implementaCon	
  requirements	
  



Why	
  they	
  Open	
  SAMM?	
  



SAMM	
  

Secure  Development  Lifecycle	

(SAMM)	




Sample	
  Dashboards	
  –	
  SAMM	
  Scores	
  

Applica'on	
  1	
   Applica'on	
  2	
   Applica'on	
  3	
   Applica'on	
  4	
   Applica'on	
  5	
   Applica'on	
  6	
  

Governance:	
  	
  Strategy	
  &	
  Metrics	
   0+	
   2+	
   0+	
   0+	
   0+	
   0+	
  

Governance:	
  Policy	
  &	
  Compliance	
   0+	
   1+	
   0+	
   0+	
   0+	
   0+	
  

Governance:	
  Educa'on	
  &	
  Guidance	
   0+	
   2	
   2+	
   2+	
   2+	
   2+	
  

Construc'on:	
  Threat	
  Assessment	
   0+	
   1+	
   1+	
   0+	
   1+	
   1+	
  

Construc'on:	
  Security	
  Requirements	
   0	
   2+	
   0+	
   0+	
   1+	
   0+	
  

Construc'on:	
  Security	
  Architecture	
   1+	
   2	
   1+	
   1+	
   1+	
   1+	
  

Verifica'on:	
  Design	
  Review	
   1+	
   0+	
   1+	
   0+	
   1	
   0+	
  

Verifica'on:	
  Code	
  Review	
   1	
   2	
   3	
   1+	
   0+	
   3	
  

Verifica'on:	
  Security	
  Tes'ng	
   1+	
   1+	
   1+	
   0+	
   1+	
   0+	
  

Deployment:	
  Vulnerability	
  Management	
   1+	
   2+	
   1+	
   1+	
   1+	
   1+	
  

Deployment:	
  Environment	
  Hardening	
   0	
   2	
   0+	
   0	
   0	
   0+	
  

Deployment:	
  Opera'onal	
  Enablement	
   0	
   2	
   0+	
   0+	
   0+	
   0+	
  



Correlated	
  Risk	
  Analysis	
  /	
  Dashboards	
  



Risk	
  CorrelaCon	
  

Value	
  *	
  Maturity	
  =	
  Correlated	
  Risk	
  
	
  

•  Value	
  /	
  Impact	
  factors	
  generate	
  a	
  numeric	
  score,	
  
normalized	
  against	
  all	
  applicaCons	
  
•  SAMM	
  acCviCes	
  generates	
  a	
  numeric	
  score,	
  
based	
  on	
  answers	
  provided	
  as	
  part	
  of	
  the	
  SAMM	
  
assessment	
  
•  Provides	
  a	
  single	
  measure	
  of	
  security	
  for	
  each	
  
applicaCon	
  
•  Can	
  be	
  applied	
  uniformly	
  across	
  all	
  applicaCons	
  
•  Provides	
  a	
  “true”	
  value,	
  allowing	
  a	
  side-­‐by-­‐side	
  
comparison	
  of	
  all	
  applicaCons	
  



Sample	
  Dashboards	
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Sample	
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Sample	
  Dashboards	
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Sample	
  Dashboards	
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Sample	
  Dashboards	
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Sample	
  Dashboards	
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Time	
  for	
  a	
  quick	
  demo…	
  



Summary	
  

•  Enhanced	
  ability	
  to	
  manage	
  the	
  enCre	
  applicaCon	
  security	
  
porrolio	
  
•  Normalizes	
  risk	
  scoring	
  between	
  different	
  applicaCons	
  
•  Allows	
  applicaCon	
  security	
  opCmizaCon	
  through	
  efficient	
  
“what-­‐if”	
  calculaCons	
  
•  Helps	
  idenCfy	
  insecure	
  applicaCons	
  
• Metrics	
  support	
  ability	
  to	
  make	
  applicaCon	
  security	
  
decisions	
  
• Measures	
  accomplishments	
  and	
  highlights	
  applicaCon	
  risk	
  
reducCon	
  acCviCes	
  



QuesCons?	
  

•  ApplicaCon	
  Value	
  /	
  PotenCal	
  Impact	
  
• Maturity	
  /	
  SuscepCbility	
  
•  Open	
  SAMM	
  
•  Risk	
  CorrelaCon	
  
•  Dashboards	
  

Yan	
  Kravchenko	
  –	
  612-­‐455-­‐8485	
  
yan.kravchenko@netspi.com	
  

	




Thank	
  you!	
  


