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Reviewing Code for Cross-site scripting

a OWASP

The Open Web Application Security Project

The Open Web Application Security Project (OWASP) is a worldwide free and open community focused

on improving the secunty of application software. Our mission is to make application security "visible,”

so that people and organizations can make informed decisions about application security nsks. Every-
one is free to participate in OWASP and all of our materials are available under a free and open software
license. The OWASP Foundation is a 501¢3 not-for-profit charitable organization that ensures the ongoing
availability and support for our work.
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import org.apache.struts.action.*;

import org.apache.commons.beanutils.BeanUtils;
import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;

public final class InsertEmployeeAction extends Action {

public ActionForward execute (ActionMapping mapping, ActionForm form,

HttpServletRequest request, HttpServletResponse response) throws
Exception{

// Setting up objects and vairables.

Objl service = new Objl();
ObjForm objForm = (ObjForm) form;
InfoADT adt = new InfoADT ();

BeanUtils.copyProperties (adt, objForm);

String searchQuery = objForm.getqueryString() ;
String payload = objForm.getPayLoad();
try {
service.doWork (adt); / /do something with the data
ActionMessages messages = new ActionMessages();
ActionMessage message = new ActionMessage ("success", adt.getName () );
messages.add( ActionMessages.GLOBAL_MESSAGE, message );
saveMessages ( request, messages );
request.setAttribute ("Record", adt);
return (mapping.findForward("success"));
}
catch ( DatabaseException de )
{
ActionErrors errors = new ActionErrors();

ActionError error = new
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ActionError ("error.employee.databaseException" + “Payload:
“t+payload) ;

errors.add( ActionErrors.GLOBAL_ERROR, error );
saveErrors( request, errors );

return (mapping.findForward("error: "+ searchQuery));
}

}

}
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import java.io.*;
import javax.servlet.http.*;

import javax.servlet.*;

public class HelloServlet extends HttpServlet

public void doGet (HttpServletRequest req, HttpServletResponse res)
throws ServletException, IOException

String input = req.getHeader (“USERINPUT”) ;

PrintWriter out = res.getWriter();
out.println(input); // echo User input.

out.close () ;
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' SearchResult.aspx.vb

Imports System

Imports System.Web

Imports System.Web.UI

Imports System.Web.UI.WebControls

Public Class SearchPage Inherits System.Web.UI.Page
Protected txtInput As TextBox

Protected cmdSearch As Button

Protected 1blResult As Label Protected

Sub cmdSearch _Click (Source As Object, _ e As EventArgs)

// Do Search....

1blResult.Text="You Searched for: " & txtInput.Text

// Display Search Results....
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End Sub
End Class
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Response.Write "<div class='label'>Please confirm your
data</div><br />"

Response.Write "Name: " & Request.Form("UserFullName")
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<%@ Page validateRequest="false" %>

@Pages =o.Jl o ValidateRequest="false" o L L
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Text Box: <%@ Page Language="C#" ValidateRequest="false" %>

<script runat="server">

void searchBtn _Click (object sender, EventArgs e) {
Response.Write (HttpUtility.HtmlEncode (inputTxt.Text)); }
</script>

<html>

<body>

<form id="forml" runat="server">

<asp:TextBox ID="inputTxt" Runat="server" TextMode="MultiLine"
Width="382px" Height="152px">

</asp:TextBox>

<asp:Button ID="searchBtn" Runat="server" Text="Submit" OnClick="
searchBtn _Click" />

</form>

</body>
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</html>
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Response.Write Server.HtmlEncode (inputTxt.Text)
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